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Abstract

We adopt a ‘system-of-systems’ framework of analypreviously presented by the authors,
to include the interdependent infrastructures wisghport a critical plant in the study of its
safety with respect to the occurrence of an easkguWe extend the framework to consider
the recovery of the system of systems in whichplaat is embedded. As a test system, we
consider the impacts produced on a nuclear poveett fithe critical plant) embedded in the
connected power and water distribution, and trartapon networks which support its
operationThe Seismic Probabilistic Risk Assessment of such sysiesystems is carried out
by Hierarchical modeling and Monte Carlo simulatiBbmst, we perform a top-down analysis
through a hierarchical model to identify the eletsehat at each level have most influence in
restoring safety, adopting the criticality importamrmeasure as a quantitative indicator. Then,
we evaluate by Monte Carlo simulation the probgbthat the nuclear power plant enters in
an unsafe state and the time needed to recovesaiety. The results obtained allow the
identification of those elements most critical foe safety and recovery of the nuclear power
plant; this is relevant for determining improvengenof their structural/functional responses
and supporting the decision-making process on \safgtical-issues. On the test system
considered, under the given assumptions, the coemerof the external and internal water
systems (i.e., pumps and pool) turn out to be tbstraritical for the safety and recovery of

the plant.
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1. INTRODUCTION

We consider a safety-critical plant, e.g., a nucfgaver plant (NPP), exposed to an external
hazard, e.g., an earthquake. Internal emergendgatetiave been designed to provide safety
for the plant upon occurrence of the hazardous event even if the infrastructure services
are not available. However, the history of indadtaiccidents, including the recent Fukushima
nuclear disaster [1], has shown us that the safieyplant depends also on the infrastructures
in which it is embedded, which may or may not pdeviresilience” properties. Then, the
analysis for the evaluation of the probability thatritical plant remains or not in a safe state,
i.e., in a condition that does not cause healtliatrehvironmental damages, upon occurrence
of an external accident event, must extend to nkerdependent infrastructures connected to
it, adopting a “system-of-systems” point of view,[£3], [4], [5], [6], [7], [8]. For this, we
adopt the framework of analysis proposed by théastin [9] and extend it to include the
capacity of the system of recovering from an extemggression or shock, using as
representative quantity the recovery time, i.e.,geeod necessary to restore a desired level
of functionality of a system after the shock [10].

As a test system for the developments of our cenaitbns and analyses, we consider the
impacts of an earthquake on a nuclear power p&tending the system boundaries to the
power and water distribution, and the transpontatinetworks (the interdependent
infrastructure systems) that can provide servicegssary for keeping or restoring its safety.
The test system is fictitious and highly simplifiddiended only to illustrate the way of
analyzing the problem under a “system-of-systemeivpioint, accounting for the effects of
the interdependencies.

The systemic analysis is performed in two main stép the first step, a conceptual map
previously built by the authors [9] to understatidtize dependencies and interdependencies
between the components of the infrastructure syst@nnected to the nuclear power plant is
exploited to construct a hierarchical representatd the system of systems. Hierarchical
modeling is here used for a top-down analysis efdlements that at each level have most
influence in restoring safety. Indeed, the hierarxghirepresentation facilitates the

identification of the structure of the system obtgyns, allowing the determination of the



critical elements [11]. As a quantitative indicatdrthe contribution of the components to the
recovery of safety, the criticality importance maasis used [12], [13].

In the second step, Monte Carlo simulation [14],],[126] is applied to compute 1) the
probability that the nuclear power plant enteranrnunsafe state and 2) the time of recovery of
the safety of the nuclear power plant, accountmgtfie contributions of both the internal
emergency devices and the connected infrastructures

The reminder of the paper is organized as follolsSection 2, the basic concepts of a
Seismic Probabilistic Risk Assessment are introduceSection 3, the hierarchical modeling
of a system of systems and Monte Carlo simulatiaméwork for Seismic Probabilistic Risk
Assessment are described; in Section 4, the tasérayand the results of the analysis are

presented; in Section 5, conclusions are provided.

2. METHOD FOR SEISMIC PROBABILISTIC RISK ASSESSMENT

To estimate the probabilities of occurrence ofeteht levels of earthquake ground motion
that may affect an infrastructure and its respdossuch event, a Seismic Probabilistic Risk
Assessment (SPRA) is typically applied. In a vargrs and schematic synthesis, it is based
on three parts [17], [18]:
» Seismic Hazard Analysis: computes the probabilibiesccurrence of different levels
of earthquake ground motion at a site of interest.
» Seismic Fragility Evaluation: identifies the seisnsapacity of a component in terms
of its conditional probability of failure for anyvgn ground motion level.
* System Analysis: integrates the outputs of the tibaad fragility analyses to evaluate

the impact of an external event to the infrastriectfrinterest.

The first part is traditionally developed as a Rdaibstic Seismic Hazard Analysis (PSHA)
consisting of four procedural steps [17], [18],]f19

1) Earthquake source zones identification and chaiaaten

2) Earthquake recurrence relationship definition

3) Ground motion attenuation relationship formulation

4) Exceedance probability calculation
The first step concerns the identification and abgarization of the seismic sources in the
proximity of the site of interest. It involves gegical, seismological, geophysical data and

scientific interpretations; as a consequence it isritical part of the analysis and it is



associated with considerable uncertainty [17], [IBje major outputs of this step are the
seismic map that defines the seismic zones (arbasevihe earthquake sources have common
characteristics like geometry, earthquake activtgrthquake annual recurrence rate), the
probability distribution of the source-to-site diste and the identification of the maximum
earthquake magnitude, i.e., the largest magnitoaleat source can generate [17], [18].

In the second step, the seismic earthquake recermetationship, i.e., the annual frequency
of occurrence of a given magnitude event for eacince, is defined. Typically, it is described
by the Gutenberg-Richter lawgg(n) = a — bm wheren is the number of earthquakes with
magnitudé greater thanm anda andb are parameters obtained by regression data amalysi
[17], [18]. This relation implies that the magnitus exponentially distributed [22], [23]:

Fy(m) =1—e™/m 1)
where = log,ob = 2,303b represents the relative frequency of smaller tgeia events.
Equation 1, however, is an unbounded probabilistriiution so that the magnitude can
assume very high values, which are unrealistic a1y low values, which are negligible.
Therefore, the distribution is double-truncated upper and lower boundsimax and My,
respectively, and it is reformulated as follows [17]

1_e_B(m_mmin)

1—e~BMmax—mmin) (2)

Fy(m) =

The third step identifies the ground motion valtehe site of interest, given the source-to-
site distance and the magnitude. The higher theasrdie from the source, the lower is the
ground motion value. Typical ground motion paramsetge the peak ground acceleration and
the spectral acceleration. Many ground motion eqnathave been defined on the basis of the
earthquake and site characteristics [24]. Theyllysasasume this expression [17]:

logz' = C; + C,m + C3mC, + Cslog[r + C4 exp(C,m)] + Cgr + g(source) + g(site) (3)
wherez’ is the mean ground motion paramet@r,i=1,...,8, are the regression coefficients,

is the source-to-site distanam, is the magnitude and(source)and g(site) are terms that
reflect the characteristics of the source and mt&ectively.

For example, the peak ground acceleration is vesdtdbed by [25]:

logioz' = C, + C;m + (C3 + Cym) x logyg /rz + CZ + C¢Ss + C;S, + CgFy + CoFp + CoFy  (4)

whereSs and Sy represent the types of soil (soft, stiff or roalyen both variables are set to

zero) and~y, Fr andFo describe the faulting mechanism (normal, thrusidat).

! The magnitude scale typically used is the momeagnitude defined by [20]. For medium size earthgsak

is similar to the Richter values [21].



In the fourth step, the probability of exceedan€eggmund motion in any time interval is
computed by an analytical integration for each ntage, distance and ground motion value
by the following equation [17]:

W2) = Ty A (Main) [ " [T fio, (rm) fug (M)P(Z > z|m, 7) dmdr (5)
wherei = 1, ..., S represents the source zofig(r|m) andf, (m) are the probability density
functions of the source to site distance and ofntiagynitude, respectively,(Z > z|m,r) is
the probability of exceedance of the ground mot@neach source zoney,,in, Mmax: Tmin
Tmax are the lower and upper bounds of the magnitudedetance considered angdm,,;,)

is a rate that removes the contribution of eartkgeavith magnitude lower than,,;,, that is

not significant.

In the second part of the SPRA, a fragility evatrais carried out to provide the parameter
values (i.e., the median acceleration capa&ityand the logarithmic standard deviation due to
randomness and to uncertainty in the median capdggitand £, respectively) of the
component fragility model of the kind [17]:

;o [eeGn)tBue @
f _Qj[ Br

(6)

wheref’ is the conditional probability of failure for agyven ground motion leved’ andQ is

the subjective probability of not exceeding a fliagif'.

In the third part, an evaluation of the consequsrafehe seismic event to the infrastructure
under analysis is traditionally performed by th@elepment of event trees and logic models
for each event tree top event [17]. In this work ad®pt a hierarchical representation and a

Monte Carlo simulation for this evaluation.

3. METHOD FOR SAFETY ASSESSMENT AND RECOVERY
ANALYSIS

In this Section, the hierarchical representatiora agfystem of systems (Section 3.1) and the
operative steps of the Monte Carlo (MC) simulatmathod for its Seismic Probabilistic Risk

Assessment (SPRA) (Section 3.2) are summarized.



3.1. Hierarchical representation of a system of systems

Let us denote a systemat the levelL of the hierarchy a§l.(L) and byNS(L) the number of

systems at the level. In the hierarchical representation of a systersystems view of a
critical plant,H, at the top of the hierarchy there is omy) = 1 system, the critical plant
itself, and it is denoted ﬁl). At the second level, = 2, this is connected tNS(Z) systems,

Sl.(z), i=1, ...,NS(Z), inside and outside the plant, that provide ithwiite necessary inputs for
its operation. The systenS%z), i=1, ...,NS(Z), at levelL = 2, can, in turn, be broken down

into subsystemsi(3), i=1, ...,NS(3) at the third level of the hierarchy,= 3. The hierarchical
modeling is built by identifying the elements (apgps) that are “part of” the parent objects,
and continuing up to the desired levek N;, where N, is the number of levels of the
hierarchy. For the analysis of interest here, tigeahnchy is continued down to the level of
details of the individual components of the systefnsystems. However, following this
procedure for building the hierarchical model, socmnponents may not be considered.
Actually, some elements of the system of systemsay not provide the critical plahkt with

the inputs necessary for its operation, thus, teynot be represented in the level-2 of the
hierarchy, and ii) may not be part of any systslﬁ?, i=1, ...,NS(Z), thus, they cannot be
identified by the decomposition criteria. These poments (hereafter called “recovery
supporting elements”) provide the components (oups) of the systen& >, i = 1,..., N,

with the inputs necessary for their functioningrecovery and are here represented as a part

of the systems (groups) they support.

By way of example, refer to Figure 1 in which thragh of the system (top), the grouping of
its components (middle) and its hierarchical repmnéstion (bottom) are depicted. The intra-
system dependencies (solid lines), the inter-systees (dashed lines) and the connections to
the critical plant? (bold lines) are identified (Figure 1, top). Timereasing resolution in the
four levels considered is illustrated (Figure 1ddie): in the first level (square shape), the

critical plant H is represented; in the second level (dashed owabey, the three

interdependent system%i(,z), i =1,..,3 are reported; in the third and fourth levels (edtt

and solid oval shapes, respectively), the groupintne elements within the systems of level

2 are specified. In Figure 1, top, the recoverypsufing elements are those not connected to

the critical plantH but linked to other components by dashed Iinezs,(‘fl“) and 52(4)); in



Figure 1, middle, they are grouped in the systemsttich they provide support, e.g’l(,4) IS

both in the systemsl(z) andSZ(Z) and52(4) is in the systens”; in Figure 1, bottom, they are
represented in the last levels of the hierarchypmliog to the grouping of the Figure 1 in the
middle. Notice that the recovery supporting elersamn belong to more systems (or groups)
since they can be a support to different componémtsgroups), whereas all the others
components (or groups) are within just one systeresthey are built following the criteria
“to be a part of”. A final remark is in order witespect to the top-down approach adopted to

build the hierarchical model. It is possible tHagfore reaching the bottom of the hierarchy,

some components cannot be subdivided further (Sega.,coincides With§1(4)) leading to an
incomplete hierarchical representation. Therefanethis circumstance, a copy of those

elements is reported in the levels they are alj@ént
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Figure 1: Top: dependencies among the componentedystem of systems; the links represent the-int
systems dependencies (solid lines), the interssstependencies (dashed lines) and the dependerficies
critical plant H on its interconnected systems ¢blihes). Middle: graphical representation of thgirouping;

the rectangular, dashed, dotted and solid oval sisapresent the increasing resolution in the hignical
level. Bottom: corresponding hierarchical repres#iun; L: Level.

A systemSi(L_l), i=1, ...,NS(L_l), atlevelL — 1, L = 2,...,N;, can be in an operational or in

a failure state depending on the states of thesysat the level, on their functionality and

on their logic connections. A state (truth) matisxassociated to each systesrfrlr_l), i

1, ...,NS(L"”, L =2,..,N;, where the first columns represent the state$1e)fs§/stem§i(”,

i = 1,...,NS(L), at level L and the last column represent the state of th(aersrysl.@_l),



i=1, ...,NS(L_l), at levelL — 1. The entries §;} are equal to 1 or O according to whether the
states are in a failure state or not.

By way of example, refer to Table 1 and Figure 2emhthree state matrices and the
corresponding fault trees are reported, with refegeto the systenﬁé” at levelL = 3 of
Figure 1 (middle) composed by the systeﬁ’f@ and52(4) at levelL = 4. The first two state
matrices represent, respectively, the series anal@laconfigurations between the systems
sf‘;) and52(4) (illustrated by the OR and the AND gate in the fardes): in the first case, the

state of55(3) can assume only one operational state, sinceatheef ofSl(g) or 52(4) causes its

failure; whereas, in the second ca%gf) is in a failure state when boﬂﬁ) and52(4) fail. The
third matrix shows a case in which the statesﬁ? depends only on the state El(fé). The
fault tree of this last case is represented byn&wbit gate without condition on the system
s,

Table 1: Three possible state matrices for thee$y§§3) of Figure 1 (middle) on the basis of the statethef

systems 2 ands{®. On the lefts$ ands{* are connected in series; in the midd$é? ands{® are

connected in parallel; on the righff) depends only oﬁl(g); 1 represents the failure state.

SRERER SRERER SRERER
0] 0] O 0| 0] O 0| 0] O
1 0 1 1,0 0 1 0 1
0 1 1 0 1| 0 0 1 0
1 1 1 1 1 1 1 1 1

Figure 2: Corresponding fault tree representatiditiee state matrices reported in Table 1. On trﬁe.féf;) and
52(4) are connected in series (OR gate); in the mid.@ﬂ?, andSz(‘” are connected in parallel (AND gate); on the
right, ¢ depends only 08’ (INHIBIT gate without condition).
. ; . L1 . _ -1 ; _
To define the appropriate state matrix for the esystS; ,i=1,.,Ng" 7, L=2,..,Np,
a deep understanding of their functionality is rssegy. The dependencies identified in Figure

1 (top) are a support for this analysis.



3.2. Monte Carlo simulation for Seismic Probabilistic Risk Assessment within a system-

of-systems framework

Within the system-of-systems analysis frameworkehaurported, we wish to evaluate the
safety of the critical planf exposed to the risk from earthquakes occurrerammuamting not
only for the direct effects of the earthquake Wrbut also for the structural and functional
responses of the connected systéﬁé =1, ...,Néz), inside and outside the plant, through
the analysis of the underlying dependency structureaddition, we wish to determine the
capacity of recovering of the system of systemaluating the period necessary to restore the
safety of the critical plant. To do this, we addp hierarchical representation of the system
of systems and Monte Carlo (MC) simulation for thuantitative SPRA evaluation [27]. The
simulation procedure consists of the following @iee steps:

1. choose a value of magnitude with respect to whiehanalysis is performed;

2. compute the ground acceleration value at each e)ﬁ‘li‘r’?, i=1, ...,NS(L), L= N,
elements of the system of systems, by equatidvlq(ﬁ’:) is the number of elements at
the last level of the hierarchy, i.e., in our cdbe,number of individual components;

3. compute the fragilityf, for all the componentSi(NL), i=1, ...,NS(NL) , of the system
of systems by equation &, is a vector ofNS(NL) values, one for each individual
component in the system;

4. sample a matrix of uniform random numbers in [0{1),}, j=1,..,Np, k =
1, ...,NSSNL), whereN; is the number of simulations;

5. determine the fault state matfy; ), j = 1, ..., Ny, k = 1,..., N*® , by comparing
the fragility, £, with the matrix{w; }, j = 1,..., Np, k = 1, ..., NP1 if w; < fi, set
gjkx =1, otherwise setg;, =0 for j=1,..,Ny andk =1, ...,NSSNL). When g;

assumes value 1, it means that in jtie simulation thek-th component is hit by the

earthquake, i.e., it enters a faulty state; oth&swit survives. Each row of the matrix
g represents the states of ngm system components in tigh simulation;

6. determine the state of the critical platt This is done by propagating bottom-up
through the hierarchy the faulty states of the conemts: the states of tiﬂ’m
components and the state matrix at the leNgl— 1 of the hierarchy are used to

determine the states of tﬁg\’“” systems at the upper hierarchical levek N, — 1,



and the evaluation is repeated for the stateseobyistems of the levél, — 2 and so
on until the top level of the hierarchy, = 1.

In doing so, the state &f is evaluated for each row of the matfix; }, i.e., for each
configuration of the system sampled. A vedhy} is then recorded, whose element
h;, j =1,...,Nr, assumes value 1 when the critical planis in an unsafe state and 0
otherwise;

. estimate the probability of the critical plaht of being unsafe by computing the
sample average of the values of the elements ofVihedimensional vecto{hj},
j=1,..,Nr.

. for each configuration of the system sampled thabts the critical plant{ in an
unsafe state, evaluate the recovery time (RT) bydlh@wving steps:

a. sample a matrifR_T,;}, 7 = 1, .., Ng 1, k = 1,..., NV, where Ny ; is the

number of recovery time simulations of tﬁ{é’“, =1, ...,NS(NL) , elements of
the system of systems that are in a faulty statee&ch element the sampling
is done from the respective recovery time distitdnt

b. determine the recovery time of the critical plaht computing the recovery
times at each hierarchical level accounting for tlmafigurations of the
systems Sl.(L), i=1, ...,NSSL), L= N;,..1, from bottom to top of the
hierarchy. For example, if the systems at ldyedre connected in series to the
system at level. — 1, the recovery time of the latter is the maximurmorery
time of the systems or components at the lower IBEigure 3, left); if they
are connected in parallel, the recovery time ismiv@dmum (Figure 3, middle).
In the other cases, specific evaluation shoulddséopmed. For example, if the
failure of a given system‘l.(L), i = 1,...,NS(L), does not affect the state of
another systerﬁj(”,j =1, ...,NS(L),j # i, but plays a role in the operations of
its recovery from failure it should be considered the analysis like an
increasing time for operations of recovery of thstem at level — 1 (Figure
3, right).



if §t =1:

RT_S = sum (RT_s,RT_5{*)

@) _ @) @ () _ i ) )
RT_5{¥ = max (RT_s{y, RT_s{")) RT_5t¥ = min (RT_s{y, RT_S{¥) e
RT S = RT S

Figure 3: Computation of recovery time (RT) of ﬁyetenﬁs(3) with reference to three different configurations
of the systemsl(g) and52(4) represented in the fault tree. On the left: ORegé#te recovery time Sf) is the
maximum recovery time ng) and52(4). In the middle: AND gate, the recovery timé,‘ﬁf) is the minimum

recovery time OSI(f;) and52(4). On the right, INHIBIT gate: the recovery time?é?) is the recovery time cSTff;)
but if the conditior$2(4) = 1 is verified, the recovery time is the sum betvtberrecovery times cﬂff;) and52(4).

1 represents the failure state.

Notice that it is assumed that infinite resourceg.( repair teams and material) are available
for the restoration process so that the recovery bm performed at the same time on all
components in need. This assumption is made camngjdiat in emergency situations all the
possible means, resources and actions are deployep or restore the critical plant safety.
In any case, extension to the situation of limitesources does not pose significant
difficulties in both the modelling and its quartdkion. Finally, the components are
considered with binary states: fully operative ompletely damaged and also the critical
plant can assume only two states: fully operativéotally failed. This approximation is not
realistic and leads to pessimistic results: mu#tes modeling may be considered for a more

realistic description, where different degrees ahdge are contemplated.

4. EXEMPLIFICATION OF THE PROPOSED METHOD ON A TEST
SYSTEM

We consider the mock-up problem of [9] concernimg $afety of a nuclear power plant (the
critical plant), provided with proper internal emency devices, in response to an earthquake
(the external hazardous event) in a system-of-systéramework, i.e., extending the
boundaries of the analysis to the responses ointieeconnected systems that could help
keeping or restoring the plant safe state. Theeaaucpower plant is considered in a safe
condition if it does not cause health and enviromt@ledamages, i.e., if it does not release
radioactive material to the environment; to maimtéhis state it must be provided with

electrical and water inputs to absorb the heat ithgénerates. We analyze the capacity of



recovering of the system of systems, in terms ofpréod necessary to restore the safe state
of the plant.
When an earthquake occurs, the critical plant n@yreceive the input necessary to be kept
in, or restored to, a safe state due to the direplact on its emergency devices (safety
systems) and to the damages to the interconneatedtructures. Two quantities are used to
characterize the loss of functionality of the vagocomponents of the system of systems
embedding the critical plant, upon the occurrerfce @amaging external event:

- from the safety viewpoint, the probability that ttréical plant remains in safe state;

- from the recovery viewpoint, the time needed tdaresthe safe state of the critical

plant.

Both quantities are here computed for two valuesasthquake magnitude, 5.5 and 6, on the
Richter scale.
In Section 4.1, the description of the system sds given under a number of assumptions
which simplify the problem to the level needed tmwey the key aspects of the conceptual
system-of-systems framework, while maintaining gely. In Section 4.2, the hierarchical
representation of the system and some considesatibout its capacity of recovering are
given. In Section 4.3, we provide the results ef évaluation of the two quantities of interest

above mentioned.

4.1. Description of the system

The system under analysis is composed by a crjpieal, i.e., a nuclear power plant, a water
system that provides coolant useful to absorb tla¢ generated in the nuclear power plant, a
power system that provides electrical energy fer timning of the nuclear power plant and
the water system, and a road network relevant & pbwer and water systems for the
transport of material and/or plant operators.

The water and power systems are subdivided intardependent parts, external and internal
to the plant; the latter one represents the emeygsegstem of the plant which needs to
obviate at the absence of input from the main exiesystem.

In Figure 4the physical representation of the system is reparferring to a spatial plane (

y) with origin in the river. Table 2 reports the dility parameterd,, 5 andf,, adopted in
this analysis, for illustration purposes. The valim the pump and the pipe components have
been taken from [28] and [29], respectively, wherdee others fragility parameters have been

assumed arbitrarily by the authors to perform theyswith different values. Given the large-



scale system under analysis, two types of soil amesidered, rock and soft. Figure 5
represents the spatial localization of the syst@iows in Figure 4with reference to the

reciprocal position of all the components (Figurée&) and to the position of the system with
respect to the considered earthquake epicex{i&d, 70) (Figure 5, right). The distances on

the axes are expressed in kilometers.

— Pipe
—— Power line
= Road access

Figure 4: Physical representation of the systermystems. GS: Generation Station, S: SubstationPBLe, Pi:
Pipe, Pu: Pump, DG: Diesel Generator, R: Road asces

Table 2: Fragility parameters used in the preseotky

Am ﬁr ﬁu
Generation station 0.7 0.3 0.1
Substation 0.9 0.4 0.3
Power Pole 0.8 0.2 0.2
Diesel Generator 0.7 0.4 0.2
Pipe 1.88| 0.43 0.44
Pump 0.2 0.2 0.3
Pool 0.2 0.1 0.1
Road 0.3 0.3 0.2
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Figure 5: Left: spatial localization of the nuclepower plant (star) with respect to the componefthe
electric power system (circle, from top to bottddeneration Station, Substation, Pole 1, Pole 2}ewaystem
(square, from left to right: Pipe 1, Pump 1, Pigead road transportation (triangle, from top totbmm and
from left to right: R7, R6, R5, R4, R3, R2, R1yhRispatial localization of the system of systeritk respect to
the earthquake’s epicenter A(70, 70). The horizdodéd line in both Figures represents the divislmetween
soft soil (above the line) and rock (below the)ine

In Figure 6, the system-of-systems representaagivien by a conceptual map showing the
components of the systems and their relationsinpis- and inter-systems. The intra-system
dependencies are represented by the solid linesnthesystem ones by dashed lines and
those with the critical system by the bold lings.addition, in the Figure the dependence of
the system of systems on the type of soil on wthehinfrastructures rest is illustrated.

The external water distribution system (Figureddt)lis formed by a pump and pipes that
carry the water. The external power distributioategn (Figure 6, center) is composed by the
following elements: a generation station that poasuthe electrical energy, a substation that
transforms the voltage from high to low, and pdles support power lines.

The components of the emergency water and powgrthdison systems inside the plant are
shown in Figure @®n the right. The first system is composed by thees elements of the
corresponding external system considering in aoldiin artificial reservoir (i.e., the source of
water), whereas the power system includes onlgthergency diesel generators.

The elements considered for the transportatioresystre the roads (Figure 6, top). The state
of this system is important for access of the niateand operators that are needed to restore
the components required for the safe state of thieat plant. Given their role, they are

considered as recovery supporting elements (se¢®B8&cl).
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Figure 6: System of systems: conceptual map; e liepresent the intra-systems dependencies (swis),
the inter-systems dependencies (dashed lines)endependencies of the nuclear power plant on its
interconnected systems (bold lines).

The inter-system dependencies are modeled as dimksecting components of the power,
water and road transportation systems (Figure sheathlines); these links are conceptually
similar to those linking components of the indivilggstems (intra-systems dependencies),
and are considered bidirectional with respect te tthow” of dependence between the
connected systems. For example, the external vegstem depends on the external power
system as the pump needs electrical energy to Wantice that this relation is expressed by a
link from the pole to the pump because the firs¢,gupporting the power lines, is the closest
element to the pump that carries the power (theesaason explains the connection of the
pole to the nuclear reactor and to the pump inidenuclear power plant). While the pump
of the external water system can receive electgradrgy only from the external power
distribution network, it is assumed that the pumgide the nuclear power plant can obtain it
from both the external and internal power systems.

The road transport network allows access to thepoments of the power and water systems
for transporting material (e.g., fuel) and/or opers for operation and/or recovery.

The transport system is composed by seven intendepé road access points to the
components of the power and water systems. Theglisirgouted as follows: one road access
is available for the components outside the nugeaver plant and two road accesses for
those inside, i.e., the components outside theeaugdower plant can only be reached by one
road access, whereas the ones inside by two roeesses (the same two accesses are

provided for all the components inside) (Figure W).particular, the components of the



external power system are considered to have ardiff road access because they are far
from each other (the minimum distance is 300 m betwthe generation station and the
substation, Figure 5 left), the components of tkier@al water system have the same road
access, R3, because they are located close tootlaeh(the total distance from the river to
the nuclear power plant is 200 m, Figure 5 left) #ime components of the power and water
systems inside the nuclear power plant have thes gam road accesses, R1 and R2, since
they are contained in the same building.

Among these road access points, only the one ctethé¢o the generation station, R7 in
Figure 4, has an impact on the state of the systesystems because it contributes to the
running of the generation station, carrying materéand operators. On the contrary, the other
road accesses have no direct impact on the stdhe gystem of systems since they are used
only to repair the elements that enter in a faatgte. Therefore, their contribution is not of
interest for the evaluation of the safety of thaical plant, but they are relevant for the

analysis of the capacity of recovering of the systé systems.

In this work we have not considered i) the poweedi that, being aerial elements, are not
directly affected by an earthquake and ii) the mivee., the source of water of the external
water system, that it is assumed to be always aail Other aspects could be introduced in
the analysis as i) the influence of the designstrostion and materials of the infrastructures
considered, ii) the supply of fuel and materials fftant operation, and iii) the maintenance
tasks. However, in view of the methodological chtern of this work, for the sake of

simplicity, we have not included them in the moithgj!

4.2. Hierarchical representation of the system of systems and its capacity of recovering

From the conceptual map shown in Figure 6, the ediions between the physical elements
of the system of systems are presented in Figufé& solid, dashed and bold lines represent
the intra-system dependencies, the inter-systempendiencies and the links to the nuclear
power plant (NPP), respectively. The clusters takém account in the analysis are identified

in Figure 8, and they are structured hierarchicalllgigure 9.



Figure 7: Dependencies among the components afytstem of systems; the links represent the instesys

dependencies (solid lines), the inter-systems dbparies (dashed lines) and the dependencies ofutiear

power plant (NPP) on its interconnected systemfl(limes). GS: Generation Station, S: Substation, Pole,
Pi: Pipe, Pu: Pump, DG: Diesel Generator, R: Roatess.
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Figure 8: Representation of the system of systegidigghting its underlying structure of four hiergrical levels
represented by the rectangular (level 1), the ddgfmvel 2), the dotted (level 3) and the solidé€let) oval
shapes. NPP: Nuclear Power Plant, EE: External Exjye EW: External Water, IE: Internal Energy, IW:
Internal Water, GS: Generation Station, S: SubstgtPo: Pole, Pi: Pipe, Pu: Pump, DG: Diesel GeneraR:
Road access.
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Figure 9: Hierarchical representation of the systefrsystems. NPP: Nuclear Power Plant, EE: External

Energy system, EW: External Water system, |E: i@keEnergy system, IW: Internal Water system, GS:

Generation Station, S: Substation, Po: Pole, PpeRiPu: Pump, DG: Diesel Generator, R: Road access,
Level.

The nuclear power plant is at the top (level 1}hef hierarchy. Its safety is supported by the
power and water systems that are partitioned, eatethel 2, into external and internal parts:
external energy (EE), internal energy (IE), extemater (EW) and internal water (IW). The
road accesses are the recovery supporting elemaedisas explained in Section 3.1, they
belong to the systems to which they provide suppert in this test system they belong to the
corresponding EE, IE, EW and IW systems. The |e¥ak, then, composed by single
individual components or road accesses or a coriibmaf them, and the level 4, the most
specified level, is formed by the individual elenseftomponents and road accesses) of the
system of systems. Notice that only the recoveppsetting elements can belong to different
systems (or groups), e.g., R1 and R2 are withih Hw IE and IW systems, whereas the other
components appear in just one system, e.g., tleeRu2 belongs to the EE system.

The roads (elements R1, R2, R3, R4, R5, R6) are aisly for the recovery task and, thus, do
not influence the state of other parts of the sysbé systems, i.e., their failures do not cause
the stop of the running of other components. Oncitrary, they play a role for system
recovery because if they are damaged they have itecb&ered to allow reaching the system
components that are failed for repairing them, amdntually restoring the safety of the
critical plant. In other words, if a component $aithe road access to it has to be available for
its recovery. For this reason, the components oflekel 3 of the hierarchy are grouped
together with the corresponding road, e.g., thetatiba (S) is grouped with the road R6, the
diesel generator (DG) is grouped with the two roBdsand R2, etc. Instead, when a road is
connected with more than one component, the fistigng is among the components and,

then, at the next higher level, the componentgesaped with the road, e.g., the components



of the external water systems (pipes and pumpyreped together at level 3 and then they
are grouped with the road R3 at level 2. This gnogi@at level 3 allows highlighting the
contribution of a road with respect to all the caments (one or more) to which it provides
access.

The road R7, plays a role in the external enerdpgystem which goes beyond the access for
recovery, as it provides the generation statiom whe access for the operators and materials
necessary to its functioning. Therefore, the dantagéis access road can cause the stop of
the generation station and, as a consequenceitteefof the external energy subsystem. For

this reason, it is not grouped with the generasi@tion at the third hierarchical level.

The capacity of recovering of the system of systetgiantified in terms of the time needed
to recover the safe state of the critical plant.cbmpute this, the evolution in time of the
system of systems is included in the SPRA framewldk.the sake of simplicity, damages
from aftershocks are not considered in the time-deget analysis.

As illustrated in the procedure of Section 3.2, tbeovery time of the nuclear power plant is
computed starting from the recovery time of thevitiial components at the bottom level of
the hierarchy which is climbed from bottom to togrough the configurations of the
components or systems at each level.

To account for the uncertainty in the duration leé tecovery, lognormal distributions have
been associated to the recovery time of the indalidomponents. Table 3 shows the means
and the variances used in this study; these vdhae® been taken on the basis of the
following consideration. The time to recover a cam@nt depends on its size, its location,
and the type of damage and the easiness to finhilhee. It is assumed that, the components
inside the nuclear power plant need more timeHterrecovery than the components outside.
In particular, this happens when it is necessamgptace part of the component or the entire
component given its huge dimensions and the ditfjdal operate inside the plant.

For this reason, we have assumed that the me&me dilme needed to recover the pump inside
the nuclear power plant is larger than that neddethe pump outside. The large mean value
of the time to recover the pool is due to its sipeation inside the plant and difficulty in
restoration. The time to repair a pipe could bey&rort (even few hours), but we have
assumed a mean value equal to 4 days to accoutitdatifficulty in locating the break. The
diesel generator has a time of repair with a higbeutainty (variance equal to 5), because it
may vary significantly depending on the type of dge The components with lowest mean

value of the recovery time are the power pole, tbed, the generation station and the



substation that are outside the plant; the latieaffected by large uncertainty (variances of 5
and 10, respectively), because their recovery dependhe intensity of the damage, e.g., a
generation station can be slightly perturbed bydaghquake and its repairing can last few
hours but it can also be destroyed and in this tteséme to build it again is obviously much

higher.

Table 3: Parameters of the lognormal distributidhat describe the recovery time of the single camepts of
the system of systems.

Components Mean [days] Variance
Pump (inside the plant) 75 3
Pump (outside the plant) 5 3
Pipe 4 3
Pool 75 3
Diesel Generator 30 5
Power pole 15 3
Generation Station 1 10
Substation 1 5
Road 2 3

By way of example, the explanation of the procedarghe evaluation of the time to recover
power at the hierarchical level 3 and 2 for the sgystem under analysis is illustrated in the
following, with reference to the Figures 10 — 11.

At level 3 of the hierarchy, there are five grodgsthe external energy (EE) system and one
for the internal energy (IE) system. For the indual components of the EE system, i.e.,
generation station and road R7, the recovery tiatesdescribed by lognormal distributions
whose parameters are reported in Table 3, whemathé groups made by the pairs of
components and road access, e.g., substation @t R6 (S_R6), the recovery time is
computed on the basis of the relations among tlegresented by the fault tree in Figure 10.
For the group of the IE system, the fault treehef tecovery time of the triplet “DG_R1_R2”
is reported in Figure 11.

As reported in the procedure of Section 3.2, githenassumption of unlimited resources for
restoration, the recovery starts at the same tirag (mmediately after the earthquake) on all
the components in need. Actually, one exceptianasle for those components whose access
is disrupted; in this case, the recovery is seqalerirst, the access to them is restored and,

then, components recovery starts.



S_R6

if R6=1:

RT_S R6 = sum(RT_S,RT_R6)
else:
RT S R6= RT S

Figure 10: Fault tree representation for the comgtign of the recovery time (RT) of the pair “S_R#"level 3
of the hierarchy; S: Substation, R: Road accessptesents the failure state.

DG_R1_R2

if R1.R2=1:
RT_DG_R1_R2 = sum(RT_DG, min(RT_R1,RT_R2)

else:
RT DG R1 R2 = RT DG

Figure 11: Fault tree representation for the congdidn of the recovery time (RT) of the triplet “DB1 _R2” at
level 3 of the hierarchy; DG: Diesel Generator,Road access. 1 represents the failure state.

At level 2, the recovery time of the EE systemhis maximum recovery time of the elements
of level 3, since they are connected in series {Eid2). The recovery time of the IE system
is that of the triplet “DG — R1 — R2” computed ewél 3.



RT EE = max(RT_GS, RT_S_R6, RT Pol RS, RT Po2 R4, RT R7)

Figure 12: Fault tree representation for the conmgiign of the recovery time (RT) of the externalrgpesystem
(EE) at level 2 of the hierarchy; GS: Generatioat®in, S: Substation, Po: Pole, R: Road access.

Analogous reasoning is used to define the recowey for the water system at level 3 and 2.

To compute the recovery time at level 1, the lagiations (LR) between the external and

internal energy and water systems at level 2 arengin Figure 13 and the corresponding

state matrix of the nuclear power plant is repontetiable 4.

Iw

LR3

IE

LR2

LR4

EE

LRI
EwW

Figure 13: Schematic representation of the relagi@lbR) that exist between the external energy (&E)nal
energy (IE), external water (EW) and internal wafi@¥) systems at the level 2 of the hierarchy.




Table 4: State matrix of the nuclear power planPB (level 1) on the basis of the states of theraat energy
(EE) internal energy (IE), external water (EW) anternal water (IW) systems (level 2); 1 represehésfailure
state.
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The EE and EW systems are grouped together inglaian LR1 because the EW system
needs the EE system to work. The relation LR2 damsithe IE and EE systems with respect
to the relation LR3, since the IW system can rezeiectrical inputs both from the IE and EE
systems and at least one of these two systemswaukt The relation LR4 includes all the
relations LR1, LR2 and LR3 and represents the angewer plant.

The recovery time of the nuclear power plant (Feglid) is obtained by the minimum of the
recovery time of the systems involved in the reladi LR1 and LR3, since its safety is
guaranteed when it is provided with both energy @&ater inputs. Therefore it is computed
by the minimum recovery time of the pairs “EE — EMEE — IW” and “IE — IW".



RT EE EW RT _EE IW
=LR1 €LR3

RT_NPP = min(RT EE EW, RT EE IW, RT IE IW)

Figure 14: Sketch of the computation of the recg¥iane (RT) of the nuclear power plant (NPP) aelel of the
hierarchy on the basis of the recovery time ofakiernal energy (EE) internal energy (IE), extemalter (EW)
and internal water (IW) systems, grouped accordi@relations LR1 and LR3 identified in Figure 13.

For the sake of simplicity, the assumption has beade that the internal emergency devices
will not stop functioning once successfully startéd fact, the diesel generator can be
refueled in operation without causing an interroptof the production of the electrical energy
and the pool of the internal water system has lassamed of infinite capacity.

4.3. Results

The Monte Carlo simulation for Seismic Probabitidiisk Assessment illustrated in Section
3.2 has been applied to the test system of Sectidnfor two values of earthquake
magnitudes, M= 5.5 and M = 6 on the Richter scalia epicenter of coordinates (x, y) =
(70, 70) (Figure 4). The number of simulatiomM)(of the components configurations for
each magnitude value is 2000 and the number ofveegdime simulationsNg 1) for each
configuration that turns the nuclear power planPRY in an unsafe state is 5000. These
numbers have been arbitrarily chosen by the autihassch a way to reach a good trade-off

between precision of the results and computatiocost.

Figure 15 shows the estimated probabilities (uraleassumptions made) that the nuclear
power plant reaches an unsafe state upon the ecoarof an earthquake of magnitude equal
to 5.5 (left) and 6 (right) on the Richter scaldneTestimated conditional probabilities of
failure of the external energy (EE), external watewV), internal energy (IE) and internal

water (IW) systems, given that the NPP has entertectin unsafe state, are also indicated.
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Figure 15: Estimate of the probability that the rear power plant (NPP) reaches an unsafe state upon
occurrence of an earthquake of magnitude equal3q&ft) and 6 (right) on the Richter scale, ahé estimates
of the conditional probability of failure of thetexnal energy (EE), external water (EW), internakegy (IE)

and internal water (IW) systems, given that the Mi@B reached an unsafe state.

As expected, the higher the magnitude of the eaatkejuthe higher is the probability that the
safety of the nuclear power plant cannot be assured.

The estimated probabilities of failure of the IWHaBW systems are similar to that of the NPP
at both magnitudes. This is because the two systeossly contribute to the reaching of the
NPP unsafe state. A qualitative analysis of thgilitg values of the elements of the power
and water systems, given in Table 5 in decreasidgrdor M = 5.5, on the left, and M = 6,
on the right, shows that the first two componenits Wigher fragility values are the pumps of
the IW and EW systems. At magnitude 5.5 on the teicécale, the third element in Table 5 is
the road R7 that belongs to the EE system folloimedhe DG of the IE system that never
fails in the simulation performed, due to its lowadility value (2.52*10). At magnitude 6 on
the Richter scale, the third element with highegility is represented by the pool that in the
ranking at magnitude 5.5 is in the™position; this represents a further weak eleméhe
internal water system. The other components renraithe same ranking order both at
magnitude 5.5 and 6 on the Richter scale, withemsed fragility values for the higher

magnitude.



Table 5: Conditional probability of failure of ttmponents of the system of systems given an sakbof
magnitudes 5.5 (left) and 6 (right) on the Riclgeale. The values are reported in decreasing oré&:
Generation Station; S: Substation; R: Road accBss;Pole; Pi: Pipe; DG: Diesel Generator; Pu: Pumigt;

Magnitude.
M =55 M=6

Pu2 3.78E-01 Pu2 9.32E-01
Pul 1.27E-01 Pul 7.46E-01
R7 3.66E-02 Pool 3.80E-01
DG 2.52E-03 R7 3.08E-01

S 1.94E-03 DG 2.86E-02
Pi4 7.40E-04 S 2.74E-02
Pi3 7.40E-04 Pi4 9.64E-03
Pi2 7.35E-04 Pi3 9.64E-03
Pil 7.27E-04 Pi2 9.61E-03
Pool 4.57E-05 Pil 9.53E-03
GS 7.05E-06 GS 1.13E-03
Po2 6.54E-10 Po2 1.00E-05
Pol 1.01E-10 Pol 5.28E-06

We now proceed with the evaluation of the capaaityecovering of the system of systems,
starting from the top level of the hierarchy (reagvef the critical plant safety) and

proceeding downward with the analysis of the loVesels to identify the causes and major

contributors to the higher levels. The criticalityportance measure [13],,CT'L(1:), of the
component (or group)at levellL, L = 2, ...,N, of the hierarchy at timeis used to guide the
analysis through the hierarchical model. It is wedi as the probability that the component (or
group)i at levelL, L = 2, ...,N, of the hierarchy is critical for the system anilefd at timet,
given that the system is failed at time

P o -a-rEi )

cr.L _ 1
Il ’ (t) - 1—R(TL+1(t)) (7)

wherer}/*1(t) is the reliability of the component (or grouipit levelL+1 of the hierarchy,
rl*1(t) is the vector of reliabilities of the components @roups) at leveL+1 of the
hierarchy,R(rt*1(¢t)) is the system reliability, dependent on the rdlitids of the individual
components (or groups) at levekl of the hierarchy and on the system configuration
IiB'L“(t) is the Birnbaum’s measure of importance of ithie component (or group) at level

IR(r+1(1))
arf* (o)

L+1 of the hierarchy and it is defined 8" (t) = [13].

With respect to the test system under analysissyiséem reliability (level 1) depending on
the reliabilities of the groups of level 2 and ¢wit logic relations reported in Table 4, has

been computed as follows:



R(r*(t)) = (1 - rng(t))TI%(t)(l - rEZ'W(t))rIZVI/(t) + (1 - rng(t))rl%(t)rbgw(t)ﬁ%/v(t) +
Tng(t)(l - 7”1%5(15))(1 - rEZ'W(t))rIZVI/(t) + Tng(t)(l - rIZE'(t))rI:gW(t)(l - rl%/ll(t)) +

rgg (t) (1 — 1% (t))rbgw(t)r,ﬂ,(t) + TL?E(t)TI%(t)(l - rgw(t))r,ﬂ,(t) +

rée (OO (O (1 = 1y (©) + rEe (O (Oréy (O1iy () = 12 (O1éy (8) +

rEe (1 (8) + 1 O1hy (8) — 12 (O1Ey (O7hy (8) — 12 (OrE(Oriy ()

The reliability r2;(t), %, (O)réy (t) and 3,(t) of the EE, IE, EW and IW systems,
respectively, at level 2 of the hierarchy, dependre reliability of the groups at level 3, that
in turns depend on the individual components atlldv For example, the reliability,, (t) at
level 2 depends on the reliability of the group%-Pul-Pi2 and R3 at level 3 (Figure 9); the
first group is composed by three components, Ril,d&d Pi2, in series, thus, its reliability is
the product of the single reliability of the copesding elements at level 4 of the hierarchy
(131 —pu1—piz(t) = 15 (O, (D15, (2)), Whereas the second group, having no impacts on
the state of the system EW (as explained in Sedtidhis not considered in the computation
of the reliability 72, (t). The reliabilities of the individual components lavel 4 are the
complement to 1 of the corresponding conditionabpbilities of failure, given a magnitude

value, reported in Table 5.

Figure 16 shows the probability density functio®DFs) (on the left) and the respective
cumulative distribution functions (CDFs) (on thghi) of the time it takes to restore the
safety of the nuclear power plant when an earthguEkmagnitude 5.5 (solid line) and 6
(dashed line) on the Richter scale occurs. THR @& centile of the distributions is used as
indicator of the time it takes to recover safetg. éxpected, at the lower magnitude the time

for recovering safety is shorter.
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Figure 16: Left: probability density functions diet recovery time of the safety of the nuclear pgMent when

an earthquake of magnitude 6.5 (solid line) and&shed line) on the Richter scale occurs. Right:
corresponding cumulative distribution functions.

In Table 6, the values of the criticality importanmeasure of the systems at level 2 (external

and internal power and water systems) with resfie¢he level 1 of the hierarchy (critical
plant) are reported. It can be seen that the EWIAhdystems have a significantly higher

impact than EE and IE systems both at lower anddnignagnitudes.

Table 6: Criticality importance measures of theeemtil (E) and internal (I) power (E) and water (\8f)stems
for magnitudes equal to 5.5 and 6 on the Richtafesc

M =55 M =6

0.2081 0.0984

Ip* 9.8E-04 4.8E-04
,2

1% 0.7614 0.6059

157 0.9984 0.9883

Figures 17 and 18 show the probability density fiems of the time it takes to recover the

internal and external parts of the power and wsystems (level 2 of the hierarchy) after the

occurrence of an earthquake of magnitude equal .fo &nd 6 on the Richter scale,

respectively.
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Figure 17: Probability density functions of the osery time of the internal (1) and external (E) {saof the
power (E) (left) and water (W) (right) systems egithe occurrence of an earthquake of magnitudes@dipl to
5.5 on the Richter scale.
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Figure 18: Probability density functions of the osery time of the internal (1) and external (E) {saof the
power (E) (left) and water (W) (right) systems egithe occurrence of an earthquake of magnitudes@dipl to
6 on the Richter scale.



At magnitude 5.5 on the Richter scale, the recotiemg of the IE system is not present since
this system has never failed in the simulation.

At magnitude 6, the recovery times of the extepals of the energy and water systems are
concentrated at values lower than the recoverysiofehe internal parts, which means that

the recovery times of the systems at level 2 depenithe recovery of the external parts.

Figure 19 shows the probability density functionshaf time it takes to recover the groups of
the external water system at the level 3 of theanahy, for an earthquake of magnitude 6 on

the Richter scale.
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Figure 19: Probability density functions (PDFs)tbe recovery time of the groups at level 3 of tieednchy for
the external water system, given the occurren@nafarthquake of magnitude (M) equal to 6 on thehier
scale.

The group of components Pil-Pul-Pi2 contributestimds the recovery time of the EW
system since the state of the road R3 has no impatie state of the EW system, as

explained in Section 4.2; then, the criticality onf@ance measure of Pil-Pul-Pi2 is 0.6059,

i.e., itis equal tdg;” as shown in Table 6.

Figure 20 illustrates the recovery time distribotoof the components Pul, Pil and Pi2 at
level 4 of the hierarchy, and Table 7 reports theasponding criticality importance measure
values: at level 4, the major contributor to theoreery time is the component Pul that has the

highest importance measure value equal to 0.5906.
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Figure 20: Probability density functions (PDFs)tbe recovery time of the components Pil, Pul a@dyRien
the occurrence of an earthquake of magnitude (Mipktp 6 on the Richter scale.

Table 7: Criticality importance measures of the gpe at the level 4 of the hierarchy, for an eartkg of
magnitude (M) equal to 6 on the Richter scale.

M =6
4
I 1.93E-03

4
4| 5.91E-01

1.95E-03

A similar analysis on the internal water systenréheot reported, for brevity), leads to the
conclusion that the pump and the pool are the malsvant components for the time of

recovery of such system.

5. CONCLUSIONS

We have adopted a system-of-systems framework qurslyi proposed by the authors for the
analysis of the risk of a critical plant (a nuclgawer plant in the example worked out)
exposed to hazardous external events (earthquak#sei example worked out), so as to
account for the influence of the interdependemnistfuctures in which the plant is embedded.
We have represented the system of systems witkrarbhical model and used Monte Carlo
simulation for its probabilistic evaluation in tesrof the safety of the nuclear power plant and

its capacity of recovering, measured in terms eftime needed to restore safety.



The plus of this framework is that it allows perfong a systematic analysis through the
hierarchical levels of the model, and identifyihg tontribution to the safety recovery time of
the system-of-systems individual elements (heresomea by the criticality importance
measure). The results which are obtained by suyosd ¢f analysis can be useful to point out
which systems are recovered early and which take mivore to be recovered. These findings
can help identifying margins for improvement of tsteuctural/functional responses of the
critical elements, for improving the global recovef the system of systems so as to increase
the safety of the critical plant. In the end, tlieyr inform decision makers in their planning
choices of actions for increasing the safety dfaai plants.

Future work will be devoted to explore other systemmdeling and analysis approaches for
comparison, like for example Multilevel Flow Modalj (MFM) [30], Stocastic Flowgraphs
[31], Goal Tree Success Tree — Master Logic Diagf@nST — MLD) [32], with the aim of

pointing out limitations and benefits with respextheir application.
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