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Abstract: This document presents the security protocol verifier CryptoVerif. CryptoVerif does
not rely on the symbolic, Dolev-Yao model, but on the computational model. It can verify secrecy,
correspondence properties (which include authentication), and indistinguishability properties. It
produces proofs presented as sequences of games, like those manually written by cryptographers;
these games are formalized in a probabilistic process calculus. CryptoVerif provides a generic
method for specifying security properties of the cryptographic primitives. It produces proofs valid
for any number of sessions of the protocol, and provides an upper bound on the probability of
success of an attack against the protocol as a function of the probability of breaking each primitive
and of the number of sessions. CryptoVerif is post-quantum sound: when the used cryptographic
assumptions are valid for quantum adversaries, the proofs hold for quantum adversaries. It can
work automatically, or the user can guide it with manual proof indications.
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CryptoVerif: un vérificateur de protocoles
cryptographiques siir dans le modele calculatoire

Résumé : Ce document présente le vérificateur de protocoles cryptographiques CryptoVerif.
CryptoVerif ne s’appuie pas sur le modele symbolique de Dolev-Yao, mais sur le modele cal-
culatoire. Il peut vérifier le secret, les correspondances (qui comprennent l'authentification) et
les propriétés d’indistinguabilité. Il produit des preuves par suites de jeux, comme celles écrites
manuellement par les cryptographes ; ces jeux sont formalisés dans un calcul de processus pro-
babiliste. CryptoVerif fournit une méthode générique pour spécifier les propriétés de sécurité
des primitives cryptographiques. Il produit des preuves valables pour un nombre quelconque de
sessions du protocole, et fournit une borne supérieure sur la probabilité de succes d’une attaque
contre le protocole en fonction de la probabilité de casser chaque primitive et du nombre de
sessions. CryptoVerif est sir contre des attaquants quantiques : quand les hypotheses cryp-
tographiques utilisées sont valides pour des attaquants quantiques, les preuves produites sont
valides pour des attaquants quantiques. Il peut fonctionner automatiquement, ou l'utilisateur
peut guider la preuve manuellement.

Mots-clés : protocoles cryptographiques, vérification, modele calculatoire
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1 Introduction

There exist two main approaches for analyzing security protocols. In the computational model,
messages are bitstrings, and the adversary is a probabilistic polynomial-time Turing machine.
This model is close to the real execution of protocols, but the proofs are usually manual and
informal. In contrast, in the symbolic, Dolev-Yao model, cryptographic primitives are consid-
ered as perfect blackboxes, modeled by function symbols in an algebra of terms, possibly with
equations. The adversary can compute using only these blackboxes. This abstract model makes
it easier to build automatic verification tools, but the security proofs are in general not sound
with respect to the computational model.

In contrast to most previous protocol verifiers, CryptoVerif works directly in the computa-
tional model, without considering the Dolev-Yao model. It produces proofs valid for any number
of sessions of the protocol, in the presence of an active adversary. These proofs are presented
as sequences of games, as used by cryptographers [22,/66,/67]: the initial game represents the
protocol to prove; the goal is to bound the probability of breaking a certain security property
in this game; intermediate games are obtained each from the previous one by transformations
such that the difference of probability between consecutive games can easily be bounded; the
final game is such that the desired probability is obviously bounded from the form of the game.
(In general, it is simply 0 in that game.) The desired probability can then be easily bounded in
the initial game. We represent games in a process calculus defining oracles interacting with an
adversary. This calculus tries to mimick how classical cryptographic games are defined.

In this calculus, messages are bitstrings, and cryptographic primitives are functions from
bitstrings to bitstrings. The calculus has a probabilistic semantics. The main tool for specifying
security properties is indistinguishability: @ is indistinguishable from @’ up to probability p,
@ ~, @', when the adversary has probability at most p of distinguishing @ from @'. With
respect to previous calculi used for representing cryptographic games, our calculus introduces
an important novelty which is key for the automatic proof of security protocols: the values of
all variables during the execution of a process are stored in arrays. For instance, z[i] is the
value of z in the i-th copy of the process that defines x. Arrays represent global variables
that are shared between all processes, and each cell can be given a value by a process for
instance through an assignment or a random sampling. After being given a value, cells cannot
be updated anymore. Arrays replace lists often used by cryptographers in their manual proofs of
protocols. For example, consider the standard security assumption on a message authentication
code (MAC). Informally, this definition says that the adversary has a negligible probability of
forging a MAC, that is, that all correct MACs have been computed by calling the MAC oracle
(i.e., function). So, in cryptographic proofs, one defines a list containing the arguments of calls
to the MAC oracle, and when checking a MAC of a message m, one can additionally check
that m is in this list, with a negligible change in probability. In our calculus, the arguments
of the MAC oracle are stored in arrays, and we perform a lookup in these arrays in order to
find the message m. Arrays make it easier to automate proofs since they are always present in
the calculus: one does not need to add explicit instructions to insert values in them, in contrast
to the lists used in manual proofs. Therefore, many trivially sound but difficult to automate
syntactic transformations disappear. Furthermore, relations between elements of arrays can
easily be expressed by equalities, possibly involving computations on array indices.

CryptoVerif relies on a collection of game transformations, in order to transform the initial
protocol into a game on which the desired security property is obvious. The most important
kind of transformations exploits the security assumptions on cryptographic primitives in order
to obtain a simpler game. As described in Section these transformations can be specified
in a generic way: we represent the security assumption of each cryptographic primitive by an
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6 Bruno Blanchet, Charlie Jacomme

observational equivalence L ~,, R, where the processes L and R encode oracles: they receive the
arguments of the oracle and return its result. Then, the prover can automatically transform a
process ) that calls the oracles of L (more precisely, contains as subterms terms that perform
the same computations as oracles of L) into a process @’ that calls the oracles of R instead.
We have used this technique to specify several variants of shared-key and public-key encryption,
signature, message authentication codes, hash functions, Diffie-Hellman key agreement, simply
by giving the appropriate equivalence L =, R to the prover. Other game transformations are
syntactic transformations, used in order to be able to apply an assumption on a cryptographic
primitive, or to simplify the game obtained after applying such an assumption.

In order to prove protocols, these game transformations are organized using a proof strategy
based on advice: when a transformation fails, it suggests other transformations that should be
applied before, in order to enable the desired transformation. Thanks to this strategy, simple
protocols can often be proved in a fully automatic way. For delicate cases, CryptoVerif has an
interactive mode, in which the user can manually specify the transformations to apply. It is
often sufficient to specify a few well-chosen case distinctions and transformations coming from
the security assumptions of primitives, by indicating the concerned cryptographic primitive and
the concerned secret key if any; the prover infers the intermediate syntactic transformations by
the advice strategy. This mode is helpful for instance for proving some public-key protocols, in
which several security assumptions on primitives can be applied, but only one leads to a proof
of the protocol. Importantly, CryptoVerif is always sound: whatever indications the user gives,
when the prover shows a security property of the protocol, the property indeed holds assuming
the given assumptions on the cryptographic primitives.

Finally, as we demonstrate in the rest of the this document, CryptoVerif is post-quantum
sound: when the used cryptographic assumptions are valid for quantum adversaries, the proofs
hold for quantum adversaries. The game transformations performed by CryptoVerif are valid
not only against a classical probabilistic Turing-machine adversary, but also against a quantum
adversary. More generally, they are valid against any kind of interactive black-box adversary
that can simulate bounded time probabilistic Turing machines, limited by the cryptographic
assumptions.

In addition to the oracle-based process calculus, CryptoVerif also allows to define games in a
channel-based process calculus inspired by the applied pi calculus [1,/2] and by the calculi of [59]
and of [55]. The channel-based calculus is presented in Section with a translation to the
oracle-based calculus. The channel-based calculus was the initial version of the calculus used by
CryptoVerif, as detailed in a previous report [29]. Future developments will use the oracle-based
calculus with the semantics presented in this document. This language allowed us to prove the
post-quantum soundness of CryptoVerif. It is closer to classical computational proofs and paves
the way for important extensions, such as sharing parts of the code in calls to internal oracles,
composition results, and loops implemented by recursive oracle calls, as it is easier to inline oracle
calls than channel communications.

CryptoVerif has been implemented in OCaml (more than 60000 lines of code) and is available
at http://cryptoverif.inria.fr/|

Related Work Various methods have been proposed for verifying security protocols in the
computational model. Following the seminal paper by Abadi and Rogaway [3], many results
show the soundness of the Dolev-Yao model with respect to the computational model, which
makes it possible to use Dolev-Yao provers in order to prove protocols in the computational
model (see, e.g., |7,37,41,[42,50] and the survey [40]). However, these results have limitations, in
particular in terms of allowed cryptographic primitives (they must satisfy strong security proper-
ties so that they correspond to Dolev-Yao style primitives), and they require some restrictions on
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protocols (such as the absence of key cycles). A tool [39] was developed based on [41] to obtain
computational proofs using the formal verifier AVISPA, for protocols that rely on public-key
encryption and signatures.

Several frameworks exist for formalizing proofs of protocols in the computational model.
Backes, Pfitzmann, and Waidner [9}|10] designed an abstract cryptographic library and showed
its soundness with respect to computational primitives, under arbitrary active attacks. This
framework has been used for a computationally-sound machine-checked proof of the Needham-
Schroeder-Lowe protocol |704|71]. Canetti [34] introduced the notion of universal composability.
With Herzog [36], they show how a Dolev-Yao-style symbolic analysis can be used to prove se-
curity properties of protocols within the framework of universal composability, for a restricted
class of protocols using public-key encryption as only cryptographic primitive. Then, they use
the automatic Dolev-Yao verification tool ProVerif [24] for verifying protocols in this framework.
Process calculi have been designed for representing cryptographic games, such as the proba-
bilistic polynomial-time calculus of [59] and the cryptographic lambda-calculus of [62]. Logics
have also been designed for proving security protocols in the computational model, such as the
computational variant of PCL (Protocol Composition Logic) |46,/47] and CIL (Computational
Indistinguishability Logic) [13]. Canetti et al. [35] use the framework of time-bounded task-
PIOAs (Probabilistic Input/Output Automata) to prove security protocols in the computational
model. This framework makes it possible to combine probabilistic and non-deterministic behav-
iors. These frameworks can be used to prove security properties of protocols in the computational
sense, but except for [36] which relies on a Dolev-Yao prover, they have not been automated up
to now, as far as we know.

Several techniques have been used for directly mechanizing proofs in the computational model.
Type systems [4555/(57,69] provide computational security guarantees. For instance, [55] handles
shared-key and public-key encryption, with an unbounded number of sessions, by relying on the
Backes-Pfitzmann-Waidner library. A type inference algorithm is given in [§]. The recent tool
OWL [48] also relies on a type system that provides computational security guarantees. It sup-
ports MACs, public-key signatures, authenticated symmetric and public key encryption, random
oracles, and the gap Diffie-Hellman assumption [63]. It can prove secrecy and integrity proper-
ties. In another line of research, a specialized Hoare logic was designed for proving asymmetric
encryption schemes in the random oracle model [43}/44].

The tool CertiCrypt [14,/15,|17L{1920] enables the machine-checked construction and verifica-
tion of cryptographic proofs by sequences of games [22,/68]. It relies on the general-purpose proof
assistant Coq, which is widely believed to be correct. Nowak et al. [5,/60,/61] follow a similar
idea by providing Coq proofs for several cryptographic primitives. More recently, frameworks
for cryptographic proofs in Coq, FCF [64], and in Isabelle, CryptHOL [18], have been designed
and used for proving cryptographic schemes. EasyCrypt [16], the successor of CertiCrypt, no
longer generates Coq proofs, but provides a higher automation level by relying on SMT solvers,
which makes the tool easier to use. Even if it focuses more on cryptographic primitives and
schemes than on protocols, it has been used for proving some protocols such as one-round key
exchange [12], e-voting [38], AWS key management [6], and distance bounding [31]. These frame-
works and tools can perform more subtle reasoning than CryptoVerif, at the cost of more user
effort: the user has to give all games and guide the proof that the games are indistinguishable.
That becomes tedious for large protocols, which require many large games.

The tool Squirrel [11] relies on a computationaly sound logic that allows to write interactive
proofs of, e.g., stateful protocols. Still, it currently proves a security notion weaker than the
standard one: the number of sessions of the protocol must be bounded independently of the
security parameter (instead of being polynomial in the security parameter).

Independently, we have built the tool CryptoVerif [26] to help cryptographers, not only for
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8 Bruno Blanchet, Charlie Jacomme

the verification, but also by generating the proofs by sequences of games [22,/68], automatically
or with little user interaction. In particular, CryptoVerif generates the games, possibly using the
indications of which transformations to perform. This tool extends considerably early work by
Laud [53[54] which was limited either to passive adversaries or to a single session of the protocol.
More recently, Tsahhirov and Laud [56,/72] developed a tool similar to CryptoVerif but that
represents games by dependency graphs. It handles public-key and shared-key encryption and
proves secrecy properties; it does not provide bounds on the probability of success of an attack.

Outline The next section presents our process calculus for representing games, with its syntax,
type system, formal semantics, as well as the definition of security properties. Section [3| collects
information about games and reasons using it. Section [ gives criteria for proving security
properties of protocols. Section [5| describes the game transformations that we use for proving
protocols. Section [f] explains how the prover chooses which transformation to apply at each
point.

Notations We recall the following notations. We denote by {Mj/x1,..., My /zy} the substi-
tution that replaces z; with M; for each j € {1,...,m}. The cardinal of a set or multiset S is
denoted by |S|. Multisets S are represented by functions that map each element z of S to the
number of occurrences of x in S, that is, when S is a multiset, S(x) is the number of elements
of S equal to x. We use W for multiset union, defined by (S1 W S2)(x) = S1(z) + S2(x). When
S and S’ are multisets, max(S,S’) is the multiset such that max(S,S’)(x) = max(S(z), S'(z)).
The notation {z1 — ai,...,Zm > an} designates the function that maps z; for a; for each
j €{1,...,m} and is undefined for other inputs. When f is a function, f[z — a] is the function

that maps x to a and all other elements as f. If S is a finite set, = £ S chooses a random element
uniformly in S and assigns it to . If A is a probabilistic algorithm, x + A(x1, ..., x,,) denotes
the experiment of choosing random coins r and assigning to x the result of running A(z1, ..., z.,,)
with coins r. Otherwise, x < M is a simple assignment statement. If D is a discrete probability
distribution, we denote by D(a) the probability that X = a, Pr[X = a], where X is a random

variable with probability distribution D, and we denote by a & D the random sampling of a value
following the distribution D. We denote by Distr(S) the set of discrete probability distributions
over a set S. We denote by @) the empty stack, and a non empty stack St can be denoted by
a :: St;, where a is then the head of St and St; its tail stack.

2 A Calculus for Cryptographic Games

2.1 Syntax and Informal Semantics

CryptoVerif represents games in the syntax of Figure|l} This syntax assumes a countable set of
oracles names, denoted by O. It uses parameters, denoted by n, which are integers that bound
the number of executions of oracles.

It also uses types, denoted by 7', which are sets of values. So that types can be meaningfully
interpreted by an attacker, we assume that there exists an efficient bijection from the disjoint
union of all types to bitstrings. That implies in particular that all types are countable.

A type is fized when it is the set of all bitstrings of a certain length; a type is bounded when
it is a finite set. Particular types are predefined: bool = {true, false}, where false is 0 and true is
1; bitstring is the set of all bitstrings; bitstring | = bitstring U { L} where L is a special symbol;
[1,n] is the set of integers {1,...,n}, where n is a parameter. (We consider integers as bitstrings
without leading zeroes.) We denote by any the specific type corresponding to the empty set of

Inria
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M,N == terms
1
ZE[‘]\Ila' 7Mm]
f(My, ..., M)
x[i] Er,N

let p= M in N else N’

let (1] : T = M in N

if M then N else N’

find[unique?] (B}, wi[i) = ij1 <Nty Wiy (1] = Gjm, <
defined (M1, ..., Mj;) A M then Nj) else N

insert Tbl(My,...,M;); N

get[unique?] Tbl(py,...,p;) suchthat M in N else N’

event e(My,...,M;); N

event_abort e

replication index
variable access
function application

random number

assignment (pattern-matching)
assignment

conditional

Njm; Suchthat

array lookup

insert in table

get from table

event

event e and abort

p = pattern
x[z~] 2T variable
f(p1,-- s pm) function application
=M comparison with a term
Q= oracle definitions
0 nil
QlQ parallel composition

foreach i <n do @
neKvOracIe 0;Q
Oli|(p) :== P

replication n times
oracle restriction
oracle declaration

P .= oracle body

return (N); @

return

let p=O[Mi,..., M, 7uifi] <nq,..., %[l < npyl(N) in P else P’

oracle call

LB[ZN] pia T, P random number
let p= M in P else P’ assignment

if M then P else P’ conditional
find[unique?] (@)L, ujili] = iji < nji, ... ujm,[i] = ijm,; < njm, suchthat

defined(Mjl, e Mjlj) AN Mj then PJ) else P
insert Tol(My, ..., M;); P
get[unique?] Tbl(py,...,p;) suchthat M in P else P’
event e(My,...,M)); P
event_abort e
yield

Figure 1: Syntax for games
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10 Bruno Blanchet, Charlie Jacomme

values, which is thus contained in any other type. No other type can be empty, and any cannot
be used within the syntax of the games.

The syntax also uses function symbols f. Each function symbol comes with a type declaration
f:Tyx...xT, — T, and represents an efficiently computable, deterministic function that maps
each tuple in T} x ... x T, to an element of T'. Particular functions are predefined, and some
of them use the infix notation: M = N for the equality test, M # N for the inequality test
(both taking two values of the same type T and returning a value of type bool), M V N for
the boolean or, M A N for the boolean and, =M for the boolean negation (taking and returning
values of type bool), tuples (M, ..., M,,) (taking values of any types and returning values of type
bitstring; tuples are assumed to provide unambiguous concatenation, with tags for the types of
My, ..., M, so that tuples of different types are always different); test if_fun(M;, My, M3) (with
a first argument of type bool and the last two arguments of the same type T'; it returns a value
of type T: My when M is true and M3z when M is false).

In this syntax, terms represent computations on bitstrings. The replication index 4 is an
integer which serves in distinguishing different copies of a replicated oracle foreach ¢ < n do .
(Replication indices are typically used as array indices.) The variable access z[Mj, ..., Mpy,]
returns the content of the cell of indices My, ..., M, of the m-dimensional array variable x. We
use x,y, z,u as variable names. The function application f(Mj, ..., M,,) returns the result of
applying function f to My, ..., M,, Terms contain additional constructs which are very similar
to those also included in oracle bodies and explained below. These constructs conclude by
evaluating a term, instead of executing an oracle body. The construct event_abort e executes

event e (without argument) and aborts the game.

The calculus distinguishes two kinds of processes, oracle definitions and oracle bodies.

An oracle definition ) defines a set of parallel oracles ready to be called, each oracle being
defined with a body P that may end with a return value, followed by a potential new oracle
definition Q.

The oracle definition 0 defines no oracle; @ | @’ is the parallel composition of @ and @', it
defines both oracles in @ and in @Q’; foreach ¢ < n do @ represents n copies of @) in parallel, each
with a different value of i € [1,n]; newOracle O; Q) creates a new private oracle O and executes
Q; this construct is useful in proofs, but does not occur in games manipulated by CryptoVerif.
The oracle declaration O[i](p) := P defines the oracles O[i], where the indices ¢ are bound by
the replications above the oracle declaration O[i](p) :== P. The oracle O[] executes the oracle
body P when it is called with an argument that matches the pattern p. It will be explained in
more detail below together with the semantics of the oracle call let p = O[M;, ..., M;, Tuq[i] <
ni, ..., 2Umfi] < nm](N) in P else P’

The oracle body construct z[i] pia T; P chooses a new random value in 7', stores it in x[?],
and executes P. The abbreviation ¢ stands for a sequence of replication indices i1, ...,4,. The
random value is chosen according to the default distribution Dp for type T, which is determined
as follows:

e When the type T is declared with option nonuniform, the default probability distribution
Dy for type T may be non-uniform. It is left unspecified.

e Otherwise, if T' is fized, T consists of all bitstrings of a certain length, and the default
distribution is the uniform distribution. The probability of each element of T is 1/|T|.

e If T is bounded but not fixed, T is finite, and the default distribution is an approximately
uniform distribution, such that its distance to the uniform distribution is at most ep. The
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distance between two probability distributions D, and D5 for type T is

A(D1, D) = 5 S 1D1(@) — Da(a)]

Indeed, probabilistic Turing machines that run in bounded time cannot choose random
elements exactly uniformly in sets whose cardinal is not a power of 2.

For example, a possible algorithm to obtain a random integer in [0, m — 1] is to choose
a random integer 2’ uniformly among [0,2% — 1] for a certain k large enough and return
2’ mod m. By euclidean division, we have 2¥ = gm + r with » € [0,m — 1]. With this

algorithm
D(a) = L ifae(0,r—1]
o ifacr,m—1]
so
bt 4] - {5 tachry
m L% ifaerm—1]
Therefore

d(Dr, uniform) = % Z

D - = 5 (% - 5) ~5m= (5- 5)

acT
r(m—r) m
m.2k = 2k+1
so we can take er = 5iyr. A given precision of ey = ﬁ can be obtained by choosing

k = (K" + number of bits of m) random bits.

By default, CryptoVerif does not display er in probability formulas, to make them more
readable.

When T is not declared with any of the options nonuniform, fixed, or bounded, CryptoVerif
rejects the construct ac[;] Er ; P. Function symbols represent deterministic functions, so all
random numbers must be chosen by a:[;] & T. Deterministic functions make automatic syntactic
manipulations easier: we can duplicate a term without changing its value. B

The construct let z[i] : T = M in P stores the value of M (which must be in T') in z[i] and
executes P. Furthermore, we say that a function f : 77 x ... x T;, — T is efficiently injec-
tive when it is injective and its inverses are efficiently computable, that is, there exist functions
fj_l :T — T; (1 <j <m) such that fj_l(f(xl, .y Ty)) = x; and fj_1 is efficiently computable.
When f is efficiently injective, we define a pattern matching construct let f(zq,...,2zy,) =
M in P else P' as an abbreviation for let y : T = M inlet #} : Ty = f;'(y) in ...let !, :
T = frl(y) inif f(2),...,2,,) =y then (let xy : Ty = 2} in ...let z,, : T}, = 2, in P) else P’
where y, 2}, ...,z are fresh variables. (The variables 2/,...,z,, are introduced to make sure
that none of the variables z1,...,z,, is defined when the pattern-matching fails.) We naturally
generalize this construct to let p = M in P else P’ where p is built from variables, efficiently
injective functions, and equality tests. When p is simply a variable, the pattern-matching always
succeeds, so the else branch of the assignment is never executed and can be omitted. In this
case, the alternative syntax x < M; P is a synonym for let x = M in P.

The construct event e(My,. .., M;); P executes the event e(Mj, ..., M;), then runs P. This

event records that a certain program point has been reached with certain values of My, ..., My,
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but otherwise does not affect the execution of the oracle. Events are used in particular for
specifying security properties.

The construct event_abort e executes event e (without argument) and aborts the game.

Next, we explain the construct find[unique?] (@;":1 ujl[z~'] =141 < nj1,. .. ujmj[z~'] = ijm,; <
Njm, suchthat defined(M;i,..., Mj;;) A M; then P;) else P. The order and array indices on
tuples are taken component-wise, so for instance, w1 [i] = ij1 < nj1,. .. Wjim, [1] = Tjm; < Njm;

can be further abbreviated if]ﬁ] = z~] < n;. A simple example is the following: find u =i < n
suchthat defined(x[i]) A x[i] = a then P’ else P tries to find an index ¢ such that xz[i] is defined
and z[i] = a, and when such an i is found, it stores it in u and executes P’ with that value
of u; otherwise, it executes P. In other words, this find construct looks for the value a in the
array x, and when a is found, it stores in w an index such that z[u] = a. Therefore, the find
construct allows us to access arrays, which is key for our purpose. More generally, find Ulﬁ] =
i1 < ny,... ,umm = im < nyy, suchthat defined(M;, ..., M;) AM then P’ else P tries to find values
of i1,... iy for which My, ..., M; are defined and M is true. In case of success, it stores the
obtained values in uy [i], . .., un, [i] and executes P’. In case of failure, it executes P. This is further
generalized to m branches: find (@;n:l uﬂﬁ] = i1 < N1, 7ujmj[Nz'] = ijm; < Mjm, suchthat
defined(Mj1, ..., Mj;,;) A M; then Pj) else P tries to find a branch j in [1,m] such that there are

values of ij1,...,4jm; for which Mjq,..., M}, are defined and M; is true. In case of success, it

stores them in w;1[i], . .., ujm[i] and executes P;. In case of failure for all branches, it executes
P. More formally, it evaluates the conditions defined(Mj1, ..., My, ) A M; for each j and each
value of 4;1,...,4m; in [1,151] X ... X [1,n,,]. If none of these conditions is true, it executes P.
Otherwise, it chooses randomly one j and one value of i;1,...,%;m,, such that the corresponding
condition is true, according to the distribution Dfnq(S) where S is the set of possible solutions
JsB51s -+ 5 Bjmy, stores it in u [z~’], e Uy [?L and executes P;. The distribution Dfing(.5) is almost
uniform: formally, the distance between Djing(S) and the uniform distribution is at most €fing/2,

that is, d(D#ind(S), uniform) < €fng/2, that is, %Zves Drind(S)(v) — Iié\’ < €ind g0 that, when

S| = |8"|, for any bijection ¢ : § = S', § 37, g |Dfind(S)(v) — Diind(S")(6(v))| < €fing. Moreover
Dsing(S)(vi) = Dyg)(i) where S = {v1,...,v)5} with the values v; ordered in increasing order
lexicographically, for some distribution D|g| that depends only on the cardinal of S. In other
words, the probability of a value v; in the distribution Dfing(S) does not depend on the values in
the set S but only on the number |S| of elements of S and on the position ¢ of the value v; in S
ordered in increasing order lexicographically. Therefore, transformations that do not modify the
number of successful values nor their order, that is, transformations that map elements v of S to
elements ¢(v) of S’ at the same position i, preserve the probabilities exactly and we do not need
to add €fing to the probability when we apply such a transformation. This is true for instance
when we remove a branch of find that is never taken. By default, CryptoVerif does not display
€find in probability formulas, to make them more readable. We cannot take the first element
found because the game transformations made by CryptoVerif may reorder the elements. For
these transformations to preserve the behavior of the game, the distribution of the chosen element
must be invariant by reordering, up to a small probability €fing. In this definition, the variables
ij1,- - -, 0jm, are considered as replication indices, while w;i[i], ..., u;m, [i] are considered as array
variables. The indication [unique?] stands for either [unique_] or empty. The empty case has just
been explained. When the find is marked [unique,] and there are several solutions that make the
condition of the find evaluate to true, we execute the event e and abort the game. When there
is zero or one solution, the find is executed as when [unique?] is empty. This semantics allows us
to perform game transformations that require the find to have a single solution.

The conditional if M then P else P’ executes P if M evaluates to true. Otherwise, it executes
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P’. CryptoVerif also supports the conditional if defined(Mq, ..., M;) A M then P else P’, which
executes P if My, ..., M; are defined and M evaluates to true. Otherwise, it executes P’. This
conditional is internally encoded as find suchthat defined(M,..., M;) A M then P else P’. The
conjunct M can be omitted when it is true, writing if defined(My,..., M;) then P else P’.

The constructs insert and get handle tables, used for instance to store the keys of the protocol
participants. A table can be represented as a list of tuples; insert Tbl(My, ..., M;); P inserts the
element M, ..., M; in the table Tbl; get Tbi(xy : Ty,...,x; : T;) suchthat M in P else P’ tries
to retrieve an element (z1,...,2;) in the table Thl such that M is true. When such an element
is found, it executes P with z1,...,z; bound to that element. (When several such elements are
found, one of them is chosen randomly according to distribution Dyget(S) where S is the set of
indices of suitable elements, with d(Dget(S), uniform) < €fina/2.) When no such element is found,
P’ is executed. We can generalize this construct to patterns instead of variables similarly to the
let case. As in the case of find, the indication [unique?] stands for either [unique.] or empty.
The empty case has just been explained. When the get is marked [unique,] and there are several
solutions, we execute the event e and abort the game. When there is zero or one solution, the
get is executed as when [unique?] is empty. CryptoVerif internally translates the insert and get
constructs into find.

Let us explain the return (INV), yield, and oracle call commands. A semantic configuration
always contains an oracles execution stack, the head oracle being the one currently executed and
the stack corresponding to the nested calls. It also contains a set of callable oracles.

Whenever we encounter an oracle declaration O[i](p) := P, this oracle is added to the set
of callable oracles. Intuitively, it is then possible to call this oracle for the given indices and
with an argument that matches the pattern p. In the following, we will consider that all oracle

declarations are of the form O[é](z[i] : T) := P, where we encode the input pattern for O[i](p) :=
P as O[i](x[i] : T) := let p =z in P else yield.

Whenever the head oracle executes an oracle call let z[i] : T = O[My, ..., M;](N) in P else P’,
one looks for an available oracle Olay,...,a;] where Mjy,..., M; evaluate to aq,...,q;. (Terms
My, ..., M; are intuitively analogous to IP addresses and ports, which are numbers that the
adversary may guess.) If no such callable oracle is found, the execution blocks. Otherwise, by
the invariants given below, there is at most one such oracle Olay, ..., a)](«'[¢'] : T') := P". This
oracle is then executed: the argument N is evaluated and stored in /[¢'] if it is in 7" (otherwise
the execution blocks). The well-typed condition is not a restriction for the attacker, as it can
always use type conversion functions.

Finally, the oracle Olay,...,a)](z'[i'] : T") := P" is removed from the set of callable oracles,
the body P” of the called oracle is pushed on top of the stack, and executed. In this situation,
we then have a new oracle body currently being executed, and the second one in the stack is the
latest oracle call let z[i] : T = O[M;,...,M;](N) in P else P’ waiting for a return value.

When an oracle performs a return command return (N'); @, it returns normally, and the
in branch of the caller is executed. In more details, we pop the return command from the
execution stack. The head of the execution stack is then the latest oracle call, of the form
let zi] : T = O[Mjy,...,M;](N) in P else P’. We evaluate N, store it in x[¢] if it is in 7" and
continue the execution with P, in a similar fashion to an assignment. The oracles in @, which
follow the executed return command, are added to the set of callable oracles.

When an oracle performs a yield command, it returns abnormally, and the else branch of
the caller is executed. In more detail, we also pop the yield command from the execution
stack. The head of the execution stack is then the latest oracle call, of the form let x[i] :
T =O[My,...,M](N) in P else P’, and we execute P’.

In the case of an oracle call with pattern matching let p = O[Mj,..., M;](N) in P else P,

the pattern-matching is encoded as in assignments. The oracle body P’ is executed in case the
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pattern-matching fails. We note that in contrast to the assignment encoding, we still need an else
branch for the specific failure case of yield that cannot be encoded with a conditional. Oracles that
take several arguments or return several results are encoded using tuples and pattern-matching
on tuples.

Oracle calls can be made with some unspecified indices, following the syntax

let z[i] : T = O[My,..., My, uili] <ny,...,?umli] <ny)(N) in Pelse P

In this case, we evaluate M, ..., M, to ai,...,a;, and consider the set S of oracles Olay, ..., a,
b1,...,byn] among the set of callable oracles. We choose one of these oracles randomly following
the probability distribution De,y(S), which is approximately uniform like Dfing(S). Then we
perform the call as explained above. In the remainder of the execution, ?U1m7 ey ?um[z~'] are
bound to by,...,b,,. In a call to oracle O, only indices corresponding to replications that are
directly above the oracle declaration of O can be unspecified. Indices that are used inside a
previous oracle definition must then be explicitly specified. For instance, if oracle O is defined

by
foreach i1 < ny do O1[i1](p1) :=...return (N);foreach iy < ng do Osfiy,ia](p2) :=...

in call to Oz, the first index i; must always be explicitly specified by a term Mj; the second
index may either be specified by a term M; or left unspecified by Tus[i] < na.

The execution depends on a parametric attacker A. Whenever the execution stack is empty,
the attacker can perform an oracle call, and the attacker receives the return of the last oracle in
the stack. Oracle O can be declared private with newQOracle O, in which case only oracles under
the scope of newOracle O can call O, and in particular the attacker cannot. (This is useful in
the proofs, although all oracles of protocols are often public.) In effect, the attacker can then be
seen as controlling the network between communicating oracles.

An else branch of find, if, get, or let may be omitted when it is else yield. (Note that “else 0”

would not be syntactically correct.) Similarly, ;yield may be omitted after event, <£, or insert
and in yield may be omitted after let. A trailing 0 after a return may be omitted. We also omit
oracle parameters and replication indices if there are none.

The current replication indices at a certain program point in a process are the replication
indices i1,...,%, bound by replications and find above that program point. The replication
foreach i < n do @ binds the replication index i in ). The find construct

find[unique?] (@

m ~ ~
=1 Ujl[’i] = ijl S M1, ,Ujm]. [Z] = ijmj S Tijj suchthat
defined(M;1, ..., Mj;,) A M; then ...)

else ...
binds the replication indices i;1, ..., ijm; in defined(Mj1,..., Mj;) A M;. We often abbreviate
x[i1y...,4m] by © when iy, ..., i, are the current replication indices at the definition of z, but it
should be kept in mind that this is only an abbreviation. Variables defined under a replication

must be arrays: for example foreach i; < n; do ...foreach i,, < n,, do let z[i1,...,ip] : T =
M in ... More formally, we require the following invariant:

Invariant 1 (Single definition) The oracle definition @ satisfies Invariant [1{if and only if

1. in every definition of x[i1,...,%m] in Qo, the indices 41,...,4y, of x are the current replica-
tion indices at that definition, and
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2. two different definitions of the same variable x in Q)¢ are in different branches of a find, if
(or let), oracle call, or get.

In a let with pattern-matching, let p = M in P else P’, the variables bound by p are
considered to be defined in the in branch; however, the variables defined in M and in terms
included in the pattern p are defined before the branching.

Similarly, in an oracle call, let p = O[My, ..., M, Tui[i] < ny, ..., 2un[i] < ny](N) in P
else P’, the variables bound by p are considered to be defined in the in branch; however,
the variables defined in N, My, ..., M; and in terms included in the pattern p as well as
the variables uq, ..., u,, are defined before the branching.

In get[unique?] Tbl(pi,...,p) suchthat M in P else P’, the variables bound by p; for j <1
and the variables defined in M and in terms included in the patterns p; are (temporarily)
defined before the branching.

Invariant [1| guarantees that each variable is assigned at most once for each value of its indices.
(Indeed, item [2] shows that only one definition of each variable can be executed for given indices
in each trace.) A definition of x[ﬂ can be x[z~] & T, a let, get, or oracle declaration that
contains the pattern z[i] : T, the construct find...z[i] =i < n..., or the oracle call let p =

O[My, ..., My, ?uifi] <nq,...,%unll] < ng](N)in P else P’ where p contains the pattern z[i] : T
or when z[i| is u;[i| for some j < m.

Invariant 2 (Defined variables) The oracle definition Q) satisfies Invariant [2|if and only if
every occurrence of a variable access x[My, ..., My,] in Qg is either

e syntactically under the definition of x[M, ..., M,,] (in which case My, ..., M,, are in fact
the current replication indices at the definition of x);

e or in a defined condition in a find command or term;

e or in Mj in a process or term of the form find (], ;i) = i; < m; suchthat defined (M,

.-, M}, ) AN M then P;) else P where for some k < Ij, z[My, ..., My,] is a subterm of M, .

e or in P; in a process or term of the form find (@T:”l ;1] = i; < m; suchthat defined (M},
-+ M, ) A Mj then Pj) else P where for some k < [;, there is a subterm N of M, such

that N{a;[i|/i;} = [My,..., My).

Invariant [2] guarantees that variables can be accessed only when they have been initialized. It
checks that the definition of the variable access is either in scope (first item) or checked by a
find (last two items). The scope of variable definitions is defined as follows: xﬁ] is syntactically
under its definition when it is

e inside P in z[i] & 1. p

e inside N in x[z~] pia T; N,

e inside P in let p = M in P else P’ when «[i] : T is bound in the pattern p;

e inside N in let p = M in N else N’ when «[i] : T is bound in the pattern p;

e inside N in let z[i] : T'= M in N;
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o inside P; in find[unique?] (@], ujifi) = ij < njl,...,ujmj[ﬂ = Qjm; < Mjm, suchthat
defined(Mji, ..., Mj;,;) A M; then P;) else P when x is uj, for some k < my;

e inside N; in find[unique?] (@;nzl ujlm =i, < njl,...,ujmjm = ijm; < Njm; suchthat
defined(Mji, ..., Mj;;) A M; then N;) else N when x is uj for some k < my;

e inside M or P in get[unique?] Tbl(ps,...,p;) suchthat M in P else P’ when z[i] : T is
bound in one of the patterns p1, ..., p;

e inside M or N in get[unique?] Tbl(ps,...,p;) suchthat M in N else N’ when z[i] : T is
bound in one of the patterns p1, ..., p;

e inside P in O[i](p) := P when z[i] : T is bound in the pattern p.

e inside P in let p = O[My, ..., My, ?uifi] < nq,...,2umfi] < np](N) in P else P’ when

z[¢] : T is bound in the pattern p, or when x is u,, for some j < m.

A variable access that does not correspond to the first item of Invariant [2]is called an array
access. We furthermore require the following invariant. In this invariant, we consider a finite set
of public variables V: these variables are defined in the considered oracle definition @ (though
it may sometimes happen that they are never defined) and can be accessed by the adversary via
the find construct.

Invariant 3 (Variables defined in find and get conditions) The oracle definition Q¢ satis-
fies Invariant [3] with public variables V' if and only if the variables defined in conditions of find
and the variables defined in patterns and in conditions of get have no array accesses and are not
in the set of variables V.

These conditions are needed for variables of get, because they will be transformed into variables
defined in conditions of find by the transformation of get into find.

Invariant 4 (Terms in find and get conditions) The oracle definition Q) satisfies Invariant
if and only if event and insert do not occur in conditions of find and get.

Invariant [4 guarantees that evaluating the condition of a find or get does not change the state of
the system.

Definition 1 A term is simple when it contains only replication indices, variables, and function
applications.

Invariant 5 (Terms in defined conditions) The oracle definition @ satisfies Invariant [5| if
and only if the terms Mj, ..., M; in conditions defined(Mi, ..., M;) in find are simple.

Terms that are not simple are handled by expanding them into their corresponding oracle body
commands. Invariant [5[is needed because terms in defined conditions cannot be expanded (see
the transformation expand in Section . By combining this invariant with Invariant [2| we
see that the terms of all variable accesses x[Mj, ..., M,,] are simple.

Invariant 6 (Events) We distinguish three disjoint sets of events e, Shoup events, non-unique
events, and other events. The oracle definition Qg satisfies Invariant [6]if and only if

e Shoup events occur only in processes or terms of the form event_abort e in @,
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e non-unique events occur only in find[unique,] or get[unique,] in Qp, and
e other events occur in event e(My, ..., M;) or in event_abort e in Q.

The name “Shoup events” is used because these events are introduced when applying Shoup’s
lemma [68] (see Section [5.1.12)). The non-unique events are those triggered when a find[unique,]
or get[unique,] actually has several solutions.

To provide an invariant expressing that oracles for a given name are defined only once, we
define the following multiset by induction on oracle definitions and bodies:

Deﬁnedo
Deﬁnedo
Defined®
Deﬁnedo
Defined®

0)=90

Q1 | Q) = Defined®(Q1) @ Defined®(Qs)
foreach i < n do Q) = Defined®(Q)
Ofi](z[i] : T) := P) = {O} ¥ Defined® (P)
newOracle O; Q) = Defined®(Q) \ {O}

ClQu.- Qx]) = wlhx Defined® (@)

~—~ o~ ~~ ~~ —~

Deﬁnedo

Here, we denote by C' an oracle body context, that is, a context with only oracle body constructs
and several holes for oracle definitions as possible continuations, and C[Q1, ..., Q] corresponds
to instantiating the continuations with the given processes. We use C[Q1, ..., Q] to define by
induction the function at once for all oracle body constructs.

Invariant 7 (Single Oracle definition) The oracle definitions Qg satisfies Invariant |7|if and
only if

1. in every oracle declaration of O[ZN'](p) in Qo, the indices i of O are the current replication
indices at that declaration, and

2. Defined® (Qo) does not contain duplicate elements.

Similar to the invariant [I] for variables, we guarantee that each oracle is correctly defined at
most once. Thanks to this invariant, we can omit the indices of oracles in oracle declarations,
writing O(p) := P for O[i](p) := P where i are the current replication indices at that declaration.

All these invariants are checked by the prover for the initial game and preserved by all game
transformations.

We denote by var(P) the set of variables that occur in P, vardef(P) the set of variables
defined in P (var(P) may contain more variables than vardef(P) in case some variables are read
using find but never defined), and by fo(P) the set of free oracles of P. (We use similar notations
for oracle definitions.)

2.2 Example

Let us introduce two cryptographic primitives that we use below.

Definition 2 Let T, and T;,s be types that correspond intuitively to keys and message authen-
tication codes, respectively; T,,i is a fixed-length type. A message authentication code scheme
MAC [21] consists of two function symbols:
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e mac : bitstring X Tk — Tms is the MAC algorithm taking as arguments a message and a
key, and returning the corresponding tag. (We assume here that mac is deterministic; we
could easily encode a randomized mac by adding random coins as an additional argument.)

e verify : bitstring X Ty X Tins — bool is a verification algorithm such that verify(m, k,t) =
true if and only if ¢ is a valid MAC of message m under key k. (Since mac is deterministic,
verify (m, k, t) is typically mac(m, k) = t.)

We have Vm € bitstring,Vk € Ty, verify(m, k, mac(m, k)) = true.

The advantage of an adversary against unforgeability under chosen message attacks (UF-
CMA) is

& Tyur; (m, 5) « AmactR)verify (k) verify (m, k, s)
A m was never queried to the oracle mac(., k)

uf—cma

Succyac (s Gms o, 1) = max Pr

where the adversary A is any probabilistic Turing machine that runs in time at most ¢, calls
mac(., k) at most g, times with messages of length at most I, and calls verify(., k,.) at most g,
times with messages of length at most [.

uf—cma

Succyac o (t, Gm, v, 1) is the probability that an adversary forges a MAC, that is, returns a
pair (m, s) where s is a correct MAC for m, without having queried the MAC oracle mac(., k) on
m. Intuitively, when the MAC is secure, this probability is small: the adversary has little chance
of forging a MAC. Hence, the MAC guarantees the integrity of the MACed message because one
cannot compute the MAC without the secret key.

Two frameworks exist for expressing security properties. In the asymptotic framework, used
in [25]/26], the length of keys is determined by a security parameter 7, and a MAC is UF-CMA
when Succiir&™ (t, gm, @, 1) is a negligible function of 1 when ¢ is polynomial in 7. (f(n) is
negligible when for all polynomials g, there exists 1, € N such that for all n > ny, f(n) <
ﬁ.) The assumption that functions are efficiently computable means that they are computable
in time polynomial in 7 and in the length of their arguments. The goal is to show that the
probability of success of an attack against the protocol is negligible, assuming the parameters
n are polynomial in 7 and the network messages are of length polynomial in 7. In contrast, in
the exact security framework, on which we focus in this report, one computes the probability
of success of an attack against the protocol as a function of the probability of breaking the
primitives such as Succ“Mf;CCma(t, Gm;, qv, 1), of the runtime of functions, of the parameters n, and of
the length of messages, thus providing a more precise security result. Intuitively, the probability
Succk,ﬁ,:éma(t,qm,qv,l) is assumed to be small (otherwise, the computed probability of attack
will be large), but no formal assumption on this probability is needed to establish the security

theorem.

Definition 3 Let T}, T;., and T, be types for random coins, keys, and ciphertexts respectively.
Ty, and T,. are fixed-length types. A symmetric encryption scheme SE |21] consists of two function
symbols:

e enc : bitstring x Ty, x T,. — T, is the encryption algorithm taking as arguments the cleartext,
the key, and random coins, and returning the ciphertext,

o dec : T, x T, — bitstring | is the decryption algorithm taking as arguments the cipher-
text and the key, and returning either the cleartext when decryption succeeds or | when
decryption fails,
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such that Vk € Ty, Vm € bitstring,Vr € T, dec(enc(m, k,r), k) = m.

Let LR(z,y,b) = = if b = 0 and LR(x,y,b) = y if b = 1, defined only when z and y are
bitstrings of the same length. The advantage of an adversary against indistinguishability under
chosen plaintext attacks (IND-CPA) is

b &40,1) k& T
Y — Ar&T7,;enc(LR(.,.7b),k,r) Sy =

ind—cpa

Succge (g, 1) = max 2Pr -1

where A is any probabilistic Turing machine that runs in time at most ¢ and calls r < T};
enc(LR(.,.,b),k,r) at most g, times on messages of length at most 1.

Given two bitstrings ag and a; of the same length, the left-right encryption oracle r £ T;
enc(LR(.,.,b), k,r) returns r il T,;enc(LR(ag, a1,b), k,r), that is, encrypts ag when b = 0 and ay

when b = 1. Succg'g TP3(t, ge, 1) is the probability that the adversary distinguishes the encryption
of the messages a given as first arguments to the left-right encryption oracle from the encryp-
tion of the messages a1 given as second arguments. Intuitively, when the encryption scheme is
IND-CPA secure, this probability is small: the ciphertext gives almost no information on what

the cleartext is (one cannot determine whether it is ag or a; without having the secret key).

Example 1 Let us consider the following trivial protocol:

A = B:e,mac(e,ry) where e = enc(x), Tk, )

and z,., 7}, are fresh random numbers

A and B are assumed to share a key xj for a symmetric encryption scheme and a key ., for a
message authentication code. A creates a fresh key x} and sends it encrypted under zj to B. A
MAC is appended to the message, in order to guarantee integrity. In other words, the protocol
sends the key ) encrypted using an encrypt-then-MAC scheme [21]. The goal of the protocol
is that z), should be a secret key shared between A and B. This protocol can be modeled in our
calculus by the following oracle definition Qg:

R R
Qo = 00() := g, & Ti; Ty — T return (); (Qa | @B)
Qa = foreach i < n do O4() := z}, yil Ty: ¥id T,;
let x,, : bitstring = enc(k2b(z},), Tk, z,.) in return (T, mac(Ty,, Tmk))
Qp = foreach i’ < n' do Op(z),, Tma) = if verify(x),, Timk, Tma) then
let i, (k2b(z})) = dec(z,, zx) in return ()

When the oracle Oy is called, it begins execution: it generates the keys z and z,,; randomly.
Then it returns control to the adversary, and provides n copies of oracles O4 and n’ copies of Opg
for A and B respectively. The adversary can call them by calling O4[i] and Ogli'] respectively.
In a session that runs as expected, the adversary first calls O4fi]. Then Oy4 creates a fresh
key x}, (T is assumed to be a fixed-length type), encrypts it under x; with random coins z,,
computes the MAC under x,,; of the ciphertext, and returns the ciphertext and the MAC. The
function k2b : T — bitstring is the natural injection k2b(x) = z; it is needed only for type
conversion. The adversary is then expected to forward this returned message to Op[i]. When
Op receives this message, it verifies the MAC, decrypts, and stores the obtained key in z}. (The
function i, : bitstring — bitstring | is the natural injection; it is useful to check that decryption
succeeded.) This key z} should be secret.
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The adversary is responsible for forwarding messages from A to B. It can call the oracles in
unexpected ways in order to mount an attack.
This very small example is sufficient to illustrate the main features of CryptoVerif.

2.3 Type System

We use a type system to check that bitstrings of the proper type are passed to each function and
oracle, and that array indices are used correctly.

To be able to type variable accesses used not under their definition (such accesses are guarded
by a find construct) and oracle calls, the type-checking builds a type environment £, which maps:

e variable names x to types [1,n1] X ... x [1,n,,] — T, where the definition of x[i1, ..., im]
of type T" occurs under replications or find that bind 4,..., %, with declaration i; < n; ;

e oracle names O to types [1,n1] X ... X [1,n,] — T — T’, where the definition of Oli,
oy im](p) := P of type T — T" occurs under replications or find that bind i1, ..., with
declaration i; < n;.

For instance, the definition of x[i1,...,%m] occurs under foreach iy < ny do, ..., foreach i,, <
N, do or it occurs in the condition of find vy = i1 < ny,...,Uym = iy < N, under no

replication. The type T is the one given in the definition of z in x[i] E Torina pattern

z[i] : T in an assignment, an oracle call, an oracle declaration, or a get. In the find construct,

find...z[i] =i < n, the type T of x is T' = [1,n]. In the oracle call let p = O[Mq, ..., M, Tuy[i] <
ni,..., ?um[Ni] < ny](N) in P else P/, the type T; of u; is [1,n;] for j < m. The tool checks that
all definitions of the same variable x yield the same value of £(x), so that £ is properly defined.
Similarly, all definitions of the same oracle O must yield the same value of £(0). While the type
of variables can be determined by a preliminary pass on their definitions, provided their type is
explicit at their definition, determining the type of oracles requires typing the oracle bodies. The
type environment for oracles would then not be fully known at the beginning, but determined
during typing by collecting constraints on the type of each oracle, provided the pattern in which
the result of an oracle call is stored is explicitly typed. However, as we explain below, CryptoVerif
currently does not accept oracle calls in its input language, which simplifies the typing algorithm.
We sketch this algorithm below.

Oracles are typechecked in the type environment £ using the rules of Figures [2| B] and [
These figures defines four judgments:

o £F M : T means that the term M has type T in environment €.

e £ p:T means that the pattern p has type T in environment &.

e £F P :T means that the oracle body P will return a value of type T in environment &.
e £ () means that the oracle definition @ is well-typed in environment £.

When a term M never evaluates to a value (it always ends with event_abort €), it has the special
type any, which can be converted to any other type by subtyping. Similarly, when an oracle
body P never returns (it always ends with yield or event_abort ¢), it has type any. The type any
is not allowed in declarations of function symbols, tables, and events. Variables can have type
any only when they are actually never defined (their definition is a term that always aborts).
Patterns can have type any only when the pattern-matching will always fail (because it is an
equality with a term that always aborts). The result type of oracles can be any, when they never
return.
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Typing rules for terms:

N T
i‘(i)i‘T (TIHdeX)
i:
TV
EFz[M,...,Mp]: T (TVar)
f:T1><...><Tm—>T V]§m75|—MJTJ
TF
EF f(My,..., Mp):T (TFun)
T fixed, bounded, or nonuni{or}zn E+ J]m : T EFN:T (TNewT)
Elalil] = T;N:T'
E-M:T Ekbp: T EFN:T EFN' T
TLetT
EFletp=Min N else N : T’ (TLetT)
. . Rl
EFM:T fF:E[Z].T EEN:T (TLetT2)
EFRletzi] : T=MinN:T'
EF M : bool EEN:T EEN':T
TIfT
EFRif M then N else N': T ( )
Vj < m,Vk <mj, € Fujgli] : [1,7]
V] < m,Vk‘ < lj,g[ijl — [1,nj1],...,ijmj — [1,njmj]] - Mjk : Tjk
VJ < m,E[ijl — [l,njl], B aijmj — [l,njij F Mj : bool
Vi <m,EFN;: T EEN:T )
- — — = (TFindT)
Er flnd[umque”] (@jzl Ujl[i] = ijl S N1, 7Ujmj [Z] = ijmj S lemj suchthat
defined(Mji, ..., Mj;,;) A M; then N;) else N : T
Tbl : Ty x ... x T | < M, :T; FN:T
bl:Th x . vishLE J ' J £ (TTnsertT)

& Finsert Tbl(M;,...,M));N:T

Tl : Ty x ... x 1T Vi<LEFp; T EF M : bool EFEN:T EFN':T
get[unique?] Tbl(py,...,p;) suchthat M in N else N/ : T

(TGetT)
e: Ty x...xT Vi<LERM;:T; EFN:T
TEventT
Erevent e(Mi,...,M));N : T (TEventT)
e: ()
TEventAbortT
& F event_abort e : any (TEventAbortT)
EFM:an .
Typing rules for patterns:
_Ehaf]:T (TVarP)
Er (x[z~] :T): T
Ty x...xTy, =T Vi<m,EFp;:T;
TFunP
EF @1 pm) i T (TFunP)
EFM:T
EF=M:T (TEqP)

Figure 2: Typing rules (1)
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Typing rules for oracle definitions:

EFO (TNil)
EFQ  EFQ

NI (TPar)

Eli= [Lin]] FQ (TRepl)

E F foreach i < n do @
EO—T1 x..xT, -T—=>T]FQ
& F newOracle O; Q
Ebp:T EFP:T Vi<m,EFi; T} EO0)=Th x...xTp, =-T—=T
EFOlir,y...,im](p):=P

(TNewOracle)

(TODecl)
Figure 3: Typing rules (2)

In ©[M,..., M), Mi,..., M, must be of the suitable interval type. When f(Mji,..., My,)
is called and f: Ty x ... x T,,, = T, M; must be of type T}, and f(Mj,...,M,,) is then of type
T.

The term m[2~] & T'; N is accepted only when T is declared fized, bounded, or nonuniform. We

check that x[i] is of type T' (which is in fact always true when the construction of £ succeeds).
N must well-typed, and its type is also the type of xm vid T;N.

In let p= M in N else N’, p must have the same type as M, and N and N’ must have the
same type, which is also the type of let p = M in N else N’. The typing rules for patterns p
are found at the bottom of Figure |2| The pattern z[i] : T has type T, provided z[i] has type T
(which is in fact always true when the construction of £ succeeds). The other typing rules for

patterns are straightforward. The particular case let :17[1~] :T = M in N is typed similarly, except
that the else branch is omitted.
In if M then N else N/, M must be of type bool and N and N’ must have the same type,

which is also the type of if M then N else N'.

In
find[unique?) (D7, uj[i] = ij1 < nj1,. .. wjm, [i] = ijm, < njm, suchthat
defined(Mjl, ey Mjlj) A Mj then NJ) else N
the replication indices i1, . .., ijm, are bound in Mji, ..., My, My, of types [1,nj1],..., [1,7m,]

respectively; M; is of type bool for all 7 < m; Nj for all j < m and N all have the same type,
which is also the type of the find term.

In insert Thl(My,...,M;); N, My,...,M; must be of the type declared for the elements of
the table Tbl, and the type of N is the type of the insert term.

In get[unique?] Tbl(p1,...,p;) suchthat M in N else N’, p1,...,p; must be of the type declared
for the elements of the table Tbl and M must be of type bool. The terms N and N’ must have
the same type, which is also the type of the get term.

In event e(My,...,M;); N, My,...,M; must be of the type declared for the arguments of
event e, and the type of N is the type of the event term.

The term event_abort e is of type any, and can thus be of any type (because it aborts the
game); the event e must be declared without argument, which we denote by e : (). Terms of type
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Typing rules for oracle bodies:
EFN:T EFQ
TRet
Ekreturn (N);Q: T (TRet)
Vi<UERM; T Vi<m,EFuyli]:[1,n]
EFN:T Ebp: T EFP:T" ERP TV
EFO:TI x...xTix[L,m]x...x[1,nm] =T =T (TCall)
= ~ a
EFblet p=O[My,..., M, u1li] < ny,...,%upnli] <ny](N)in P else P T"
T fixed, bounded, or nonuniform EF x[zN] :T E-P:T (TNew)
eraf &P T
EEM:T Ebp:T EFP:T ERP T (TLet)
EFletp=Min P else P : T" ¢
EF M : bool EFP:T EFP T (TIF)
EFif M then Pelse P/ : T
Vi < m,Vk < my, € ugeli] : [1,m]
Vj S m,Vk S lj,g[ijl = [1,’/lj1], ce ,ijmj —> [1,71]’7,”” [ Mjk : ,1ij
VJ < m,E[ijl — [1,TL]‘1], . aijmj — [l,njij - Mj : bool
Vi<m,EFPj: T EFP:T (TFind)
— - in
&+ find[unique?] (B, ujili] = ij1 < nji,. o wjm, [i] = ijm,; < njm, suchthat
defined(Mj1, ..., Mj;,) A Mj then P;) else P: T
Tol: Ty x...x T, Vi<lLEFM;:T; EFP:T
TInsert
£ insert Tol(My, ..., M;); P: T (TTnsert)
Tol: Ty x ... x 1T, Vi <1, EFp;:T; EF M : bool EFP:T E-P T
get[unique?] Tbl(p1,...,p;) suchthat M in P else P': T
(TGet)
e: Ty x...xT; Vi<LERM;: T} E-P:T
TEvent
Etevent e(My,...,M;);P:T (TEvent)
e: ()
TEventAbort
& F event_abort e : any (TEventAbort)
& Fyield : any (TYield)
EFP:any .
W (Subtyplng)
EO0)=T1 x...xTp, =TT (TO)
EFO Ty x...xTy,, =T =T
EHO:Ty x...xT, T
1 X X Im 7 LAY (SubtypingO)

EFO Ty x...xTy,, =T =T

Figure 4: Typing rules (3)
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any can then be given any type through the subtyping rule.
The type system for oracle definitions and bodies requires each subterm to be well-typed.

In foreach i« < n do @, i is of type [1,n] in Q. The oracle commands ﬁ, let, if, find, insert,
get, event, and event_abort are typed similarly to the corresponding terms. The command yield,
which aborts the execution of an oracle without returning any value, is typed with any. A
return (V) is typed with the type of the term N. In an oracle call let p = O[M;, ..., M, Tuq[i] <
ni,..., ?um[Ni] < ny](N) in P else P'; the indices My, .. .,Ml,?ulm <ni,..., ?um[ﬂ < n,, must
have the same type as the indices at the definition of oracle O, the type of N must correspond
to the type expected by the oracle O, the type of the result of oracle O must correspond to the
type of the pattern p, and both branches P and P’ must have the same type, which is also the
type of the whole oracle call construct. Subtyping is lifted from terms to oracles with dedicated
rules, and can be used either on an oracle body or an oracle definition.

We say that an occurrence of a term M in an oracle definition @ is of type T" when & +
M : T where £ is the type environment of @ extended with ¢ — [1,n] for each replication
foreach i < ndo above M in Q and with iy — [1,71],...,%jm, = [1,7jm,] for each find[unique?]
(@;nZI Uj1m = ijl < Nj1y ey Ujm, m = ijmj < Njm; suchthat defined(Mjl, R Mjlj) A Mj then
Pj) else P such that the considered occurrence of M is in the condition defined(M;i, ..., Mj;;) A
M;.

Invariant 8 (Typing) The oracle definition (g satisfies Invariant |8|if and only if there exists
a type environment £ for Q)¢ such that £ - Q.

On the implementation side, we only have to check that input processes following the subset
for the initial game (see Figure are well-typed, so we do not need to deal with oracle calls and
newOracle. In practice, the type of oracles in the type environment is determined by maintaining
a list of oracles when going through the process, storing for each oracle its name, the type of
indices, the type of arguments, and the potential type of the returns. For distinct branches of
execution, we merge the oracle lists allowing duplicated names but ensuring that the same oracle
name always corresponds to the same number of indices, the same type of arguments, and that
the return type either corresponds to none or the same. For parallel execution branches and
for oracles defined syntactically one under the other, we forbid oracles with the same names, to
guarantee Invariant m

The type of variables in the type environment is determined by inspecting all variables def-
initions in a preliminary pass before the actual typing. Variables with several incompatible
definitions (different indices, different types, or variables defined in the same branch of a test,
which would contradict Invariant |1)) are automatically renamed to distinct variable names. Such
variables cannot be used queries and nor in defined conditions of find. For simplicity, variables
defined without giving them an explicit type also cannot be used in queries and nor in defined
conditions of find, even if their type is later inferred by the typing algorithm, and are also renamed
to distinct variable names.

Looking forward, an adversary against a protocol will be made of two components:

e an attacker A4 that can be instantiated by any black-box interactive and stateful function;

e an adversary context C, inside our game syntax, that allows the adversary to, e.g., raise
events.

We require the adversary context to be well-typed. This requirement does not restrict its com-
puting power, because it can always define type-cast functions f : T — T’ to bypass the type
system. Similarly, the type system does not restrict the class of protocols that we consider, since
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the protocol may contain type-cast functions. The type system just makes explicit which set of
values may appear at each point of the protocol.

The attacker calls to oracles will also be well-typed by the semantics, which once again does
not restrict its computing power.

2.4 Formal Semantics
2.4.1 Definition of the Semantics

The formal semantics of our programming language is presented in Figures[5} [6] [8} 0] L0} and [T}

In this semantics, each term M or process P or () is labeled by a program point p, replacing
M with »M and similarly for P and . We still use the notations M, P, @ for terms and
processes tagged with program points. The program points are used in order to track from
where each term or process comes from in the initial oracle definition. These program points are
simply constant tags, and the initial oracle definition is tagged with a distinct program point at
each subterm and subprocess.

The semantics depends on an attacker that may interact with the oracles. We consider
attackers A from a recursively defined attacker space BB, that are probabilistic functions of type
A : Bitstring — Distr(BB x Bitstring). To each input, the attacker A gives out a distribution
yielding the corresponding output and next attacker step with some probability. It models an
interactive black-box attacker, where given an input, it gives back with some probability both an
output and the next attacker step. Here, Bitstring = {0,1}* is the set of concrete bitstrings, and
we implicitly rely on the efficient bijections from types and oracle names to concrete bitstrings
so that the attacker can interact with the oracles.

A semantic configuration is a sextuple E,St, Q, Or, T, ufv, where

e F is an environment mapping array cells to values.

e Stis an execution stack of the form (oo, Py) i ... it (O, Pm) 1 A where P; are oracle bodies
and o; are the associated mapping sequences which give values of replication indices. The
oracle body P, is the one currently being executed, and the oracle bodies P;, ..., P,
correspond to oracle calls that have not returned yet. The stack always contains at least
one pair (o;, P;) and always contains as a last element an attacker A.

The mapping sequence o = [i1 — a1,...,%n > 0] IS a sequence of mappings i; — a;,

which can also be interpreted as a function: o(i;) = a; for all j < m, and (%) is defined by
the natural extension to sequences. However, using a sequence allows us to define Dom(o) =

[i1,...,%m] to be the sequence of current replication indices and Im(o) = [a1, ..., an] to be
the sequence of their values. When o = [i1 — a1,...,%m > Gm), Olimt1 — Gmt1s .-, 0 —
al] = [il — al,...,il — al].

e Q is the multiset of oracle declarations running in parallel with P, with their associated
mapping sequences giving values of replication indices. It is the set of callable oracles.

o Or = (Orpub, Orpriv) represents the oracles already created. Orpyp, is the set of public
oracles, which can be called by the adversary; Orpyiy is the set of private oracles.

e T defines the contents of tables. It is a list of Tbl(aq,...,a,) indicating that table Tbl
contains the element (a1,...,amn).

e 1&v is a sequence representing the events executed so far. Each element of the sequence is
of the form (u,a) : e(ay,...,an), meaning that the event e(ay, ..., a,) has been executed
at program point p with replication indices evaluating to a.
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We define Ev = removepp(u&v) = le(ar,...,am) | (1, a) : e(al,...,am) € u€v] to be the
sequence of events pu&v without their associated program points and replication indices.

In addition to the grammar given in Figure[I] the terms M of the semantics can be values a and
abort event values event_abort (u,a) : e, and the oracle bodies P can be abort, corresponding to
the situation in which the game has been aborted. These additional terms and oracle bodies are
not tagged with program points. (They do not occur in the initial oracle definition.)

The semantics is defined by reduction rules of the form E,St, Q,Or, T, uév X5, E',St', O,
Or', T, p&v’ meaning that E,St, Q, Or, T, uév reduces to B/, St', ', Or', T', n&v’ with proba-
bility p. The index ¢t just serves in distinguishing reductions that yield the same configuration
with the same probability in different ways, so that the probability of a certain reduction can be
computed correctly:

Pr[E,St,Q,0r, T, uév — E',.St', Q' ,0r' | T', u&v'] = > p
E,8t,0,0r,T,uév3,E' St/,Q",0r' T ,u&v’
The probability of a trace Tr = Fy,Sty, Q1,O0ry, T1, uévq p—1>t1 pm—flnmfl FEry Sty Qm,
Orimy Tons €0 18 Pr[Tr] = p1 X ... X pr—1. We define the semantics only for patterns x[i] : T,
the other patterns can be encoded as outlined in Section [2.1
In Figures [5| and [6] we define an auxiliary relation for evaluating terms: E,o, M, T, uév 5,
E',o,M' T', u&v' means that the term M reduces to M’ in environment E with the replication
indices defined by o, the table contents 7, and the sequence of events uv, with probability p.

Rule (Replindex]) evaluates replication indices using the function o. Rule (Var)) looks for the
value of the variable in the environment E. Rule (Fun|) evaluates the function call. Rule (NewT))

chooses a random a € T according to distribution Dy, and stores it in z[o(Z)] by extending the
environment E accordingly. Similarly, Rule (LetT]) extends the environment E with the value of
z]o(i)]. Rule ([FT1) evaluates the then branch of if when the condition is true, and Rule ([FT2)
evaluates the else branch otherwise.

Rules (FIndTE) to (FindT3)) define the semantics of find. First, they all evaluate the con-
ditions for all branches j and all values of the indices ij1,...,%m,,. If one of these evalua-
tions executes an event (which can happen in case the condition contains an event_abort e or a
find[unique,]), the whole find executes the same event; in case the evaluations of the conditions ex-
ecute several different events, one of them is chosen randomly, according to distribution Dfing(.S),
that is, almost uniformly over the choices of branches and indices (Rule (FindTEf)). Otherwise,
the branch and indices for which the condition is true are collected in a set S. If S is empty, the
else branch of the find is executed (Rule (FindT2))). When S is not empty, two cases can happen.
Either the find is not marked [unique,], and we choose an element vy = (j',a},...,al, ) of S

) mgs

randomly according to the distribution Dgng(S), store the corresponding indices af, .. ., a’mj, in
uj/l[a(g)}, s Ugrm [o(i)] by extending the environment accordingly, and we continue with the
selected branch NJ. If the find is marked [unique,] and S has a single element, we do the same. If
the find is marked [unique,] and S has several elements, we execute the event e (Rule (FindT3))).
We recall that Dging(S)(vo) denotes the probability of choosing vy in the distribution Dfing(.S).
The terms in conditions of find may define variables, included in the environment E”; we ignore
these additional variables and compute the final environment from the initial environment E,
because these variables have no array accesses by Invariant 3| so the values of these variables are
not used after the evaluation of the condition. The conditions of find, D A M, are evaluated using

Rules (DefinedNo)) and (DefinedYes). If an element of the defined condition D is not defined,
then the condition is false (Rule (DefinedNo])); when all elements of the defined condition are
defined, we evaluate M (Rule (DefinedYes])). Since terms in conditions of find do not contain
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E,o,"i, T, u€v L E 0,0(i),T,név (ReplIndex)
..., am] € Dom(E
xlaq al ] om(E) (Var)
E,o,tzlay,. .. an), T,pév = E, o, E(x[a,...,amn)), T, plv
f:Tlx...me—>T ngm,aj?Tj f(al,...,am)za (Fun)
E.o. flat,...,am), T, uév = E 0,a,T, ucv
€T FE =Exlo@)]—
. Elair@) o o)
E,o,#xi] & T;N, T, uév T—>N(a) E' o,N, T, u&v
€T FE' =Ello@)]—
0 oo (0] - et
E,o,tlet z[i) : T =ain N,T,uév = E',o,N, T, pév
E, 0, "if true then N else N', T, ufv = E, o, N, T, u&v (IfT1)
t
a # true : (IT2)
E,o,#if a then N else N',T,uév — E, o, N', T, u&v
(v )1<k<i is the sequence of (j,a1,...,am;) for ay € [I,n1],...,am; € [1,njm,]
ordered in increasing lexicographic order
Vk € [LI], E,oliji = a1,... 05m; = m,], Dj N M;, T, uév p—k>tk Ey,on,mk, T, név
where vy = (j,a1,...,an,) and 7 is a value or event_abort (1, a) : e
S ={k| 3, a,e),r, =eventabort (¢, a) : e} koe S
E, o, *find[unique?] (D], ujifi) = ijn < nj, .. s Ujm, [i] = ijm; < Mjm, suchthat
D; A M; then N;) else N, T, u& P1---P1 Diind (S) (ko) E T €
7 J J y |y UCU —>t1...tlFE(k0) kosOkos Tkos | 5 HCU
(Find TE)
(vk)1<k<i is the sequence of (j,a1,...,am;) for ay € [I,nj1],...,am; € [1,njm,]
ordered in increasing lexicographic order
Vk € (LI, E,oliji = ai, ... ijm; & am,], D; AM;, T, uéo 25, E" o' vy, T, uév
where vy, = (j,a1,...,am,) and 7 is a value
S = {vg | 1, = true} |S] =1 or [unique?] is empty
Vo = (j/a alla cey a’;nj/) €S B = E[uj’l[o—(i)] — a’/la v 7uj/mj/ [0—(2)] = a;nj/]
E, o, *find[unique?] (EB;n:l ujlm =50 < Nj1, .., Ujm, [i] = ijm; < Mjm, suchthat
D; N M; then N;) else N, T, uév Mtlmnm(uo) E',0,N;, T, uév
(FindT1)
First four lines as in (FindT1) S = {vy | r, = true} =0 (FindT2)
— — in
E, o, *find[unique?] (EB;”':I ujr[i] = i1 <njiy e Wi, (1] = Gjm; < N, suchthat
Dj A Mj then N;) else N, T, uév 225, po B0, N, T, uév
First four lines as in (FindT1) S =A{vg | ri, = true} |S] > 1
E, o, *ind[unique,] (D}., ujifi] =i < nji,. .. s Ujm, [i] = ijm; < Njm, suchthat
Dj AN M; then N;) else N, T, uév Mtl_.tlpg E,o,event_abort (u,Im(o)) : e, T, uév
(FindT3)

Figure 5: Semantics (1): terms, first part
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E, o, "insert Thl(ay,...,a;); N, T, puév L E,o,N,(T, Tbl(ay,...,a)), név (InsertT)
[vi,...,om] =[x €T |3as,...,Ja;,x = Thl(ay,...,a;)]

Vk € [1,m], E[z1[c ()] — a1, .. .,ml[a(z)] — a],o, M, T, uév p—’“)jk Ey, 01,1k, T, név
where vy, = Tbl(aq,...,a;) and 7 is a value or event_abort (u/, @) : e
S={kell,m]| 3, a,e),r, =event_abort (1/,a): e} ko€ S
E, o, "get[unique?] Tbl(xl[z~'] 2Ty, ... ,xl[ﬂ : T;) suchthat M in N else N', T, u&v
P1--Pm Deget(S) (ko)
Y

(GetTE)

tretm GE (ko) Ehos ks Thoy T 5 1€V

[Vi,...,om] =[x €T |3a1,...,3a,x = Thl(ay,...,a;)]

Vk € [1,m], Ele1[0())] = ar,..., a0 ()] — ail, 0, M, T, uéo 25, E",0,r4, T, po
where v = Tbl(aq,...,a;) and 7 is a value
S ={ke[l,m]]|ry = true}
|S| =1 or [unique?] is empty

ko €S Tol(ay,...,a;) = vg, E' = E[z1[c(d)] = a1, ..., x[0(i)] = a] (GetT1)
— — e
E, o, get[unique?) Tbl(z1]i] : T, ..., x[d] : T}) suchthat M in N else N', T, u&v

p1~~p7anet(S)(k0)
ey

t1...tm G1l(ko) E/7 g, N7 T7 ME/U
First four lines as in (GetT1) S=10

E, o, get[unique?) Tbl(xl[ZN'] 2Ty, ... ,a:ﬁ] : T;) suchthat M in N else N', T, uév

P1---Pm /
—t1..4tm G2 Ea g, N 7Ta ,U,SU

First follr lines as in~1 GetT1 IS >1 (GetT3)

E, o, get[unique,] Thl(x1[i] : T1,...,x;[¢] : T;) suchthat M in N else N', T, u&v
PPy, o+ s E o eventabort (p,Im(0)) : e, T, uév

(GetT?2)

E,o,"event e(ay,...,a;); N, T, pév L E,o,N, T, (pév, (u,Im(0)) : e(ar,...,a;)) (EventT)
E,o0,"event_abort e, T, uév EN E,o0,event_abort (u,Im(0)) : e, T, uév (EventAbortT)

E,o,N,T,uév %, E' o/, N',T", u&’
E,o,C|N], T, név L E', o' ,C[N], T, u&'’

(CtxT)

E,o,Clevent_abort (u,a) : e, T, uév L E, 0, event_abort (n,a) = e, T, puév (CtxEventT)

vy < l,ﬂa]‘,E7J, Mj,T,MgU i;k E,o, ajvTv/J'gv
E, o, defined(M,, ..., M) A M, T, u€v < E, o, false, T, u€v

(DefinedNo)

Vi <l,3a;,E,0,M;, T, pcv L E,o,a;, T, pév
E, o, defined(My, ..., M;) AN M, T, uév L E,o, M, T, nuév

(Defined Yes)

Figure 6: Semantics (2): terms, second part, and defined conditions
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C =="zlay,...,ak-1,[], Mgt1, ..., My
'uf(alr" 7ak—17[]aMk:+1a"-aMm)
Mlet zfi) : T =[] in N

Hif [] then N else N’
Fevent e(ay,...,ak—1,[], Mg+1,...,M); N
Finsert Tbl(ay,...,ak—1,[], Mk+1,-..,M;); N

Figure 7: Term contexts

insert nor event (Invariant , the table contents and the sequence of events are left unchanged
by the evaluation of the condition of find.

Rule inserts the new table element in 7. Rules (GetTE) to (GetT3|) define the
semantics of get. We denote by [x € L | f(z)] the list of all elements z of the list L that satisfy
f(z), in the same order as in L. We denote by |L| the length of list L. We denote by nth(L, j)
the j-th element of the list L. Rule executes event_abort e when the evaluation of the
condition M executes event_abort e for some element of the table Tbl; when several events may
be executed, one of them is chosen randomly according to distribution Dget(S), that is, almost
uniformly in the elements of the table Thl. Rules (GetT1)), (GetT2]), and compute the
set S of elements of indices of elements of table Thl in 7 that satisfy condition M. If S is
empty, we execute N’ (Rule (GetT2))). When S is not empty, two cases can happen. If the get
is not marked [unique,.] or S has a single element, then one of its elements is chosen randomly

according to distribution Dyge(.S), we store this element in 1[0 (3)], ..., 2z;[o(¢)] by extending the
environment E, and continue by executing N' (Rule (GetT1))). If the get is marked [unique,] and
S contains several elements, then we execute event e and abort (Rule ) Since terms
in conditions of get do not contain insert nor event (Invariant , the table contents and the
sequence of events are left unchanged by the evaluation of M. The modified environment E”
obtained after evaluating a condition M can be ignored because there are no array accesses to
the variables defined in conditions of get, by Invariant [3] so the values of these variables are not
used after the evaluation of the condition.

Remark 1 Another way of defining the semantics of tables would be to consider two distinct
calculi, one with tables (used for the initial game), and one without tables (used for the other
games). The semantics of the calculus without tables can be defined without the component 7.
We then need to relate the two semantics.

Rule (EventT) adds the executed event to u€v. Rule (EventAbortT]) executes event_abort e.

The event e is not immediately added to u&v, because for terms that occur in conditions of find,
in case several branches execute event_abort, we may need to choose randomly which event will
be added to u&v. Hence, we use the result event_abort (u,a) : e instead.

Rules and allow evaluating terms under a context. In these rules, C' is
an elementary context, of one of the forms defined in Figure []] When the term N reduces to
some other term N’ Rule allows one to reduce it in the same way under a context C.
When the term N is an event, C[N] also executes the same event by Rule (CtxEventT]).

These rules define a small-step semantics for terms. We consider the reflexive and transitive

closure i: of the relation %, to reach directly the normal form of the term, which can be either a
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{(0,0)} & Q,0r ~ Q,0r (Nil)

{(Ua #(Ql ‘ Q2))} O] Q7 OT ~ {(07 Ql)? (Ua QQ)} W Q7 O’/‘ (Pa‘r)
{(o,#foreach i <n do Q)} W Q,O0r ~ {(c]i = a],Q) | a € [1,n]} W O, Or (Repl)
Or = (Orpub, Orpriv) O’ ¢ Orpup U Orpyiy (NewOracle)

{(o,#newOracle O;Q)} W Q, Or ~» {(0,Q{0'/O})} W Q, (Orpun, Orpriv U{O'})

{(a,#O[i](z[i] : T) := P)} W Q,Or ~ {(0,*O[o()](z[i] : T) := P)} W Q,Or (DefOracle)
reduce(Q, Or) is the normal form of Q, Or by ~

Figure 8: Semantics (3): oracle definitions

value a or an abort event value event_abort (i, a) : e. We have E, o, M, T, u&v L E oM, T, uév
;¥
and, if E, 0, M, T, uév 25, E' o/, M', T, u&v’ and E', o', M', T, n&v’ p—>t/ E" o" M",T", n&”,

then E, o, M, T, uév %t,t’ E" o" M", T" n&v”: we take the product of the probabilities to
have the probability of a sequence of reductions, and we specify which sequence was taken by a
list of indices t,t'.

Figure [§] defines the semantics of oracle definitions. We use an auxiliary reduction relation
~», for reducing oracle definitions. This relation transforms configurations of the form Q, Or.
Rule removes nil definitions. Rules (Par|) and expand parallel compositions and
replications, respectively. Rule creates a new oracle and adds it to Orp,i,. Semantic
configurations are considered equivalent modulo renaming of oracles in Ory,4y, so that a single
semantic configuration is obtained after applying . Rule evaluates the
replication indices in an oracle declaration. The oracle itself is not executed: the call is done
by the (OracleCall) rule. The relation ~» is convergent (confluent and terminating), so it has
normal forms. Oracle definitions in Q in configurations E, St, Q, Or, T, ufv are always in normal
form by ~~, so they always start with an oracle declaration.

Finally, Figures 9] and define the semantics of oracles bodies. Most of these rules
are very similar to those for terms: they just use oracles instead of terms as continuations, and
include a whole semantic configuration. Rule (EventAbort|) executes event e and aborts the
game, by reducing to the configuration with oracle body abort. Similarly to the case of terms,
Rules (Ctx)) and (CtxEvent| allow evaluating terms under a context inside an oracle body. In
these rules, C' is an elementary context, of one of the forms defined in Figure

Rule performs an oracle call: it selects an available oracle, and immediately
executes it. (The oracle call blocks if no suitable oracle is available.) The head of the execution
stack after this rule is the body of the called oracle. In this rule, S is a multiset. When we take
probabilities over multisets, we consider that Dy (S)(o”, Qo) is the probability of choosing one
of the elements equal to ¢/, Qg in S according to the distribution Dey(S), so that the probability
of choosing any element equal to (0/,Qg) is in fact S(o/, Qo) X Dean(S) (o, Qo).

The rule corresponds to an oracle body finishing its execution and returning the
result to the caller, which is the next oracle Py in the execution stack. The oracle definitions
that follow the return are added to the set of available oracles, after reducing them by rules of
Figure|8] The in branch of the caller is then executed. The rule corresponds to an oracle
body finishing its execution by yield. The else branch of the caller is then executed.

Rule (Att1O)) corresponds to the attacker receiving a return and then triggering a new oracle
call. The probability is over all possible attacker choices, as well as the corresponding oracles.
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Same assumption as in (FindTE) ri, = event_abort (u',a) : e

. I (FindE)
E, (o, *find[unique?] (D, ujili] =ij1 < nj1,... Wim,[i] = ijm; < njm,; suchthat

D; AN M; then P;j) else P) :: St, Q, Or, T, uév
-+-P1g Diind (S) (ko) -
b tig PE(ko) Bo (0kg,abort) 12 S, Q, O, T, (uév, (1, @) + €)

First four lines as in (FindT1] S = {vg | r, = true} |S| =1 or [unique?)] is empty
vo = (§',al,..., a;nj/) €S E' = Elujn[o(i)] — df,... s Ujrm,s [0(7)] — a;nj/]

E, (o,"find[unique?] (D)1, wjnlil = i1 < njr, ..oy Wjm, [i] = ijm, < Mjm, suchthat
D; AN M; then Pj) else P) :: S§t, Q,Or, T, uév

1eee Din (S)(’U )
%tlmtzf*‘l(vo) £, (07 Pj') 1w St Q,0n, T, pév

(Find1)
First four lines as in (FindT1)) S = {vy | rp, = true} =0
E, (o, *find[unique?] (@], ujifi] =i < nja,. .. s Ujm, [i] = ijm; < Mjm, suchthat
D; A M then P;) else P) :: §t, Q,0r, T, uév 225, 4 po E, (0, P) :: St,Q,0r, T, uév
(Find2)
First four lines as in (FindT1) S ={uvy | r, = true} |S] > 1
E, (a,"find[uniquee] (@;nzl ujlm = ijl S UZITERE ,Ujmj [Z~] = ijmj S njmj suchthat Dj A
M; then Pj) else P) :: S§t, Q,0r, T, uév
B urs B, (o abort) i St, Q,0r, T, (u€v, (11, Im(a)) : e)
(Find3)
E, (o,"insert Tbl(aq,...,a;); P) :: St,Q,O0r, T, uév
(Insert)

RN E,(0,P):: St,Q,0r, (T, Thl(ay,...,a;)), pv
Same assumption as in (GetTE) T, = event_abort (u/,a) : e

E, (0, "get[unique?] Tbi(zy[i] : T1,...,x[i] : T}) suchthat M in P else P') :: St, Q,Or, T, u&v

«..Pm Dget (S) (k ~
Ep—()(i)_>t1...tmGE(kO) Eko; (0k07 abort) o Stv Qa OT? Ta (,U,g’l), (:u‘la a) : 6)

(GetE)
First four lines as in (GetT1) |S] =1 or [unique?] is empty

ko€ S Tbl(a1,~ 7(J,l) = Vk, _ E = E[:Cl[a'(lv)] = ay, ... ,.’L’l[O’(’iv)] — CL[}

E, (o, "getlunique?] Tbl(z1[d] : T1,...,2;i) : T;) suchthat M in P else P’) :: St, Q, Or, T, uév

-Pm Deet (S) (K
M}tl...tmGl(ko) E'(0,P):: 81, Q,0r, T, uév

(Getl)
First four lines as in (GetT1 S =10

E, (0, *get[unique?] Tbl(x1[i] : T1, ..., x[i] : T}) suchthat M in P else P') :: St, Q, Or, T, uv
Bl v ce B, (0,P') : St,Q,0r, T, uév

(Get2)
First four lines as in (GetT1) |S] > 1

E, (0, *get[unique,] Tbi(x1[i] : Tn,...,x;[i] : T)) suchthat M in P else P') :: St, Q,Or, T, u&u
Bl tmcs B, (0,abort) 2 St,Q,0r, T, (uév, (1, Im(0)) : €)

(Get3)

Figure 9: Semantics (4): oracle bodies, first part
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acT E' = E[z[c(i)] — d]

— (New)
B, (o,12fi) & T, P) 1 St, 0,00, T, pév 22y o) BV, (0, P) :: S, Q, Or, T, v
’_ 2
aeT E' = E[z[o(i)] — d] (Let)

E, (o,*let xm :T=ainP):: St Q,0r,T,uév L E' (0,P):: St,Q,0r, T, ulv

E, (o, "if true then P else P') :: St, Q,Or, T, uév L E,(0,P):: St,Q,0r, T, uév (If1)
a # true
E, (0,"if a then P else P') :: §t,Q,0r, T, uév = E, (o, P') :: St, Q, Or, T, uv

(If2)

E, (o,*event e(ar,...,a;); P) :: §t, Q,0r, T, u&v N

E,(0,P):: St,Q,0n, T, (uév, (u,Im(0)) : e(ay, ..., a;)) (Event)

E, (0,"event_abort €) :: St, Q, Or, T, uév RN E, (o,abort) :: St, Q,Or, T, (u&v, (u, Im(0)) : €)
(EventAbort)

E,o,N,T,uév %, E' o/, N',T", u&’
E,(0,C[N]) =: §t,Q,0r, T, uv &, E/, (¢/,C[N"]) :: St, Q, Or, T, u&v’

(Ctx)

E, (0,Clevent_abort (u,a) : €]) :: St, Q,Or, T, uév EN
E, (o,abort) :: §t, Q,O0r, T, (u€v, (1, a) : €)

Py =letzfi] : T = Olaq, ..., a;, Tw1[i] < niga, ..., Tugfi] < ngl(d) in Py else Py
S={(c",Q)e Q| Q=" 0Olay,...,a1,c141,...,cx)(@'[!]: T") ;== P and be T’
for some p"’, o', &', T', P’ c141 € [1,ni41], ..., ¢k € [1,m5]}

(0/,Qo) €S Qo="Olay,...,a)(@'[): T") :== P’

P} =let a:[z~] : T =0|ay,...,a;](b) in Py else Py

E, (0,rP) ::~St, Q,0r, T, Méz] 57 Qo) Dean(5) (o ’NQO) 0(o",Qo)

El[z' [0’ ()] = b,ui11[0(0)] = crp1, - .., ug[o(2)] — cxl,
(o', P") i (0,1 P)) = St, QW \{(0’,Qo)}, Or, T, uév

deT Q', Or' = reduce({(0,Q)}, Or)

Py =let z[i] : T = Olaq, . ..,ax](b) in Py else Py
E, (o, # return (d); Q) = (0!, HPy) :: S§t,Q,0r, T, u&v EN

E[m[a’(;)] —d), (o', Py) = St, QW Q' Or', T, uév

Py =let z[i] : T = Olaq, - .., a,](b) in Py else Py
E, (o, “,yield) = (0! M PRy) = St Q,0r, T, uév LN E, (o', Ps) :: St,Q,0r, T, uév

(CtxEvent)

(OracleCall)

(Return)

(Yield)

Figure 10: Semantics (5): oracle bodies, second part
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Q', Or" =reduce({(c,Q)}, Or)
S={(,Q) e QwQ | Q=" 0lay,...,a)(x'[i] : T") := P and b T"
for some ,u’ﬂo’,x',z T, P'}
(0',Q0) €S Qo="Olay,... a;)(x[i] : T):= P’

A(d):Dj Ao,moﬁDj mOZ(O,al,...,ak,b)

Or' = (Org)ub7 Oré)riv) 0 ¢ OT;)riv
S(o’, Dei(S)(o’, D% (Ag,m
E, (o, return (d); Q) == A, Q,Or, T, uév (0",Q0) X Dean(S)(0”,Q0) X D% (Ao, mo) (o Qo Aoroar )

Elz[o’ (D) = b, (o', P') : A, QW Q' W\{(0", Qo) }, Or', T, uév
(A1)

S={(c".Q)€Q|Q=""0lay,...,a)(2'[i]] : T") := P’ and b € T" for some p",o’,2',1,T", P'}
(0'.Qo) €S  Qo="O[a,...,a5)(zfi] : T):= P’
A():Dg\ AOamoﬁDg mOZ(O,al,...,ak’b)
Or = (OTpub7 Orpriv) @) ¢ Orpriv
o’ cal U', 0 ,m
E, (0, "yield) :: A, Q, Or, T, uo 2 QP& @o)<Dadomo),

Elz[o’(2)] — b], (o', P) :: A, QW\{(0’, Qo) }, Or, T, uév

(AttYield)

Figure 11: Semantics (6): oracle bodies, third part, attackers interactions

We later show in Section that there is in fact always at most one such possible oracle, and
that the probability only depends on attacker choices. Rule handles the case of a
yield returned to the attacker, where we then call the attacker with an empty input. This call is
disjoint from any other call to the attacker that could be performed through rule : it is
assumed that the efficient bijection from types to concrete bitstrings does not return the empty
string.

After finishing execution of an oracle definition, the system produces as a result the sequence
of executed events p&v. Looking forward, recall that an adversary will always be made of an
attacker A and an adversary context, this context thus allowing the adversary to raise arbitrary
values in the sequence of events.

These events can be used to distinguish games, so we introduce an additional algorithm,
a distinguisher D that takes as input a sequence of events v (without program points and
replication indices) and returns true or false.

An example of distinguisher is D, defined by D.(Ev) = true if and only if e € &v: this
distinguisher detects the execution of event e. We will denote the distinguisher D, simply by e.
More generally, distinguishers can detect various properties of the sequence of events v executed
by the game and of its result a. We denote by DV D', D A D', and —D the distinguishers such
that (D Vv D’)(&v) = D(&v) v D' (&), (D A D')(&v) = D(Ev) A D' (&v), and (—D)(&v) = ~D(&v).
We denote by Pr[@ : D] the probability that @) executes a sequence of events v such that
D(&v) = true. This is formally defined as follows.

Definition 4 The initial configuration for running oracle definition @) against attacker A is
initConfig(Q, A) = 0, (o¢, return (start)) :: A, Q, Or,d, ) where Q, Or = reduce({(o9, Q)}, (fo(Q),
0)) and og is the empty mapping sequence. A trace of @ for attacler A is a trace that starts
from initConfig(Q, A): Tr = initConfig(Q, A) X, ... 2=, _ Conf,,. Let Tr™*? be the set
of all traces of @ for an attacker A € BB.
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Cu="Hletzli]: T=][]inP
if [] then P else P’
Freturn ([]); Q

Mlet x[i] : T = Olay, .- ., ak—1,[], Mgt1, -, My, Tug[i] < ng, ..., 2umfi] <ng](N) in P
else P’

Met zfi] : T = Olay, ..., a1, 7ur[i] < na,..., 2um[i] < nm)([]) in P else P’

Finsert Tbl(ay,...,ax—1,[], Mk+1,...,M;); P

Fevent e(ay,...,ak—-1,[], Mk+1,..., M;); P

Figure 12: Oracle contexts

Let ’Trﬁl’l? be the set of full traces of @, that is, the set of traces of Tr? whose last
configuration Conf,, cannot be reduced.

A trace Tr' is an extension of Tr when Tr’ is obtained by continuing execution from the last
configuration of Tr. Equivalently, Tr is a prefiz of Tr'.

Let ¢ be a property of traces, that is, a function from traces to {true, false}. We say that Tr
satisfies ¢, and we write Tr F ¢, when ¢(Tr) = true.

A property ¢ is preserved by extension when for all traces Tr such that Tr F ¢, for all
extensions Tr' of Tr, Tr' - .

Given a trace Tr = initConfig(Q, A) X5, ... 225
veo X Pm—_1. We define

Conf ,,, recall that Pr[Tr] = p; X

tm—1

PrA[Q : 90] = Z PI‘[TT] ’
T’(‘GT’!‘;‘L‘\’HQ,TN—L,D
Pri[Q < ¢] = Z Pr[Tr]
TTETT;‘;]‘HQ,H Tr’ prefix of Tr,Tr'k¢

= Z Pr[Tr].

TreTrAQ, Trip,for any strict prefix Tr’ of Tr, Tr't/¢p

Given a distinguisher D, we can consider it as a property of traces by defining 7r + D if and
only if D(removepp(u€v,,)) = true where the last configuration of Tr is Conf,, = E.,, Sty,, Qm,
Orp, Trny #€0m. The function removepp guarantees that the pair (program point, replication
indices) is not used in the evaluation of the distinguisher. Actually, this pair could be removed
from the semantics. It is useful for the proof of injective correspondences (Section .

Lemma 1 1. Pri[Q: ¢] < Pri[Q < ¢].

2. If ¢ is preserved by extension, then Pr @Q:¢] = prt @ =]

Proof The first property holds because, when Tr I ¢, there exists a prefix Tr’ of Tr (take
Tr' = Tr) such that Tr' - ¢.

The second property holds because, if ¢ is preserved by extension and there exists a prefix
Tr' of Tr such that Tr' F ¢, then Tr I . O
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For simple terms M, the evaluation can be defined without tables and events. We define

E,p,M | aif and only if E, p, M, 0, () N E,p,a,0,0, where the environment E gives the values
of process variables (in particular arrays), and the environment p gives the values of replication
indices and other variables (e.g., those used in correspondences, see Section. The evaluation
relation E, p, M || a can also be defined by induction as follows:

E,p,i{ p(i)
Vj<m,E, p,M;l| a;
E p,x[M,...,Mp,] | E(zlay,...,an))
Vji<m, E, p, M; | a,
E p, f(My,...,Mp)d far,...,am)

For terms that do not contain process variables, the environment E can be omitted, and we write
p, M |} a. It can also be defined by induction as follows:

pyil) p(i)
ngmap7Mj‘Uaj
p7f(M17"'7Mm)‘U’f(ala"'vam)

2.4.2 Properties

Given an oracle definition @, we write I, for the current replication indices at p in Q9. For
Freturn (start) in the initial configuration, we let I, = () be the empty sequence.

Lemma 2 Let Tr be a trace of Qq for any A € BB. In the derivation of Tr, for all configurations
E,o0,"M, T, pév, Dom(o) = I,,; for all configurations E,St, Q,Or, T, uév, for all (o,"P) € St,
Dom(o) = I,; and for all configurations Q,Or or E,St,Q,0r,T,uév, for all (0,*Q) € Q,
Dom(o) =1,,.
Proof sketch We say that

e a configuration E,0,*M, T, pév is ok when Dom(o) = I,,;

e a configuration Q, Or is ok when for all (¢,#Q) € Q, Dom(o) = I,;

e a configuration F,St, Q,Or, T, uév is ok when for all (o,#P) € St, Dom(c) = I,, and for
all (0,#Q) € Q, Dom(o) = I,,.

We show by induction on the derivations that

1. if E1,01, M1, 7T1, név1 is ok, then all configurations E, o, M, T, ufv in the derivation of Fy,
o1, My, Th, u€vy S Ba, 0, Ma, To, n€vs are ok;

2. if Q1,Or; is ok and Q1,Or; ~» Qa, Org, then Qs, Ory is ok;

3. if Q1,O0r is ok, then reduce(Q;, Ory) is ok and all configurations Q, Or and in the deriva-
tion of Qp,Ory ~* reduce(Q1, Ory) are ok;

4. if By, St1, Q1,0r1, T1, n€vy is ok, then all configurations F, o, M, T, uév or Q, Or or E, St,
Q,0r, T, uév in the derivation of Fy,Sty, Q1,0ry, T1, uévy ﬂn FE5, Sta, Qo, Org, T, nus
are ok.
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Indeed, the changes in ¢ match the definition of replication indices.

For Property [I] in rules for find, the indices of the find condition are added to the domain of
o when evaluating the condition and in all other cases, ¢ is unchanged.

In the proof of Property 2| in , the replication index ¢ is added to ¢ and in all other
cases, o is unchanged.

Property [3] follows immediately from Property [2] by induction.

For Property [4] in rules for find, the indices of the find condition are added to the domain of
o when evaluating the condition, as in Property (1} in , we use Property 3} In all other
cases, o is unchanged and remains associated with the same program point or a program point
with the same replication indices. We use Property [l] when evaluating terms, in conditions of
find and get and in .

Moreover, in the computation of initConfig(Qo, A), the configuration {(oq, Qq)}, (fo(Q), D) is
ok (the current replication indices at the root of Qg are empty), so by Property initConfig(Qo,
A) is ok. O

Lemma 3 If E,o,N, T, uév 2, E', o', N, T, u&v’, then E' is an extension of E, T is a prefix
of T', u&v is a prefix of u&v', o' is an extension of o, and if the term N’ is not of the form
Ci[...Crlevent_abort (p,a) : €]...] for some k € N and Cy, ..., Cy contexts defined in Figure |7,
then o' = o. For all configurations E",o",N" , T"  u&" in the derivation of E,o, N, T, uEv >,
E' o',N',T', n&', we have that E" is an extension of E and, if E"”, ", N",T", u&v" is not in
the derivation of an hypothesis of a rule for find or get, then E’ is an extension of E”; ¢/ is an
extension of o; T is a prefir of T", which is a prefix of T'; and u&v is a prefix of u&v”, which
is a prefiz of p&v'.

If Q,(Orpub, Orpriy) ~ Q' (Or] 41, Oryiy)s then Or = Orpuy, and Orpm C Orpiy-

IfE, (0, P) :: St, Q, (Orpup, Orpeiv), T, v ¢ E (0’ , P') = S', @', (Or Tty OTpriv ), T &',
then E' is an extension of E, T is a prefix of T', pv is a prefiz of u&v', Orpu, = Orpub and
Orpiv € O/

priv-

o If E,(0,P) :: St,Q,(Orpun, Orpuiy), T uév Ly E' (o', P') = St', Q' (Or Toubs OTpeiv ), T
uév' is derived by (Returnl) or (AttIO)), then T’ = T, pév’ = p&v, and for all configurations
Q", Or" in that derivation, Orpiy C Orll. C Or! . and Orpy, = Orpub Orpub

priv priv

o If E,(0,P) == 8t,Q,(Orpup, Orpeiy), T v L B, (o', P) 2 St', Q' (Orl, Ol ), T,
p&v' is derived by (Yield)), (OracleCall), or (AttYield), then T = T, uév' = p&v, Orpiy =

/
Or! and Orpu, = Orpyy,

priv’

e In all other cases, Or, = Orpup,, Or, = Orpyiy, St = St', o' is an extension of o, and
if the oracle body P’ is not abort or of the form Cy[C1]...Cylevent_abort (u,a) : €]...]] for
some Cy context defined in Figure[I3, k € N, and C1, ..., Cy contexts defined in Figure[7,
then o' = o. For all configurations E" ", N" T" u&" in the derivation of E, (o, P) ::
St, Q, (Orpup, Orpeiy), T, v Ly E', (o', P') = St', Q' (Or Tt Oy )s T', pé0’, we have
that E" is an extension of E and, if E",c"” , N",T", u&v" is not in the derivation of an
hypothesis of a rule for find or get, then E' is an extension of E"'; ¢ is an extension of o;
T is a prefiz of T", which is a prefiz of T'; and p&v is a prefiz of u&v”, which is a prefiz
of u&v'.

Proof sketch By induction on the derivation of E,o, N, T, uév 2, E',o',N', T, u&v’ and by

cases on the reductions Q, Or ~» Q',Or' and E,St,Q,Or, T, uév X, E',St', Q", O, T", u&v'.
O

Inria



Crypto Verif: a Computationally-Sound Security Protocol Verifier 37

We say that a term N is in evaluation position in a configuration E,o, M,T, uEv when
M = Cy]...Ck[N]...] for some k € N and Cy, ..., Cy contexts defined in Figure[7]

We say that a term N is in evaluation position in a configuration E, (o, P) :: St,Q,0r, T,
pév when P = Cy[Cy]...Ck[N]...]] for some Cy context defined in Figure k €N, and C,
..., C contexts defined in Figure or (o, let z[i] : T = Olay, ..., ax)(b) in P else P;) € St and
Nisaq, ..., ag, or b.

The oracle bodies P such that (o, P) € St for some ¢ are in evaluation position in config-
uration F,St, Q,Or, T, uév. The oracle definitions @ such that (o,Q) € Q for some o are in
evaluation position in configurations Q, Or and E,St, Q, Or, T, uév.

Lemma 4 Consider a trace Tr of Qg for any A € BB.

All subterms of M that occur in non-evaluation position in a configuration E,o, M, T, uév in
the derivation of Tr are subterms of Qq.

All subterms and subprocesses of oracle definitions in Q that occur in non-evaluation position
in a configuration Q,Or in the derivation of Tr are subterms, resp. subprocesses, of Qg up to
renaming of oracles. All subterms and subprocesses of St and of Q that occur in non-evaluation
position in a configuration E,St, Q, Or, T, u€v in the derivation of Tr are subterms, resp. sub-
processes, of Qo up to renaming of oracles (except for the process 0 that follows return (start) in

initConfig(Qo, A) ).
Proof We say that

e a configuration F, o, M, T, uév is ok when all subterms of M that are not in evaluation
position are subterms of Qy;

e a configuration Q,Or is ok when all subterms and subprocesses of Q that are not in
evaluation position are subterms, resp. subprocesses, of Q¢ up to renaming of oracles;

e a configuration F,St, Q,Or, T, uév is ok when all subterms and subprocesses of St and
of Q that are not in evaluation position are subterms, resp. subprocesses, of Q¢ up to
renaming of oracles.

We show by induction on the derivations that

1. if Ey,01, M1, 7T1, névq is ok, then all configurations E, o, M, T, u€v in the derivation of Fy,
o1, My, i, u€vi Sy Ba, 09, Mo, To, v are ok;

2. if Q1,0r; is ok and Qy, Ory ~ Qg, Org, then Qy, Ory is ok;

3. if Q1,Or; is ok, then reduce(Q7,Ory) is ok and all configurations Q, Or in the derivation
of Q1,0ry ~* reduce(Q;,Or) are ok;

4. if E1,Sty, Q1,O0rq, T1, p€vy is ok, then all configurations F, o, M, T, uév or Q, Or or F, St,
Q,0r, T, p€v in the derivation of Ey,St1, Q1,0r1, Th, uév1 > Es, Sto, Qo, Ora, To, 1€02
are ok.

Property In (Repllndex]), (Var)), (Funl), and (EventAbortT]), all terms are in evaluation posi-
tion, so all configurations are ok. In (NewT)), (LetT)), (IfT1)), (IfT2), (nsertT]), and (EventT)),

N (resp. N’) is not in evaluation position, so by hypothesis it is a subterm of Qy. Therefore,
the target configuration is ok. In the rules for find, the recursive calls are on D; A M; which is
not in evaluation position, so it is a subterm of @Qy. Therefore, the initial configurations of the
recursive calls are ok, and we conclude for the configurations inside the recursive calls by induc-

tion hypothesis. The target configuration is ok because in (FindTE]) and (FindT3|), the resulting
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term is in evaluation position (it has no subterm), and in (FindT1) and (FindT2)), the resulting
term is a term that is not evaluation position in the initial configuration, so it is a subterm of
Qo- In and , the terms My, ..., M; are not in evaluation position in
the initial configuration, so they are subterms of Q. Hence the initial configurations of the re-
cursive calls are ok, and we conclude for the configurations inside the recursive calls by induction
hypothesis. The target configuration is ok because in , false is in evaluation position
(it has no subterm) and in (DefinedYes)), the resulting term M is a term that is not evaluation
position in the initial configuration, so it is a subterm of @y. The case of get is similar to the
one of find. In 7 the initial configuration of the recursive call is ok because terms that are
not in evaluation position in N are also not in evaluation position in C[N], so they are subterms
of QQp. We conclude for the configurations inside the recursive call by induction hypothesis. The
target configuration is ok because terms that are not in evaluation position in C[N'] are either
not in evaluation position inside C', in which case they are subterms of )y because the initial
configuration is ok, or they are not in evaluation position in N’, in which case they are also
subterms of Q)¢ because the target configuration of the recursive call is ok. In , the
target configuration is ok because the term is in evaluation position (it has no subterm).
Property [2} The desired property is preserved for unmodified oracle definitions in Q. This is
enough to conclude for . For and , the resulting oracle definitions @1, @2, @

are not in evaluation position in the initial configuration, so they are subprocesses of Qg up to
renaming of oracles. For 7 @ is not in evaluation position in the initial configuration,
so it is a subprocess of Q¢ up to renaming of oracles, and so is Q{O’/O}. For , the
target configuration is ok because the subterms or subprocesses not in evaluation position are
subterms or subprocesses of P, which are not in evaluation position in the initial configuration,
so that are subterms or subprocesses of Qg up to renaming of oracles.

Property 3| follows immediately from Property [2] by induction.

Property 4t In (Return)), (AttYield) or (AttIOJ), @ is not in evaluation position in the initial
configuration, so it is a subprocess of Qy up to renaming of oracles. Therefore, the configuration

{(0,@)}, Or is ok. By Property [3| all configurations in the computation of @', Or’ and Q’, Or’
J

itself are ok. Moreover, in (Returnl), P; is not in evaluation position in the initial configuration,
so it is a subprocess of Qg up to renaming of oracles. We can then conclude that the target
configuration is ok. In (AttIO) or (AttYield), P’ is not in evaluation position in the initial
configuration, so it is a subprocess of Qg up to renaming of oracles. We can then conclude that
the target configuration is ok. Rule (OracleCall)) is similar with P’, P;, P, also not in evaluation
position in the initial conﬁguration% , Py is not in evaluation position in the initial
configuration. All other cases can be treated similarly to terms in Property [Il Moreover, in the
computation of initConfig(Qo, .A), the configuration {(co, Qo)}, (fo(Q),0) is ok, so by Property [3}
initConfig(Qo,.A) is ok except for the process 0 that follows return (start) in initConfig(Qo,.A).
That process disappears in the first reduction, which is by (AttIO). O

Corollary 1 Consider a trace Tr of Qg for any A € BB.

In Tr, the target oracle body of rule,, (If2), (Findl)), (Find2), (Insert)),
(Getl), (Get2), (OracleCall), (Return)), (Yield)), (AttIO)), (AttYield), (Event)) is a subprocess of
Qo up to renaming of oracles.

In Tr, the target term of rules ([NewT), (CetT), (fT1), ([fT2), (FindT1), (FindT2),
(sertT)), (GetTT)), (GetT2), ([EventT)), (DefinedYes) is a subterm Q.

Proof The target term or oracle body of these rules appears in non-evaluation position in the
initial configuration of these rules, so by Lemma [4] it is a subterm of Qy or a subprocess of Qg
up to renaming of oracles. 0
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We say that a configuration Conf is at program point p in a trace Tr of Qg when Conf
occurs in the derivation of Tr, and either Conf = E,0,*N, T, uév for some subterm #N of Qg or
Conf = E, (0,*P) :: St,Q,Or, T, uév for some subprocess »P of Qo up to renaming of oracles.

Lemma 5 Let Tr be a trace of Qo for any A € BB. Let Conf be a configuration at program
point p in Tr. If u is not inside a condition of find or get, then Conf is not in the derivation of
an hypothesis of a rule for find or get inside the derivation of Tr.

Proof The only rules that can conclude with a term find or get are (NewT)), (LetT)), (IFT1)),
([IT2), (FindT1), (FindT2)), (lnsertT)), (GetTI)), (GetT2), (EventT)), (DefinedYes) and, by Corol-
lary[1] their target term is a subterm of Q)g. The situation is similar find and get processes. So the
executed term or oracle in the initial configuration of rules for find and get is always a subterm
or subprocess of Qg up to renaming of oracles. When a configuration Conf is in the derivation of
an hypothesis of a rule for find or get, it therefore always deals with program points syntactically
in conditions of find or get in Q. (The semantic rules do not create program points.) Since
1 is not inside a condition of find or get, we conclude that Conf is not in the derivation of an
hypothesis of a rule for find or get. |

Given a trace Tr, we define a partial ordering relation <7, (reflexive, transitive, antisym-
metric) on the occurrences of configurations in the derivation of Tr: if Conf, 2, Conf, occurs
in the derivation of Tr, then Conf, <p. Conf, and for all Conf that occur in the deriva-
tion of the assumptions of Conf, 5, Conf,, Conf, =2p Conf =<p. Conf,, and similarly
for ~ instead of %,. If Tr is a trace of Qg for A, then for all Conf that occur in the
derivation of {(cg,Qo)}, (fo(Qo),0) ~* Q,Or, we have Conf =7 initConfig(Qo,.A). When
Conf, 21 Conf,, we say that Conf, occurs before Conf, in Tr, or equivalently, that Conf,
occurs after Confq in Tr.

We say that a configuration Conf = FE,o,*N,T,uév, Conf = E St,Q,Or, T, uév with
(0',"Q) € Q, or (¢/,#P) € St, or Conf = Q,Or with (¢/,"Q) € Q is inside program point p. A
configuration may be inside several program points: Conf = Q, Or is inside the program points
of the oracle definitions in Q, Conf = E,St, Q,Or, T, u€v is inside the program points of the
oracle bodies in St as well as the oracle definitions in Q.

We say that the program point p is immediately above the program points p; in a process
Qo when Qg contains one of the following constructs:

Rt My, ... Bt My,
Mf(ulMla IR “mMm)
roli] & TN

Mlet z[i] : T ="M in 2N
Hif #1 M then H2 N else #3 N’

Hfind[unique?] (@m

j=1
defined ("7t Mjy, ..., "% My, ) NP9+ M then #7152 N;) else #oN'
Finsert TI(M1 My, . .. M1 M,); " N

Feetlunique?) Tbl(xq[i] : T, ..., z;[i] : T;) suchthat ** M in "> N else #3 N’
Fevent e(" My, ..., " M;);"° N
nmQ | *2 Q")

Ujl[l] =11 < nj1,... s Ujm,; [Z] = Tjm, < Njm; suchthat
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Hforeach i < n do "' Q)
newOracle O;#'Q

HO[i|(x[i] : T) :=HoP
Freturn (M M);#2Q

Met zfi] : T = O My, ..., " My, 7us[i] < na, ..., 2 [i] < ] (“0 M) in 1 Py else #2 Py

nefi) £ Tymp

Hlet i) =** M in 2P
Hif H1 M then 2P else #2 P/

Hfind[unique?] (@m

j=1
defined("7* My, ..., "9 My, ) ANM9'+ M then #91+2 P;) else #0 P
Finsert ThI(" My, ..., " M,); 0 P

Feetlunique?) Tbl(x1[i] : Th,. ..,z [i] : T;) suchthat #* M in #2 P else #3 P’
Fevent e(M My, ..., " M;);*oP

Ujl[’t] = ijl < Nj1y ooy Ujm, [Z} = ijmj < Njm; suchthat

The relation “u is above p'” is the reflexive and transitive closure of “u is immediately above
12k
T

Lemma 6 Let Tr be a trace of Qo for any A € BB. If Conf is a configuration in Tr inside
program point u and [ is a program point in Qq, then either Conf is at the program point
at the top of Qo, or there exists a configuration Conf’ # Conf such that Conf <. Conf and
Conf' is inside program point p or inside the program point 1’ immediately above i in Q.

As a consequence, if a configuration Conf inside program point i in Qq is in Tr, then there
are configurations inside all program points above p in Qg before Conf in Tr.

Proof First property. Since Conf is a configuration in Tr, we are in one of the following
cases:

e Conf = {(09,Q0)}, (fo(Qo), D), the very first configuration of Tr. The configuration Conf
is at the program point p at the top of Q.

o Conf = initConfig(Qo, A) = 0, (50, * return (start)) :: A, Q, Or, 0, 0. Since p is not in Qo,
4 is the program point of an oracle declaration in Q. Then Conf’ = Q, Or is also inside
and Conf’ <. Conf, by definition of <.

e (Conf is the initial configuration of an assumption of a semantic rule. In rules for find,
the initial configuration of the assumption is not inside a program point (because it eval-
uates the defined condition, not a term). In rules for get, (CtxT]), and (Ctx)), the initial
configuration of the conclusion is inside the program point p/ immediately above u. In
rules (DefinedNo|) and (DefinedYes|), these rules are used to conclude assumptions of find,
and the initial configuration of the find rule is inside the program point p/ immediately
above p. In rules (Return]) and (AttIO)), Conf = {(o,Q)}, Or, and the initial configuration
of the conclusion of the rule is inside the program point i/ immediately above p.

e (Conf is the target configuration of a semantic rule. In rules (New'l)), (Let'T)), (LfT1]), (L{T2]),
(FindT1)), (FindT2)), (InsertT)), (GetT1)), (GetT2)), and (EventT]), the initial configuration

of the rule is inside the program point ’ immediately above u. In rule (CtxT)), the initial
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configuration of the rule is inside the same program point p. In rule (DefinedYes)), this
rule is used to conclude assumptions of find, and the initial configuration of the find rule
is inside the program point g’ immediately above p. In the rules for oracle definitions,
if u is the program point of an unchanged element of Q, the initial configuration of the
rule is also inside p. This is sufficient for (Nil). If p is the program point of a modified
oracle, then for rules , , and , the initial configuration of the rule
is inside the program point p/ immediately above u, and for rule , the initial
configuration of the rule is inside the same program point p. In the rules for oracle bodies
other than (AttIO)), (AttYield)), (OracleCall), and (Return)), Q is unchanged, so if y is the
program point of an oracle declaration in Q, then the initial configuration of the rule is
inside the same program point p. If p is the program point of an oracle body not at the
root of the stack, then the initial configuration of the rule is also inside the same program
point u, because that part of the stack is unchanged. In rules , , , ,
(Findd)), (Find2), (nsert), (Getl), (Get2)), (Event)), and (Yield), if 4 is the program point
of an oracle body at the root of the stack, then the initial configuration of the rule is inside
the program point p’ immediately above p. In rule , the initial configuration of the
rule is inside the same program point p.

In rules (OracleCall), (AttYield), and (AttIO), if p is the program point of an oracle
definition in Q, then the initial configuration of the rule is inside the same program point
p. In rules (OracleCall) and (AttYield)), if 4 is the program point of P’, then the initial
configuration of the rule is inside the program point p’ immediately above u, because
(0',Q0) € S C Q and p/ is the program point of Qy. Additionally, in rule (OracleCall), if p
is the program point of an oracle body in (o, F}) :: St, then the initial configuration of the
rule is inside the same program point p. In rule , we have (6/,Qp) € S C QW Q.
If (¢/, Qo) € Q and p is the program point of P’, then the initial configuration of the rule
is inside the program point p’ immediately above u, as above because p’ is the program
point of Q. If (¢/,Qop) € Q' and p is the program point of P’, then @', Or’ is inside the
program point y’ immediately above p.

In rule , if p is the program point of an oracle definition in Q, then the initial
configuration of the rule is inside the same program point u. If g is the program point of an
oracle definition in @’, then the configuration @', Or’ in the assumption of the rule is inside
the same program point u. If p is the program point of P;, then the initial configuration
of the rule is inside the program point p' immediately above p as (o/, Py) is in the stack
and p/ is the program point of Py. If p is the program point of an oracle body in St, then
the initial configuration of the rule is inside the same program point p.

Second property. Suppose that Conf is inside p and there is a program point g/ immediately
above p in Qg. Let us show that there exists Conf’ <7, Conf such that Conf’ is inside /. The
proof proceeds by well-founded induction on <. The program point g is not at the top of Qq,
so by the first property, there exists Conf’ # Conf such that Conf’ <p. Conf and Conf’ is
inside y or inside p/. If Conf’ is inside u, we conclude by applying the induction hypothesis on
Conf'. If Conf’ is inside p/, we have the result. By applying this property repeatedly, we obtain
the second property. O

Lemma 7 Let Tr be a trace of Qg for any A € BB.

1. If Conf = E,0,Cp[...C1[FM]...], T, pév is the target configuration of a semantic rule in
Tr, where u is a program point in Qq, Ci, ..., Cn, are term contexts defined in Figure 7,
and "M is not a subterm of Qq, then the reduction that yields Conf is obtained by m
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applications of (CtxT|) with contexts Cyp,, ..., C1 from a reduction with target configuration
E 0,*M, T, pév, itself proved by (CtxT].

2. If Conf = E,(0,Co[Cp]...CL[FM]...]]) == St, Q,O0r, T, uév is the target configuration of
a semantic rule in Tr, where p is a program point in Qg, Cy is an oracle context defined
in Figure[13, C1, ..., Cn, are term contexts defined in Figure[], and "M is not a subterm
of Qo, then the reduction that yields Conf is obtained by one application of with
context Cy and m applications of with contexts Cp,, ..., Cy from a reduction with
target configuration E,o,* M, T, u€v, itself proved by .

Proof Property|ll This property is proved by induction of m. The reduction that yields Conf
cannot be obtained by (NewT)), (CetT)), (IfT1)), (IFT2), (FindT1)), (FindT2)), (nsertT)), (GetT1)),
(GetT2)), (EventT]), (DefinedYes)), because in this case, by Corollary (1} C,[...C1[*M]...] would
be a subterm of (g, so *M would be a subterm of (Jy. So it is obtained by . For m =0,
this is enough to conclude. For m > 0, the rule is applied with context C,,. Indeed, since
“ M is not a value, the hole of the context cannot be after Cp,_1[...C1[*M]...] and, since *M is
not a subterm of Qy, the hole of the context cannot be before C,_1[...C1[*M]...]. (If it were
before, Cpp—1[...C1[*M]...] would not be in evaluation position in the initial configuration of
rule (CtxT)), so by Lemmald] Cy,_1[...C1[*M]...] would be a subterm of Qy.) Hence the reduc-
tion that yields Conf is obtained from a reduction that yields E, o, Cp,—1]...C1[FM]...], T, uév

by applying (CtxT|) with context C),,. We conclude by applying the induction hypothesis.
Property [2l The reduction that yields Conf cannot be obtained by NeW
(FindT)), (Find2)), (Tnsert)), (Getl), (Get2)), (Returnl), (Yield), (OracleCall), (AttYield), (AttIO
or (Event)), because in this case, by Corollary |1} the oracle body of Conf would be a subprocess
of Qy up to renaming of oracles, so * M would be a subterm of y. Therefore, Conf is the target
configuration of . Furthermore, by the same reasoning as in Property this rule is applied
with context Cy. Hence the reduction that yields Conf is obtained from a reduction that yields
E,0,Cpl...C1[FM]...], T, pév by applying with context Cy. We conclude by Property
O

Lemma 8 Let Tr be a trace of Qo for any A € BB.

1. If Conf = E,(0,#P) :: St,Q,0r, T, uév is a configuration in Tr where p is a program
point in Qq, then this configuration is derived in Tr from a configuration Conf = E',
(0, #P") =2 St',Q,Or, T, u€v’ where * P’ is a subprocess of Qo up to renaming of oracles,
by any number of times.

2. If Conf = {(0,*Q)}WQ, Or is a configuration in Tr where u is a program point in Qo, then,
possibly after swapping reductions in Tr, this configuration is derived from a configuration
Conf' = {(0,*Q")} & Q,Or where *Q' is a subprocess of Qo up to renaming of oracles,

by (DefOracle]) any number of times.

3. If Conf = E, (0,Co[Cr|...C1[FM]...]]) :: St, Q,Or, T, u€v is a configuration in Tr where
18 a program point in Qo, Cy is an oracle context defined in Figure and Cy, ..., Cp,
are term contexts defined in Figure[7, then we have

E o "M T pn&' Ly ... 25y B 0, MM, T, uév

by any number of times, where * M’ is a subterm of Qy and in Tr, these reductions
are in fact performed starting from a configuration Conf’ = E',(o,Co[Cpl...C1[FM']...]]),
Q,0r, T', u&v' under one application of rule with context Cy and m applications of
rule with contexts Cp,, ..., C1.
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4. If Conf = E,0,Ci[...C1[FM]...], T, p€v is a configuration in Tr and p is a program point
in Qo where C1, ..., C; are term contexts defined in Figure[], then we have

E o "M T pn&' 5y .. 2y E 0" M, T, uév

by (CtxT)) any number of times, where * M’ is a subterm of Qo and in Tr, these reductions
are in fact performed starting

e from a configuration Conf' = E' o,Cyp[...C1[*FM']...], T, u&' where m > 1, Cy,
.., Cmy are term contexts defined in Figure @ under m applications of (CtxT|) with
contexts Cp, ..., Cy.

e or from a configuration Conf = E', (0,Co[Cpn[...C1[*M']...]]) :: St, Q,Or, T', u&v’
where m > 1, Cy is an oracle context defined in Figure and C1, ..., Cy are term
contexts defined in Figure @ under one application of (Ctx]) with context Cy and m

applications of (CtxT)) with contexts Cy, ..., Cy.

Proof Property [l The proof proceeds by well-founded induction on <. The configuration
Conf cannot be initConfig(Qy, .4) because p is a program point in Qq. Then, Conf is the target
configuration of some semantic rule. If Conf is the target configuration of
1f2), (Findl)), (Find2), (Insert]), (Getl), (Get2)), (OracleCall), (Return), (AttYield), (AttIO)
or ([Event|), then by Corollary [I} #P is a subprocess of Qg up to renaming of oracles, so the
property holds with Conf’ = Conf. If it is the target configuration of , we conclude by
applying the induction hypothesis to the initial configuration of this rule.

Property [2| The proof proceeds by well-founded induction on =<p.. If Conf = {(00,Q0)},
(fo(Qy), M), then the property holds with Conf’ = Conf, since Qg is a subprocess of Q. If
Conf is the initial configuration of the assumption of (Return) or (AttIOJ), then by Lemma
Q@ is a subprocess of (Qyp up to renaming of oracles, since ) occurs in non-evaluation position
in the initial configuration of (Return)) or (AttIO]). So the property holds with Conf = Conf.
Otherwise, Conf is the target configuration of a semantic rule.

e If that rule does not affect @, then it is of the form {(c,”Q)} W Q',Or ~ {(0,*Q)} W
Q, Or. We apply the induction hypothesis to {(o, “Q)}WQ’, Or’, so possibly after swapping
reductions in Tr, we have {(c,"Q")} W Q' Or’ ~* {(0,"Q)} W Q', Or' by any
number of times, where #@Q’ is a subprocess of Qg up to renaming of oracles. By swapping
reductions, we have {(0,#Q")} W Q’, Or' ~ {(0,#Q")} W Q, Or ~* {(0,*Q)} W Q, Or, so we
obtain the desired property with Conf’ = {(0,*Q")} & Q, Or.

e Otherwise, that rule affects Q. If that rule is (Par), (Repl), or (NewOracle), then by
Lemma [d @ is a subprocess of Qp up to renaming of oracles, since () occurs in non-
evaluation position in the initial configuration of the rule. So the property holds with
Conf" = Conf. If that rule is (DefOracle]), then we obtain the result by induction hypothesis
applied to the initial configuration of the rule.

Property |3 The proof proceeds by well-founded induction on <7.. The configuration Conf
cannot be initConfig(Qo,.A) because p is a program point in Qp. Then, Conf is the target
configuration of some semantic rule. If #M is a subterm of (g, then the property holds with
Conf' = Conf. Otherwise, by Lemma Property |2} the reduction that yields Conf is obtained
by one application of with context Cy and m applications of with contexts C,,
..., C1 from a reduction with target configuration E,o,* M, T, u€v, itself proved by . We
obtain the desired property by applying the induction hypothesis to the configuration before this

reduction step by (Ctxl).
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Property[d The proof proceeds by well-founded induction on < p,.. First case: Conf is the ini-
tial configuration of an assumption of a semantic rule. This rule cannot be a rule for find (in rules
for find, the initial configuration of assumption is not inside a program point, because it evaluates
the defined condition, not a term). In rules for get, , and 7 by Lemma
since the term in Conf occurs in non-evaluation position in the initial configuration of the rule, it
is a subterm of Qg, so #M is a subterm of Q. The property holds with Conf’ = Conf. In ,
we let (41 be the context used in this rule, and we conclude by induction hypothesis applied to
the initial configuration of this rule: E, o, Ci41[Cy[...C1[*M]...]], T, pév. In (Ctx)), we let m = 1.
The initial configuration of the rule is of the form E, (o, Cy[C)]. .. C1[*M]...]]), Q,Or, T, u€v for
some process context Cy defined in Figure We conclude by applying Property [3| to that
configuration.

Second case: Conf is the target configuration of a semantic rule. If #M is a subterm of
Qo, then the property holds with Conf’ = Conf. Otherwise, by Lemma E Property |1} the
reduction that yields Conf is obtained by [ applications of with contexts Cj, ..., C
from a reduction with target configuration F, o, #M, T, uév, itself proved by . We apply
the induction hypothesis to the initial configuration of the reduction that yields Conf, and we
continue the reduction one more step by applying possibly with context Cj, m
times with contexts Cy,, ..., C1 under the reduction with target configuration E, o, *M, T, uév.
This is also what happens in Tr. (By inspection of the rules, only the rule with context
Cy can reduce an oracle body Co[N], where Cy is a process context defined in Figure only
the rule with context C; can reduce a term C;[N], where C; is a term context defined
in Figure[7}) O

2.4.3 Each Variable is Defined at Most Once

In this section, we show that Invariant [I] implies that each array cell is assigned at most once
during the execution of a process.

We define the multiset of variable accesses that may be defined by a term or a process (given
the replication indices fixed by a mapping sequence o) as follows:

Defined(o,"i) =0

ch

Il
-

Defined(o,"x[M;, ..., My)) = |+ Defined(o, M;)

J

C3

Defined (o, " f(Ma, ..., My,)) = |4 Defined(o, M;)

1

Defined(o,"z[i] & T; N) = {z[o(i)]} & Defined(c, N)

Defined(o,*let z[i] : T = M in N) = {z[o(i)]} & Defined(o, M) & Defined(o, N)

Defined(o,"if M then N else N') = Defined(M )W max(Defined(N), Defined(N"))

Defined(o, "find[unique?] (D], ;1] = i; < n; suchthat deflned(M ) A Mj then Nj) else N) =
max (max HéaX Defined(oli; > @), M), max{uj[ (1)]} @ Defined(o, N;), Defined(o, N))

j=1a

<.
Il

!
Defined (o, "insert Thl(My, ..., M, U Defined (o, M;) W Defined(o, N)
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Defined(o, " get[unique?] Thl(xy[i] : Th, ..., x[i] : Tj) suchthat M in N else N') =

max({x;[o(1)] | j < I} ¥ max(Defined (o, M), Defined (o, N)), Defined(o, N'))
1
Defined(o,"event e(My, ..., M;); N) = H—J Defined (o, M;) & Defined(o, N)

j=1

Defined (o, "event_abort e¢) = ()

Defined(c,a) = Deﬁned(o event_abort (u,a):e) =0

Defined(o,"0) =

Defined(o,"(Q1 | QQ)) = Defined (o, Q1) W Defined(o, Q2)

Defined (o, foreach i <n do Q) = U Defined(c[i — a],Q)
a€ll,n]

Defined (o, *newOracle O; Q) = Defined(o, Q)

Defined (o, return (M); Q) = Defined(o, M) & Defined(o, Q)

(
Defined(o,"Oli](z[i] : T) := P) = {z]o(i)]} ¥ Defined (o, P)
(
Defined(o,"let z[i] : T = O[My, ..., My, 2u1[i) < ny, ..., 2um[i] < np)(N) in P else P') =

!
ti-J Defined(M;) & {u;[o(1)] | j < m} & max({z[o(i)]} & Defined(o, P), Defined(s, P'))
j=1
Defined(o,"z[i] & T; P) = {z[0(i)]} & Defined (o, P)
Defined(o,"let z[i] : T = M in P) = {x[o(1)]} & Defined(o, M) & Defined(, P)
Defined(o,"if M then P else P') = Defined(M) & max(Defined (P ) Defined(P"))
(

Defined (o, *find[unique?] (@J 1 ][ 1] = zj < n; suchthat deflned( i) A M; then P;) else P) =

max(lﬁgfgag Defined(ali; — @, Mj), max{u][ (1)]} & Defined(o, P;), Defined(o, P))
J=1 asny J=
1
Defined(c,"insert Tbl(My,...,M;); P) = L—Ij Defined (o, M;) & Defined(o, P)
j=1

Defined(o, "get[unique?] Thl(xy[i] : Tv, ..., x[i] : T}) suchthat M in P else P') =

max({z;[0(1)] | j < I} @ max(Defined(a, M), Defined (o, P)), Defined (o, P'))

!
Defined (o, event e(My, ..., M;); P) = L—Ij Defined (o, M;) & Defined(o, P)
j=1

Defined(a,"event_abort e) = ()
Defined (o, abort) =
Defined(c,yield) = 0
Notice that, by Invariant |5, the terms ]\Af] in defined conditions of find do not define any vari-
able. By Invariant [3] the variables defined in conditions of find and get can be considered as
defined temporarily only during the evaluation of the considered condition. Given a configuration

Conf = E,o,N,T,uév or Conf = E,St,Q,0r, T, uév, we denote by Ecoyns the environment F
in configuration Conf. For Conf = Q,Or, Econs is empty. We define

Defined™ (E, o0, M, T, u€v) = Defined (o, M)
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Defined™ (Q, Or) = H—J Defined (o, Q)
(0,Q)eQ

Defined™ (E, St, Q,0r, T, puév) = tl—J Defined(c, P) W L—ﬂ Defined(o, Q)
(o,P)ESE (0,Q)eQ
Defined(Conf) = Dom(Econs) & Defined™ (Conf) .

Invariant 9 (Single definition, for executing games) The semantic configuration Conf
(which can be E, 0, M, T, uév or Q,Or or E,St, Q,Or, T, ufv) satisfies Invariant |§| if and only
if Defined(Conf) does not contain duplicate elements.

Lemma 9 Let Tr be trace of Qo for any A € BB. If Qo satisfies Invariant[d], then all semantic
configurations in the derivation of Tr satisfy Invariant[9

Proof sketch We first show that, for all program points p in Qo, if Dom(o) = I, are the
current replication indices at p and the process or term @ at u satisfies Invariant [I] then all
elements of Defined(c, Q) are of the form z[a] where z € vardef(Q) and Im(o) is a prefix of a.
The proof proceeds by induction on Q. At the definition of a variable z[i], z[o(7)] is added to
Defined(o, Q) and we have x € vardef(Q); by Invariant i are the current replication indices
at that definition, so (i) = Im(c). All recursive calls Defined(c’, " Q') consider an extension o’
of o and a subprocess or subterm Q' of @ (so vardef(Q’) C vardef(Q)) such that Dom(c”’) = I,/
are the current replication indices at p’.

Next, we show that, for all program points u, if Dom(c) = I, are the current replication
indices at p and the process or term @ at p satisfies Invariant [1, then Defined(o, Q) does not
contain duplicate elements. The proof proceeds by induction on ). All multiset unions in the
computation of Defined(o, Q) are disjoint unions by the property above, because either they
use different extensions of o (case of replication) or they use disjoint variable definitions or
subprocesses or subterms in the same branch of find, if, get, or oracle call, which must define
different variables by Invariant

We show by induction on the derivations that, if Conf 2>, Conf’, then Defined(Conf) 2
Defined(Conf’) and for all semantic configurations Conf” in the derivation of Conf 25, Conf’,
Defined(Conf) 2 Defined(Conf"), and similarly with ~ instead of 2»,.

The result follows: since Qg satisfies Invariant [I} Defined (oo, Qo) does not contain duplicate
elements, where o is the empty mapping sequence. Then {(cg,Qo)}, (fo(Qq), ) satisfies Invari-
ant [J] and so do reduce({(c9, Qo)}, (fo(Qo),0)), initConfig(Qo, A), and the other configurations
of Tr. O

Corollary 2 If Qo satisfies Invariant[d], then each variable that is not defined in a condition of
find or get is defined at most once for each value of its array indices in a trace of Qo for any

A € BB.

Proof Let x be the considered variable and 7r be the considered trace of @Qg. The only
semantic rules that can add z[a] to the environment E are (NewT]), (LetT)), (FindT1)), (GetT1)),
(New), (Cet), (Find), (Getl), (AttYield), (AttIO), (OracleCall) and (Return). By Corollary [I]
the target term or process of these rules is a subterm or subprocess of () up to renaming of
oracles. Hence, the target configuration Conf’ of these rules is at some program point g in Tr.
By hypothesis, x is not defined in conditions of find or get, so i is not inside the condition of find
or get in @, so by Lemma the configuration Conf’ is not in the derivation of an assumption
of a rule for find or get.
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In order to derive a contradiction, assume that two transitions Conf, %, Conf; and
Conf, 225, Confl, inside Tr define the same variable x[a].

e First case: one transition happens before the other, for instance Conf] <. Conf,. (The
case Confly <. Conf, is symmetric.) Since Conf, X%, Conf) defines z[a], we have
zla] € Dom(Econs). Since Conf’ is not in the derivation of an assumption of a rule
for find or get, by Lemma Econt, extends Econsr, so z[a] € Dom(Ecgony,). Moreover,
since Conf, 225, Conf, defines z[a], we have z[a] € Defined"™ (Conf.,), by inspecting all
rules that add elements to the environment. Therefore Defined(Conf,) = Dom(Econy,) W
Defined™ (Conf,) contains twice z[a]. Contradiction with Invariant @

e Second case: the transitions cannot be ordered. By definition of <7, this can happen only

when a semantic rule uses several derivations for its assumptions, which happens only in
rules for find or get. Contradiction.

That concludes the proof. |

Variables defined in conditions of get may be defined several times, once for each element of
the table that is tested. Variables defined in conditions of find may be defined several times in
case the same variable is used in several branches of the same find. (We use the indices of the
find as indices of the variables defined in the condition, so when we evaluate several times the
condition of a certain branch of a find, we use variables with different indices.) In Section we
define properties that exclude these situations (Properties [3[and , and we prove in Lemma
that every variable is defined at most once for each value of its indices when these properties are
satisfied.

2.4.4 Each Oracle is defined at most once

Similarly to the variable definition case, we can show that Invariant [7] implies that each oracle
is defined at most once during the execution of a process. This ensures that for every oracle
call, a unique corresponding oracle is potentially available. We generalize the previous Deﬁnedo
definition of Invariant [7] to also take into account the replication indices fixed by a mapping
sequence o as follows:

DefinedS) (o,"0) = 0
Deﬁnedo(a,”(Q1 | Q2)) = Deﬁnedo(a Q1) 4 Deﬁned?(o7 Q2)
Deﬁned (o,foreach i < n do Q) = U Deﬁnedo( [i — a],Q)

a€ll,n]
Deﬁnedg(m“neWOracle 0;Q) = Deﬁnedg(a7 Q) \ {O[i] | k e N,i e NF}
Defined (0,"Oli](x[i] : T) := P) = {O[o(i)]} & Defined (o, P)

Defined? (0,"C[Qx, ..., Qx]) = mgf( Defined? (o, Q;)

Here, similarly to the deﬁnltlon of Invariant [7} C is a context restricted to oracle body
constructs only. We lift Deﬁned to configurations in a similar fashion to Defined, as:

Deﬁned (Q,0r) = U Deﬁned (0,Q)
(0,Q)eQ

Defined]) (E,St,Q,0r, T, uév) = |4 Defined (o, P)w |4 Definedy (0, Q)
(o,P)eSE (0,Q)eQ
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Invariant 10 (Single definition, for executing games) The semantic configuration Conf
(which can be Q, Or or E,St, Q, Or, T, uév) satisfies Invariant [10|if and only if Deﬁnedg(Conf)
does not contain duplicate elements.

Lemma 10 Let Tr be trace of Qo for any A € BB. If Qo satisfies Invariant[7, then all semantic
configurations in the derivation of Tr satisfy Invariant[I0

We omit the proof, which is similar to the one of Lemma [0} The core difference is that
Deﬁnedg does not directly diminish over the evolution of configurations, as newQOracle O intro-

duces new definitions. We remark that however, Deﬁnedg N Orpy, diminishes for all rules, and
by construction, a newOracle O command introduces new oracle definitions that are distinct from
all existing ones.

2.4.5 Variables are Defined Before Being Used

In this section, we show that Invariant [2implies that all variables are defined before being used.
In order to show this property, we use the following invariant:

Invariant 11 (Defined variables, for executing games) The semantic configuration E, St,
Q,Or, T, uv satisfies Invariant [11]if and only if every occurrence of a variable access x[Mj, ...,
M,,] in St or Q is either

1. present in Dom(FE): if z[Mq,..., M,,] occurs in a process P’ for (¢/, P') € StU Q, then for
all j <m, E,o’,M; || a; and z[a1,...,an] € Dom(E);

2. or syntactically under the definition of x[Ma, ..., M,,] (in which case for all j < m, M; is
a constant or variable replication index);

3. or in a defined condition in a find process or term;

4. or in M} in a process or term of the form find (@;n:,,l ;1] = i; < n; suchthat defined(M,,

..., M, ) A M then Pj) else P where for some k < [, x[My, ..., My,] is a subterm of M.

5. or in P; in a process or term of the form find (@;n://l uNJ[fLN] = ’;; < nj suchthat defined (M,
..., M, ) N Mj then P;) else P where for some k < I, there is a subterm N of M}, such

that N{a;[i]/i;} = [My,..., Mp,).
Similarly, F, o, M,T,uév satisfies Invariant if and only if every occurrence of a variable
access «[Mji,...,M,,] in M either is present in Dom(E) (for all j < m, E,0,M; | a; and
zla1,...,an] € Dom(E)) or satisfies one of the last four conditions above.

E,o,defined(M{,..., M) AN M, T, uév satisfies Invariant if and only if every occurrence
of a variable access z[Mj, ..., M,,] in M either is a subterm of Mj,..., M/, or is present in
Dom(E) (for all j < m, E,0,M; |} a; and z[a1,...,an,] € Dom(E)) or satisfies one of the last
four conditions above.

Recall that, by Invariants and the terms of all variable accesses 2:[My, ..., M,,] are simple.
That is why we can evaluate them by E, o', M; | a;.

Lemma 11 If Qq satisfies Invariant@, then initConfig(Qo, A) satisfies Invariant .

Lemma 12 Let M be a simple term. If E,o,M | a, then for all subterms xz[M,..., My] of
M, for all j' <m, E,0,M; | aj and z[ai,...,an) is in Dom(E).

Inria



Crypto Verif: a Computationally-Sound Security Protocol Verifier 49

Proof sketch By induction on M. |

Lemma 13 Let N, M be simple terms. If E,oli — o'|,N | a and E,o,M || &', then we have
E,o,N{M/i} | a.

Proof sketch By induction on N. O

Lemma 14 IfE, 0, M, T, uév 2y E' o/, M', T, u&v’ and E, o, M, T, u€v satisfies Invariant
then so does E', o', M',T", u&v’.

If E,o,defined(M,,...,My) A M, T,uév L, E' o/ ,M', T, u&' and E,o,defined(M;, ...,
M) ANM, T, uév satisfies Invariant then so does E', o', M',T', u&v’.

If E,8t,0,0r,T,uév L, B/, 8t', Q' , 0, T, u&v' and E,St, Q,Or, T, uév satisfies Invari-
ant then so does E',St', Q',Or', T', u&v’.

Moreover, if the rules that define E,o,M,T,uév L5, E', o', M', T, u&v’ (respectively E, o,
defined(My, ..., M) AM, T, uév 2y E' o', M', T, &' or E,St,Q,0r, T, uév L, E' St', Q',
Or', T, u&v') require as assumption E" o" M",T" u&v” L .. or E" o", defined(M/,...,
MINAM" T, p&v” 2y ..., and the initial configuration E,o, M, T, u€v (resp. E, o, defined(My,
coos M) N M T uév or E;St,Q,Or, T, uév) satisfies Invariant then so does the initial
configuration of the assumption, E" ", M" T" u&" or E", 0" defined(M{, ... ,M") A M",
T, uév”.

Proof sketch The proof proceeds by induction following the definition of 2. We just sketch
the main arguments.

If [My,...,M,,] is in the second case of Invariant and we execute the definition of
x[Mj, ..., My)], then for all j <m, M, is a variable replication index and x[o(My),...,o(M,,)]
is added to Dom(E) by rules (NewT), (LetT), (FindT1), (GetTl), (New), (Let), (Findi)),
(AttYield), (AttIO]), (OracleCall), (Return) or (Getl) so it moves to the first case of Invari-
ant [[11

If [My, ..., M,,] is in the third case of Invariant and we execute the corresponding find,
this access to x simply disappears.

If ¢[My, ..., My,,] is in the fourth case of Invariant and we execute the find, then x[My, ...,
M,,] is a subterm of M ]’k for some j < m'” and k < ;. Therefore, the initial configuration of the

assumption F, a[i; — al, Dj A MG, T, pév Bﬁ/—nk, E" o' v, T, p€v with Dj A M} = defined(M};,
s My ) A M and o = oli; ~ @) also satisfies Invariant In case this assumption is reduced
by (DefinedYes|), we have E,U’,M]{k,T,ué’v 1 E,o' ajk, T, pév, that is, E,O'/,Mjl-k b ajk.
Therefore, by Lemma for all ;¥ < m, E,o’',M; | a; and z[ai,...,an] is in Dom(E).
So x[My, ..., M,,] moves to the first case of Invariant in E,0', M, T,puév after reduction

by (DefinedYes)).

If 2[My, ..., M,,] is in the last case of Invariant and we execute the find selecting branch j
by (FindT1) or (Findl)), then there is a subterm NN of M7, for some k < I; such that N{u;[i]/i;} =

x[My,..., M,,]. By hypothesis of (FindT1)) or (Findl), we have E,U[iNj — c?],Dj N MLT,
u&v %:k, E, o' vy, T, uEv where ry = true, vg = (j,c;’) € S, Dj N M} = defined(M],, ...,
Mgl‘l,-) A M}, and o' = U[z'; — c;’] This assumption cannot reduce by because
the result is true, so it reduces by . Therefore, we have E7JI,MJ{]€7T, uév i>* E,

o',a,T,uEv for some a, that is, E,O'/,M]/-k I} a. The term N = z[Ny,...,N,,] is a subterm
of Mj’k Therefore, by Lemma for all j/ < m, E,¢’,N;y | aj and z[a1,...,ay] is in
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Dom(FE). Moreover, the resulting environment E’ is an extension of E, so a fortiori for all j* < m,
E',¢',Nj | aj; and z[a1,...,an] is in Dom(E"). We have for all j' < m, M; = N,{@[Z]/fj},
E’(@m) =da/, and 0’(@?) =d’, so by Lemma for all j* < m, E',o,Mj | a; and zai,...,am)
is in Dom(E"). So x[Mjy, ..., M,,] also moves to the first case of Invariant

In all other cases, the situation remains unchanged. For context rules, this is because, in the
allowed contexts, the hole is never under a defined condition. O

Therefore, if Q satisfies Invariant [2| then in traces of Qg, the test x[aq, ..., ay] € Dom(E)
in rule always succeeds, except when the considered term occurs in a defined condition of
a find.

Indeed, consider an application of rule , where the array access z[Mj, ..., My,] is not in
a defined condition of a find. Then, this array access is not under any variable definition or find,
so it is present in Dom(E): for all j < m, E,0,M; | a; and z[a1,...,an] € Dom(E). Hence,
the test z[ay,...,a,] € Dom(FE) succeeds.

2.4.6 Typing

In this section, we show that our type system is compatible with the semantics of the oracles, that
is, we define a notion of typing for semantic configurations and show that typing is preserved by
reduction (subject reduction). Finally, the property that semantic configurations are well-typed
shows that certain conditions in the semantics always hold.

We use the following definitions:

e £+ Eif and only if E(z[ay,...,an]) = a implies E(x) =T1 x ... x T, = T with for all
j<m,a;€T;andacT.
e We define E-P:T,EFQ, and £+ M : T as in Section with the additional rules

Era:Tif and only if a € T, £ I event_abort (u,a) : e: T for all T, and &  abort : T for
all T. (These rules are useful to type evaluated terms and processes.)

e £+ (0,P): Tif and only if E[i1 — [1,n1],...,im = [1,nm]] F P : T and for all j < m,
o(i;) € [1,n;] for some ni,..., Ny, where Dom(o) = [i1,...,0y]. The judgments £
(0, M) : T and £ I (0,Q) are defined in the same way.

e &k (0,P): T — T if and only if £ F (0,P) : T" and P is of the form let x[f] : T =
O[My,...,Mj](N) in P else P, .

e &+ T if and only if Tbl(aq,...,an) € T implies Tbl : Ty x ... X T,, with for all j < m,
a; 61}.

e &+ pév if and only if (u,a) : e(ay,...,am) € pév implies e : Ty X ... x T, with for all
i<m, a; € Tj.

e EF FE (00,P) ... (Om, P) it A, Q,0r, T, uév if and only if £+ E, (09, Py) : Ty, for
all<i<m,EF (04, P):Tio1 =Ty, EET, EF pév, and for all (6/,Q) € Q, E+ (0/,Q).

e £F Q,0r if and only if for all (¢/,Q) € Q, £+ (¢/,Q).

e EFE oM T, T,uvifandonly it EF E, EF (o, M) : T, EF T, and € F pév.
Lemma 15 If €+ E,o,M : T,T,uév and E,o, M, T,puv 25, E' o', M', T', u&v’, then & +
E o M T, T p&'.

So, EF E,o0M : T, T,uév and E,0, M, T, név ﬂ>: E'. o' a, T u&', then £ - E' o' a :
T, 7, u&v'.
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Proof sketch By induction on the derivation of E, o, M, T, uév 254 E' o/, M, T", u&v’. O

Lemma 16 If £+ Q,0r and Q,Or ~~ Q',Or', then £+ Q', Or'.
So, if £+ Q,Or, then £ F reduce(Q, Or).

Proof sketch By cases on the derivation of Q,Or ~~ Q' , Or’. In the case of the replication,

we have £ I (o, foreach i < n do Q), so E[iy — [1,n1],...,%m — [1,7,]] F foreach ¢ < n do Q
and for all j < m, o(i;) € [1,n;] for some ny,..., Ny, where Dom(o) = [i1,...,in]. By (TRepl),
Eliv—=[L,n], .. yim = [Ling],i = [1,n]]FQ, so EF (afi — a],Q) for a € [1,n]. O

Lemma 17 If £+ Qo, then & + initConfig(Qo, A).
Proof sketch By Lemma [16| and the previous definitions. O

Lemma 18 (Subject reduction) If £ - E,St, Q,Or, T, uév and E,St, Q,Or, T, uév L, E/,
St', Q' O, T, u&v', then £+ E',St', Q',Or', T', uév’.

Proof sketch By cases on the derivation of E,St, Q,Or, T, uév %, E',St', Q' Or', T", n&v',
using Lemmas [15] and O

Moreover, if the rules that define E, o, M, T, uv L, E', o', M, T", u&v’ (vesp. E,St,Q, Or,
T, u&v Ly B!, S, Q' Or' T, u&v’) require as assumption E”, o”, M",T" p&v” £, ... and the
initial configuration is well-typed £+ E, o0, M : T, T, u€v (resp. £+ E,St, Q,Or, T, uv) then so
is the initial configuration of the assumption, that is, there exists 7" such that £ = E”, ¢”, M" :
T, T", u&v"”.

As an immediate consequence of Lemmas and and the observation above, we
obtain: if ()¢ satisfies Invarianhen in traces of (g, the tests a € T in rules (LetT|) and

(Fu

and Vj < m,a; € T} in rule nf) always succeed. Moreover, in rules (New'T]) and (New|, we
always have that T is fized, bounded, or nonuniform. In rules , 1f12)), , and ,
the condition is in bool = {false,true} (when it is a value, not an abort event value), so the
condition a # true is equivalent to a = false. In the rules for find, we have r; € {false, true}
when ry, is a value (not an abort event value). In the rules (InsertT)), (GetTE])), (GetT1)), (GetT2),
(Insert), (GetE]), (Getl), and (Get2)), we have a; € T; for j <, where Tbl : Ty x ... x T;. In
the rules (EventT]) and (Event|), we have a; € T; for j < [, where e : T4 x ... x T;. In the
rule (Return|), we have d € T'. Finally, in the rule , the set S of available oracles is

equal to the one where we would not filter over the type of the oracle argument b.

2.5 Subset for the Initial Game

The variables are always defined with the current replication indices 7, so we omit them, writing
x for x[i]; they are implicitly added by CryptoVerif. When a variable is used with the current
replication indices at its definition, we can also omit the indices.

Along similar lines, the oracles O in oracle declarations are used without indices, and the
current replication indices are implicitly added by CryptoVerif. The construct newOracle and
the oracle calls cannot occur in games manipulated by CryptoVerif. They are used only inside
proofs. The grammar of the resulting syntax is summarized in Figure

We recommend using the constructs get and insert to manage key tables, instead of find or
if with defined conditions. When no find nor if with defined conditions occurs in the game, by

Invariant [2| all accesses to variable x are of the form x[i] where 7 are the current replication
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M,N == terms

i replication index

x[My, ..., My] variable access

f(My, ..., M) function application

e & T; N random number

p

let p= M in N else N’
letx:T=Min N
if M then N else N’

find[unique?| (@J 1 ujl[ il = i1 < nji, ..

defined (M.

Glyee-
insert Tbl(Mq, ...

s Ujm, 1] = ijm,

Mji;) A Mj then Nj) else N’

Ml) N

get[unique?] Tbl(pl, .

event e(Mq, ...,

event_abort e

xz: T
f(pl,...
=M

,Pm)

0
Qe

Ml);N

foreach i < n do

O(p) :=P

return (N); Q
s &1 P

let p= M in P else P’
if M then P else P’

find[unique?] (P

defined (M.

event_abort e
yield

Glyee-
insert Tbl(My, ...

get[unique?] Tbl(pl, ..
event e(My, ...,

Ml)

M); P

1’[1,]1[2] = ijl < njl,..

,p1) suchthat M in N else N’

<

assignment (pattern-matching)
assignment

conditional

Njm; suchthat

array lookup

insert in table

get from table

event

event e and abort

pattern

variable
function application
comparison with a term

oracle definition

nil

parallel composition
replication n times
oracle definition

oracle body

ujm] [’L]
ji;) N Mj then P;) else P
P

,p1) suchthat M in P else P’

return

random number
assignment
conditional

= ijm; < Njm, suchthat

array lookup
insert in table
get from table
event

event e and abort
end

Figure 13: Subset of the calculus for the initial game
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indices at the definition of z. Such accesses are simply abbreviated as x. Variables can then
be considered as ordinary variables instead of arrays, since we only access the array cell at the
current replication indices. This choice has several other advantages:

e Tables with get/insert are closer to lists usually used by cryptographers than find, they
should be easier to understand for the user.

e Our compiler that translates CryptoVerif specifications into OCaml implementations [32]
does not support find, because tables with get/insert are also much easier to implement
than find.

We can define processes by macros: let pid(xy : T1,..., %y : T)y) = P or let gid(zy : T, ...,
T 2 Trn) = Q. If a process pid(My, ..., M,,) occurs in the initial game, CryptoVerif verifies
that My, ..., M, are of types Ti,...,T,, respectively, and replaces pid(Mj, ..., M,,) with the
expansion P{Mj/x1,..., My /zm}.

We can also define functions by macros: letfun f(zq1 : Th,..., 2y : T) = M. If a term f(M;,

..y M,,) occurs in the initial game, CryptoVerif verifies that M, ..., M,, are of types T1,...,
T, respectively, and replaces f(My,..., M,,) with the expansion M{M;/x1,..., My /Tm}.

In the initial game, all bound variables with several incompatible definitions (different indices,
different types, or variables defined in the same branch of a test) as well as variables declared
without an explicit type are not allowed to occur in V' nor in defined conditions of find or if and
are renamed to distinct names, so that Invariant [1] is satisfied for these variables. CryptoVerif
checks the rest of the invariants.

2.6 Input Language with Channels instead of Oracles

CryptoVerif also allows defining games in a channel-based process calculus inspired by the ap-
plied pi calculus [1}[2] and by the calculi of [59] and of [55]. This input language is mostly
compatible with the symbolic protocol verifier ProVerif [28] (http://proverif.inria.fr), up
to the following differences:

e ProVerif does not support find. Since ProVerif supports tables, one can encode most usages
of find using tables instead for compatibility with ProVerif.

e ProVerif does not support channels with indices. As mentioned below, in CryptoVerif, the
channels are indexed with the current replication indices. Since CryptoVerif automatically
adds the current replication indices to channels without indices, one can easily use channels
without indices.

So avoiding find and channels with indices allows us to have a language compatible with ProVerif
for the definition of processes. (The assumptions on cryptographic primitives still need to be
defined in a different way. In practice, these assumptions can be included in a library, using
different libraries for ProVerif and for CryptoVerif.)

2.6.1 Input Language Description

Instead of defining oracles that the adversary can interact with, processes are now considered
as communicating over a network with explicit input and output commands. The adversary has
full control over the network: it receives any value output by a process and it is in charge of
sending the input values to the processes. Inputs and outputs are made over channels, a set of
constants often denoted by c.

Concretely, the following changes are made to the syntax previously defined in Figure [T}
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e oracle definitions are called input processes and oracle bodies are called output processes;

e oracle declarations O[i](p) := P do not exist anymore and are replaced with inputs
cli](p); P, where ¢ are the current replication indices;

e return commands return (N);Q are now output commands c[i](N);Q, where 7 are the
current replication indices;

e the yield command is now considered as syntactic sugar for yield(), where yield is a specific
channel not used elsewhere;

e oracle calls and oracle restrictions do no exist anymore. (Oracle calls can be encoded via
channel inputs and outputs. We could introduce a channel restriction to match the oracle
restriction, but it would be useful only in proofs, not in the input calculus of CryptoVerif.)

2.6.2 Translating from the Channel Calculus to the Oracle Calculus

Processes specified in the channel calculus are directly translated to the oracle calculus; this
feature is only a form of syntactic sugar available for convenience. Notably, we do not define
a formal semantics for the channel calculus, and all up to date theoretical developments of
CryptoVerif are over the oracle calculus. For reference, the old semantics of the channel calculus
variant can be found here [29]. We describe informally the translation here, which proceeds as
follows:

e Any input of the form c[i](p); P is translated as an oracle definition O.[i](p) := P where
the oracle name O, is built from the input channel c.

e Any output of the form ﬁ(N% Q is translated as return (N); Q.

All input processes cannot be translated. We provide a list of invariants needed so that the
translation preserves the semantics and produces valid instances of the oracle calculus. A first
invariant is needed so that the translated process satisfies Invariant [7] We define the following
multiset by induction over input and output processes, in a similar fashion to the previously
defined Defined®:

Defined®(0) =
Defined®(Q1 | Qg) = Defined®(Q1) W Defined®(Q2)
Defined®(foreach i < n do Q) = Defined®(Q)
(
(

Defined®(c[i](p); P) = {c} & Defined®(P)
Defined®(C[Q1,...,Qk]) = Ijnéfi Defined®(Q;)

where C' is any oracle body context.

Channel Calculus Invariant 1 The input process Qg satisfies the Channel Invariant [1}if and
only if

1. in every input and output over channel c in @, the indices i of ¢ are the current replication
indices at that declaration, and

2. Defined®(Qo) does not contain duplicate elements.

Inria



Crypto Verif: a Computationally-Sound Security Protocol Verifier 55

In other words, Item [2] of Channel Invariant [I] means that inputs on the same channel occur in
different branches of a find, if (or let), oracle call, or get.

A more complex issue is that in the channel calculus semantics, whenever an output can be
received on the same channel by an input of the process, the output is probabilistically either
caught by the attacker or directly transmitted to the input process. There is no equivalent to
this probabilistic choice in the oracle setting. We thus add a channel invariant that makes it so
that no output of the defined process can be received by the process itself. To this end, we define
the following functions:

e Cho(Q) is the set of pairs (c, k) of channels ¢ that occur with & indices as output inside @,
that is, in a subprocess of the form c[z~']<N>; Q' inside @, where the length of 7 is k;

e Ch;(Q) is the set of pairs (¢, k) of chzinnels ¢ that occur with %k indices as input inside @,
that is, in a subprocess of the form c[i](p); P inside @, where the length of i is k;

e NolntIO(Q) is true when no direct communication on a channel can occur inside @, without
going through the attacker:

NoIntIO(0) = true
NoIntIO(Q1 | Q2) = NolntIO(Q1) A NoIntIO(Q2) A
(Chi(Q1) N Cho(Q2) = 0) A (Chi(Q2) N Cho(Q1) = 0)
NoIntlO(foreach i < n do Q) = NoIntIO(Q)
k
NoIntIO(c[i](p); ClQ1, - .., Qx]) = /\ NoIntIO(Q;)

j=1
where C' is any oracle body context.

Channel Calculus Invariant 2 The input process Qg satisfies the Channel Invariant [2]if and
only if NoIntIO(Qp) = true.

This invariant guarantees that dynamically, there will be no input available in the process on
a channel when the process performs an output on that channel. This is obtained by statically
requiring that, when there is an output on channel ¢, the inputs on channel ¢ with the same
number of indices are syntactically above or under that output, or in a different branch, but not
in a process in parallel.

When translating an output to a return, notice that the channel is dropped. The attacker
might lose some distinguishing power if several outputs in distinct branches were made on distinct
channels. We thus forbid this in the channel calculus.

Channel Calculus Invariant 3 The input process Qo satisfies the Channel Invariant [3]if and
only if for all inputs on a given channel, all outputs directly below these inputs are over the same
channel.

Most other previously defined invariants must also hold and can be seen as independent from
oracles or channels.

Channel Calculus Invariant 4 The input process Qg satisfies the Channel Invariant [ if only
if it satisfies the Invariants [1| (with the minor modification that there are no oracle calls),

[ and [
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We do not explicitly state the typing Channel Invariant, which would correspond to Invari-
ant The old typing invariant for the channel calculus can be found in [29]. However, the
translation to oracles strengthens this invariant: informally, inputs on the same channel must
receive messages of same type (since they translate to oracle definitions of the same oracle) and
outputs that follow inputs on the same channel must send messages of the same type (since they
translate into returns of the same oracle).

2.7 Subsets used inside the Sequence of Games

During the computation of the sequence of games, several properties are used by CryptoVerif,
either required by some game transformations or guaranteed by others. We summarize them in
this section.

Property 1 No function returns values of interval types. The types of values chosen by x[z~] &
are not interval types. The type T of the returned message in the (TRet)) rule and of the receiving

pattern in the (T'ODecl|) rule are not interval types.

This property is satisfied by all games manipulated by CryptoVerif, but not by contexts that
model parts of the adversary. Combined with Invariants and |5} it implies that the terms of
variable accesses x[Mj, ..., M,,] contain only replication indices and variables. (Tuples, events,
and tables can take interval types as arguments. The constraint on oracle declarations and
returns could probably be relaxed.)

For oracles that model security assumptions on primitives, the receiving variable can be of an
interval type. (This is used for instance to specify the computational Diffie-Hellman assumption;

see Section )

Property 2 The construct newQOracle O and the oracle calls do not appear in games.

These properties are also satisfied by all games manipulated by CryptoVerif, but not by processes
that model the adversary.

Property 3 The constructs insert and get do not occur in the game.

This property is not valid in the initial game, but it is in all other games of the sequence produced
by CryptoVerif. The very first game transformation applied by CryptoVerif, expand_tables,
encodes insert and get using find (see Section . The constructs insert and get are never
introduced by subsequent game transformations, so this property remains valid in the rest of the
sequence.

Property 4 The variables defined in conditions of find have pairwise distinct names.

This property is enforced by the transformation auto_SArename (see Section by renam-
ing variables defined in conditions of find to distinct names. (This is easy since these variables do
not have array accesses by Invariant ) Property 4| is required as a precondition by many game
transformations, and may be broken by game transformations that duplicate code. Therefore,
we apply auto_SArename after these game transformations.

Property 5 The terms M are simple except for conditions of find.
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M,N :=
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Figure 14: Subset after game expansion

RR n°® 9526



58 Bruno Blanchet, Charlie Jacomme

The grammar of the language taking into account this property as well as Properties [2] and [3] is
shown in Figure [[4 By Invariant [d] event does not occur in conditions of find, so event never
occurs as term. Property |5 is enforced by the transformation expand (see Section by
converting other terms into processes. This transformation is applied on the initial game after
expand_tables. Property [5|is broken by the cryptographic transformation of Section so by
default expand is called again after this transformation. Many game transformations require
Property [f] as a precondition.

2.8 Security Properties, Indistinguishability

A context is a process containing a hole []. An evaluation context C' is a context built from [],
newOracle O;C, Q| C, and C | Q.

We use an evaluation context to represent an adversary in addition to the attacker A. Adver-
sarial contexts are useful, e.g., to push code inside the adversary in reduction proofs, but are also
needed so that the attacker A can raise events, access the public variables in V', and return its
final result to a distinguisher by raising an event with that result as argument, by calling oracles
of the context that execute these actions. We denote by C[Q] the oracle definition obtained by
replacing the hole [] in the context C' with the oracle definition Q.

We write event(D) for the set of events that occur in the distinguisher D (i.e. are used by the
distinguisher D). We write event(Q) for the set of events that occur in the process Q. We use
similar notations for oracle bodies, contexts, ... We write event(Q, Q') for event(Q) U event(Q’).

From now on, we consider in this section a fixed attacker space BB, and all security defini-
tions are given for this BB. There must exist a function allowing to extract a run-time from
the execution of an attacker. Classically, BB would be the set of interactive probabilistic Turing
machines, but the theory of CryptoVerif is sound for any kind of black-box interactive attacker,
where the computational power is restricted by the cryptographic axioms. As cryptographic re-
ductions sound for a black-box interactive attacker are also sound for quantum Turing Machines,
this notably implies the post-quantum soundness of CryptoVerif, by considering as BB the set
of interactive quantum Turing machines.

Definition 5 (Indistinguishability) Let @ and Q' be two processes, V a set of variables, and
& a set of events. Assume that ) and @’ satisfy Invariants [1] to [§] with public variables V', and
the variables of V are defined in ) and @', with the same types.

An evaluation context C' is said to be acceptable for ) with public variables V if and only
if var(C) Nvar(Q) C V, vardef(C) NV = 0, C and @ do not use any common table, and C[Q]
satisfies Invariants [I] to [§] with public variables V.

We write Q %1‘7/75 Q' when, for all attackers A € BB, for all evaluation contexts C acceptable
for Q and @’ with public variables V' and all distinguishers D that run in time at most tp and
such that event(D) Nevent(Q, Q') C &, |Pri[C[Q] : D] — Pr[C[Q'] : D]| < p(A,C,tp).

This definition formalizes that the probability that algorithms A, C, and D distinguish the games
Q@ and Q' is at most p(A,C,tp). The probability p typically depends on the runtime of A, C,
and D, but may also depend on other parameters, such as the number of queries to each oracle
made by C or A. That is why p takes as arguments the whole algorithms A, C and the runtime
of D. More specifically:

Property 6 All probabilities computed by CryptoVerif are built from the following components
by mathematical operations:

e the runtime of the context plus the attacker;
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e the maximum number of oracle calls made by the context or the attacker;

e the value of replication bounds, which is also determined from the number of calls performed
by the context or attacker;

e the maximum length of the bitstring represented by a term, in particular a variable; this
length may depend on messages computed by the context or the attacker; it is used only
for unbounded types; for bounded types, we use the maximum length of the type instead;

e the maximum length of bitstring of a type T
e the length of the result of a function, expressed as a function of the length of its arguments;
e the time of some action, expressed as a function of other elements of the formula;

e probability functions, used in particular to express the probability of breaking each primi-
tive from other elements of the formula;

e the cardinal |T| of a type T}

e the probability of collision between two random values of a type T', or between a random
value and a value independent from that random value; these probabilities depend on the
default distribution on the type Dr;

e c7, the distance between the default distribution Dy of type T and the uniform distribution;
® ¢find, where the distance between Dfng(S) and the uniform distribution is €fing/2.

Among the elements above, the first four depend on the context and the attacker. In particular,
probability formulas output by CryptoVerif do not depend on the variable, table, event names
in the context. They also do not depend on the values of variables, but may depend on their
length. For variables of bounded types, the probabilities do not depend at all on the values. We
do not in practice distinguish between the calls of the context or the attacker.

The set of events £ corresponds to events that the adversary is allowed to observe. When
£ = event(Q,Q'), we omit it and write Q ~) Q'

The unusual requirement on variables of C' comes from the presence of arrays and of the
associated find construct which gives C direct access to variables of Q and Q': the context C' is
allowed to access variables of Q and @’ only when they are in the finite set of public variables
V. (In more standard settings, the calculus does not have constructs that allow the context to
access variables of @ and @’.) When V is empty, we omit it and write @ %g Q'

When C is acceptable for () with public variables V', and we transform @ into Q’, we can
rename the fresh variables of @’ (introduced by the game transformation) so that they do not
occur in C. Then C is also acceptable for @ with public variables V. (To establish this property,
we use that the variables of V are defined in @ and @', with the same types, so that, if C[Q)] is
well-typed, then so is C[Q’].)

When C'is acceptable for @ with public variables V', we have that vardef(C) N var(Q) = 0,
because vardef(C') N var(Q) = vardef(C) N var(C) Nvar(Q) C vardef(C) NV = 0.

The following lemma is a straightforward consequence of Definition [B}

Lemma 19 1. Reflezivity: Q Ri(‘)/’g Q.
2. Symmetry: If Q ~)'¢ Q', then Q' =) Q.

3. Transitivity: If Q %ng Q' and Q' %;/,’5 Q", then Q %pr, Q".
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4. Application of a context: If Q z;/’g Q' and C is an evaluation context acceptable for Q and

Q' with public variables V', then C[Q) %Z,,’g/ [Q'], where p'(A,C",tp) = p(A,C'[C]]]),
V' CVUvar(C), and & = E U (event(C) \ event(Q, Q’)).

Next, we introduce a notion related to indistinguishability that treats Shoup and non-unique
events specially.

Definition 6 (Property preservation with introduction of events) Let Q and Q" be two
processes and V a set of variables. Assume that @ and Q' satisfy Invariants [1| to |8 with public
variables V', and the variables of V are defined in Q and @Q’, with the same types.

Let Dgase(€v) = false for all &v. Let NonUnique, = \/{e | [unique,] occurs in @} and
NonUnique p, = V/{e | [unique,] occurs in Q,e ¢ D}, where D is a distinguisher consisting
of a disjunction of Shoup and non-unique events, and we write e ¢ D to say that e does not
occur in this disjunction. We have NonUniqueg, , = NonUniqueg A —D.

We write D,Dsny : Q, D, BvUsed Lp Q', D', EvUsed’ when D is a set of distinguishers,
Dsnu is a set of Shoup and non-unique events in FvUsed, D and D’ are distinguishers consisting
of a disjunction of Shoup and non-unique events, the events that occur in @ or in D are in
EvUsed, EvUsed C EvUsed’, the events that occur in @’ but not in Q are in EvUsed’ but not in
EvUsed, the events that occur in D’ but not in D are in EvUsed’ but not in EvUsed, and, for
all A € BB, for all evaluation contexts C acceptable for @ and @’ with public variables V' that
do not contain events in FvUsed’, all distinguishers Dy € D U {Dtase } that run in time at most
tp,, all distinguishers D; that are disjunctions of events in Dsyy,

Pr(C(Q] : (Do V Dy V D) A =NonUnique,, p\ p)]

(1)

< PrA[C[Q'] : (Do V Dy Vv D') A —=NonUniquey, p,p/] + (A, C,tp,)

Intuitively, the events FvUsed are those used by CryptoVerif in the sequence of games until

the game @ included, while the events EvUsed’ are those used until Q’. Hence, EvUsed contains

the events that occur in Q; EvUsed’ contains FvUsed and the events that occur in @’. The
formula Dy € D U {Dsase } corresponds to the initial query to prove: it is

e a correspondence distinguisher — for a correspondence property (see Section [2.8.3));
e S or =S for (one-session) secrecy (see Section [2.8.1)) and bit secrecy (see Section [2.8.2));

e any distinguisher for indistinguishability;

e Drage When the initial query has already been proved, and only Shoup and non-unique
events remain to be proved.

We need to specify precisely the distinguishers needed for the queries we want to prove, because
some game transformations of CryptoVerif rely on that. For instance, simplify (Section
removes events that are not used by the queries.

The formula D; is a disjunction of Shoup and non-unique events that remain to be proved,
both in @Q and in @'. These events are in Dsyy and in EvUsed. The formula D is a disjunction of
Shoup and non-unique events that remain to be proved in @), while the formula D’ is a disjunction
of Shoup and non-unique events that remain to be proved in @’. Hence, the events that occur
in D and not in D’ are events proved while transforming @ into Q’. (“Proving” an event means
proving that this event has a negligible probability of occurring, and adding that probability to
p.) In contrast, the events that occur in D’ and not in D are fresh Shoup and non-unique events
introduced during the transformation of Q) into @', and that will need to be proved later; hence
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these events are in EvUsed” but not in EvUsed. More generally, all events that occur in @ but
not in @ are fresh events introduced in the transformation of @ into @', so they are in EvUsed’
but not in EvUsed.

When there are no Shoup nor non-unique events, we have Dy = D = D' = Dg,, and
NonUniqueg, p,p = NonUniqueg p v ps = Dralse, S0 the inequality reduces to

PrA[C[Q] : Do) < PrA[C[Q'] : Do] + p(A, C,tp, )
Using =Dy instead of Dy, we obtain
1= Pri[C[Q] : Do] < 1—Pr[C[Q'] : Do + p(A, C,tp,)

so by combining the two, | PrA[C[Q] : Do] —PrA[C[Q’] : Do]| < p(A, C,tp,) as in the definition of
indistinguishability. In the general case, the inequality differs from this formula because (1)
always counts the traces that execute Shoup and non-unique events that remain to be proved
(these traces are always included in the probability by Dy V D, resp. D; V D’; the probability
of these events needs to be bounded), and never counts the traces that execute proved non-
unique events (these traces are excluded by —NonUniqueg p,vp, resp. —NonUniquey p v pr;
the probability of these events has already been bounded). We could also exclude traces that
execute proved Shoup events, though it is less essential: Shoup events often simply disappear
when they are proved, while non-unique events remain in the game. Excluding traces that execute
proved non-unique events allows us to exploit that the corresponding find or get is unique in the
transformation from @ to Q': intuitively, the traces in which the find or get is not unique are
not counted, so they can be ignored. (Obviously, this point needs to be proved more precisely
for each game transformation.)

We need to introduce a distinct event for each [unique,] because not all find[unique,] and
get[unique,] may be proved unique in the current process and because we need to distinguish
the non-unique events that occur in @ from those that occur in the context C. (We note that
the attacker A cannot raise events itself.) However, once a [unique,] is proved, its name does
not matter: all such events are counted in NonUniqueg, p,\ p, and that remains true in future
game transformations, since events are never re-added to Dy or D. Therefore, we can rename
all such events to the same name. So we simply abbreviate [unique,] by [unique] when event e is
proved. The context C' must not contain the events used in @ or Q' and more generally events
in EvUsed'.

The formula could also be written

Pr*[C[Q] : (Do A =NonUnique,,) V D1 V D]
< PI‘A[C[Q/] : (Do A\ ﬁNonUniqueQ,) VDV D/] +p(A, C, tDo)

since NonUniqueg, p,, p = NonUniqueg A —=(D;y V D). The advantage of the latter formulation is
that the dependency in D¢, D, D’ is simpler, which we sometimes exploit in the proofs. However,
its drawback is that it is less clear for which events the traces are always counted and for which
ones they are never counted, because some events appear both in NonUniquey, and in Dy V D.
That is why we chose formula 7 to make it clear that the traces that execute events in Dy V D
are always counted and the traces that execute events in NonUnique, p,\, p are never counted.
When f is a function from sequences of events to sequences of events and D is a distinguisher,
we define the distinguisher Do f by (Do f)(&v) = D(f(Ev)). In particular, when o is a renaming
of events, the distinguisher Doo " is defined by (Doo~1)(v) = D(0~1&v). When D is defined as
a logical formula, that corresponds to renaming the events in D. For instance, if D = e1V...Ve,,
then Doo~! =cge; V...V oe,. When D is a set of distinguishers, D = {Doo~! | D € D}.
We write D_¢ for the set of distinguishers that do not use events in .
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Lemma 20 1. Link with indistinguishability:

(a) Suppose that Dsyy is a set of Shoup events, D is a distinguisher consisting of a
disjunction of Shoup events, Q, Q' do not contain non-unique events, the events that
occur in Q, D, D, or Dsny are in EvUsed, and the events that occur in Q' also occur in

Q. If Q %1\)/75 Q', then D, Dsny : Q, D, EvUsed Lp Q', D, EvUsed, for all D, Dsyy, D
such that event(D) N EvUsed C £, Dsyy C &, event(D) C £.

(b) Suppose that Q and Q' do not contain non-unique events, the events that occur in Q
are in EvUsed, and the events that occur in @' also occur in Q. Then D_(BvUsed\&) 0

Q, Diaise, BoUsed Y5, Q', Drasge, EoUsed if and only if Q =Y Q'

2. Reflexivity: If Dsny is a set of Shoup and non-unique events in FvUsed, D is a distinguisher
consisting of a disjunction of Shoup and non-unique events, and the events that occur in

Q@ orin D are in EvUsed, then D,Dsny : Q, D, EvUsed Lo Q, D, EvUsed.

3. Transitiwity: If D,Dsny : Q, D, EvUsed Lp Q', D', EvUsed’ and D,Dsny : Q', D', EvUsed’
Y%p/ Q", D", EvUsed”, then we have D,Dsny : Q,D, EvUsed Lpu Q",D", EvUsed”,
where p"' (A, C,tp,) = p(A,C,tp,) +p'(A,C,tp,).

4. Application of a context: If D_gyusea’s Psnu @ @, D, EvUsed LP Q', D', EvUsed’, o is a
renaming of the events in EvUsed' to events not in EvUsed™, C is a context acceptable
for 0@ and 0@’ with public variables V' such that event(C) C EvUsed™, and Dgyy is a set
of Shoup and non-unique events in EvUsed™, then we have D_,gyused’» o Dsny U Dy -
CloQ],D oo, 0 BvUsed U EvUsed™ V—/>p/ CleQ'], D' oo~ ', 0 EBvUsed’ U EvUsed ™, where
(A, C tp,) = p(A o 1 (C'[C]]]),tp,), and V' C V Uvar(C).

5. Adding distinguishers: If D,Dsny : Q, D, EvUsed Lp Q', D', EvUsed' and e € Dsny, then
D,Dsnu : Q, D Ve, EvUsed ~5, Q', D'V e, EvUsed'.

6. Removing distinguishers: If D,Dsyy : Q, D, BvUsed 1)1, Q', D', EvUsed', D' C D, and
Diny € Dsnu, then D', Deyy = Q, D, EvUsed Lp Q', D', EvUsed’

Proof Property Given the hypothesis, D, Dsny : Q, D, EvUsed Lp Q', D, EvUsed reduces
to: for all attackers A € BB, for all evaluation contexts C' acceptable for Q and Q" with public
variables V' that do not contain events in EvUsed, all distinguishers Dy € D U { Dfajse } that run
in time at most tp,, and all distinguishers D; that are disjunctions of events in Dsyy,

PrA[C[Q] : Do vV Dy Vv D] < Pri[C[Q] : DoV Dy V D] + p(A, C,tp,)

We have event(Dg V Dy V D) Nevent(Q, Q') C event(Dy V D1 V D) N EvUsed C €. Moreover,
DoV D,V D can be implemented in the same time as Dy since evaluating Dy V D7V D can be done
by setting the final result to true as soon as an event in Dy V D is executed, and evaluating Dy
otherwise. This does not take more time than evaluating Dg. So this inequality is a consequence
of Q =V¢ Q.

Property Given the hypothesis, D_(g,vsed\e) 0 : Q, Dtarse, FvUsed Lp Q', Dtarse, FvUsed
reduces to: for all attackers A € BB, for all evaluation contexts C' acceptable for Q and Q' with
public variables V' that do not contain events in FvUsed, and all distinguishers Dy € D_(gyused\e)
that run in time at most ¢p,,

PrA[C[Q] : Do) < Pri[C[Q'] : Do] + p(A, C, ),

Inria



Crypto Verif: a Computationally-Sound Security Protocol Verifier 63

that is,
PrA[C[Q] : Do] — Pr[C[Q'] : Do) < p(A, C,tp,). (2)

We have event(Dp) N event(Q, Q") C event(Dg) N EvUsed C €. Therefore, @ ~;¢ Q' implies
,D"(EUUSed\S)) 0: Qv Drajse, EvUsed l/_>p le Drtajse, EvUsed.

Conversely, assume D_(gyusea\e), ) : Q, Draise, EvUsed l)p @', Dtalse, FvUsed. Let A € BB
be an attacker, Let C be an evaluation context C acceptable for () and Q' with public variables V'
and D be a distinguisher such that event(D)Nevent(Q, Q") C €. Let o be a renaming of events in
FEvUsed to fresh events. Then oC' does not contain events in EvUsed. Given a sequence of events
Ev, let f(&v) be obtained by removing all events in EvUsed \ € from & and, in the remaining
sequence, renaming the events e in o EvUsed to o~ 1(e). Let Dy = D o f. By construction,

Do € D—(myuseare)- S0 by ([2), we get
Pri[(0C)[Q] : Do) — Pri[(0C)[Q'] : Do] < p(A, C,tp,).
Since =Dy € D—(gyused\e) and runs in the same time as Dy,
1 —Pr[(cC)[Q] : Do) — 1 +Pri[(¢0)[Q'] : Do] < p(A,C,tp,)

| PrA((eC)[Q] : Do] — Pri[(0C)[Q'] : Doll < p(A, C,tp,) -

Furthermore, each trace of (¢C)[Q] with sequence of events v corresponds to a trace of C[Q]
with the same probability and a sequence of events £’ equal to f(&v) plus some events not used
by D, so Do(&v) = D(f(&v)) = D(&'). Indeed, in a trace of (cC)[Q], if an event e(...) is
executed in @, then it is executed by C[Q] as well. If it is in &, then it is left unchanged by f.
If it is not in &, then it is in event(Q) \ € C EvUsed \ &, so it is removed by f; furthermore,
this event is not used by D since event(D) Nevent(Q) C £. If an event e(...) is executed in oC,
then either e € o EvUsed, €'(...) is executed by C[Q] with ¢’ = o~ !(e), and f maps e to ¢’; or
e ¢ oEvUsed, e ¢ EvUsed, e(...) is executed by C[Q], and f leaves e unchanged. Therefore,
Pr[(cC)[Q] : Do] = Pr[C[Q] : D]. We have a similar situation for Q’ instead of Q, and D can
be implemented in the same time as Dy, so

| Pri[C[Q] : D] = Pr[C[Q"] : D]| < p(A, C,tp)

so Q=) Q.

Property [2} Obvious.

Property [3f The events in Q or D are in EvUsed. We have EvUsed C EvUsed’ C EvUsed” .
The events that occur in Q" but not in @ occur either in Q” but not in @’ or in Q' but not in Q; in
the former case, they are in EvUsed” \ EvUsed'; in the latter case, they are in FvUsed’\ EvUsed;
so in both cases they are in FvUsed” \ EvUsed. The same reasoning applies for the events that
occur in D” but not in D.

Let A € BB be an attacker, C be any evaluation context acceptable for  and Q" with public
variables V' that does not contain events in EvUsed”. After renaming the variables of C that do
not occur in @ and Q" and the tables of C' that do not occur in @ and Q" so that they do not
occur in @', C is also acceptable for @ with public variables V. Furthermore, by Property [6]
this renaming does not change the probabilities. Since EvUsed’ C EvUsed”, C does not contain
events in EvUsed'.
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Let Dy € DU {Dtaise} that runs in time at most tp,. Let D; be a disjunction of events of
Dsny. Then we have:

Pr4[C[Q] : (Do V Dy V D)) A ~NonUniqueg, p, ]
<Pr[C[Q] : (Do V D1V D') A =NonUniquey, p, /] + p(A, C,tp,)
< Pr[C[Q"] : (Do V D1V D") A =NonUniquegyr o] + p(A, C,tp,) + ' (A, C,tp,)
<Pr[C[Q"] : (Do V D1 V D")) A =NonUniqueg p,pr] + 1" (A, C,tp,)

by definition of p”. Therefore, we have D, Dsny : Q, D, EvUsed Lpu Q",D", EvUsed".

Property 0Dsny is a set of Shoup and non-unique events in o EvUsed C oFEvUsed U
Ested+, so 0 Dsny U ’DgNU is a set of Shoup and non-unique events in o EvUsed U EvUsed™.
The events that occur in C[o@Q)] are either in C or in 0Q); the former case, they are in FvUsed™
by hypothesis; in the latter case, they are also in 0 EvUsed, since the events of @) are in FvUsed.
So the events that occur in C[oQ)] are in o EvUsed U EvUsed”™. The events in D o o~! are
in o FvUsed C oEvUsed U EvUsed”. We have EvUsed C EvUsed’, so o EvUsed U FoUsedt C
oBvUsed’ U BvUsed™. The events that occur in C[0Q’] but not in C[o@] are in ¢@Q’ but not in
0@, so they are in o EvUsed’ \ o EvUsed, so in (o0 EvUsed’ U EvUsed ™) \ (0 BvUsed U EvUsed™).
Similarly, the events that occur in D’ o ¢~! but not in D o 0! are in o EvUsed’ \ o EvUsed, so
they are in (¢ BvUsed’ U EvUsed ™) \ (0 EvUsed U EvUsed ™).

Let C’ be any evaluation context acceptable for C[oQ] and CloQ’] with public variables V'
that does not contain events in o EvUsed’ U EvUsed”. We rename the variables of C’ not in V'
so that they are not in V; by Property [6] this renaming does not change the probabilities. Then
o~ 1(C'[C[]]) is an evaluation context acceptable for Q and Q' with public variables V. Indeed,

var(o~H(C'[C[]])) Nvar(Q) = (var(C”) U var(C)) N var(Q)
C (V' Uvar(C)) Nvar(Q)
since var(C”) Nvar(Q) C var(C") Nvar(C[Q]) C V'

(V Uvar(C)) Nvar(Q) since V! C V Uvar(C)
Vv

-
C since var(C) Nvar(Q) CV
We have similarly var(c~=1(C’[C[]])) N var(Q') € V. We also have vardef(c=(C'[C[]])) NV =
(vardef(C") N V) U (vardef(C) N V) = @ since vardef(C) NV = () because C is an acceptable
evaluation context for 0@ with public variables V' and vardef(C') NV C vardef(C') NV’ =0
because we have renamed the variables of C’ not in V’ so that they are not in V and C’ is an
acceptable evaluation context for C[oc@] and with public variables V’. Moreover, C' and ¢@ do
not use any common table, and C’ and C[o@Q] do not use any common table so a fortiori C’ and
0@ do not use any common table. Therefore, C'[C[]] and 0@ do not use any common table, so
o~ HC'[C[]]) and @ do not use any common table. Similarly, c=!(C’[C[]]) and Q' do not use
any common table. The context o~1(C’[C[]]) does not contain events in EvUsed’, since C’ and
C do not contain events in o EvUsed’, because C’ does not contain events in o EvUsed’ U EvUsed ™+
and the events of C are in EvUsed™ which is disjoint from oEvUsed’. (The renamings o and
o~ ! are bijections, so for instance o maps the fresh events introduced by o to EvUsed’ and o'
maps EvUsed’ to the fresh events introduced by o.)

By using the property D g,used, Psnu : Q, D, BvUsed Lp Q', D', FvUsed’ with the context
o~ H(C'[C]]]), we get for all attackers A € BB and for any distinguishers Dy € D_ g, ysea’ U{ Dialse }
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that runs in time ¢tp, and D; disjunction of events in Dsyy:

Pri[oc~1C"[e~'C[Q]] : (Do V Dy V D)) A =NonUniqueg, p, \ p)]
<Prio~'C"[e7'C[Q]] : (Do V D1V D')) A =NonUniqueg, ] + p(A, 0 (C'[C[]]), tp,)
(3)

Let D) € D_ygyusea’ U {Dialse} that runs in time at most ¢p,, Let D} be a disjunction of events
in 6Dsny U Dy We can write D} under the form D} = D) V D where D is a disjunction of
events in 6Dsyy and Dj is a disjunction of events in Dgy,.

By applying to Do = (DjooV Dioo)A —NonUnique, 16 p;
EvUsed', and to Dy = D) o o, we get for all A € BB

which uses events not in

Pra[c™1C' [0~ C[Q]] : (Dhyoo Vv Dyoo)A —NonUnique,-1¢ pro) V Dy 00V D))
A =NonUniqueg /oy o]
<Prio o tC[Q]]) : (DhooV Dyoo)A —\NonUniqueU_laDéOU) V DyooV D)
A =NonUniquegy: pyoqvpr] + (A, o H(C'[C[) toy)

since Dy can be implemented to run in the same time as D{. By applying o, we have for all

A e BB
PrA[C’[CloQ]] : (D) Vv Db) A —NonUnique¢, p,) V Dy V D o aTA —NonUnique, ¢ p;vpos-1]
< Pr[C’[CloQ]] : (DG V Dj) A ~NonUniqueg p;) V Dy v D' o0 ™t))

A _‘NonuniqueoQ’,Dé\/D’oa_l} +p(A?0-_1(C/[CH])’tD())
Since the events of C' are in EvUsed™, the events of NonUniquecﬁDé are disjoint from those
in (DyV Doo 1), so (=NonUniqueg ;) V (D3 V D o ot = —NonUniquec, p, and similarly
(=NonUniquec, p,) V (D5 V D' o o )= —NonUniquec, p;. So we have for all A € BB

PrA[C’[CloQ]] : (D) vV Dy v Dy Doo b)) A —NonUnique¢, p, A =NonUnique, ¢ p;\ pos-1]
A1 m . / / / / —1 .
< Pri[C[CloQ]] : (Do vV D5 vV Dy vV D" oo™")) A =NonUniquec,
A =NonUnique, ¢ p;vpros—1] + P(A, Fattedtelii} tpy)

that is
PrA[C’[CloQ]) : (D) vV D, VDoo 1)) A —NonUniquec (), p7vpoo—1]
< Pr[C'[CloQ]] : (D) Vv D} v D' o ) A —NonUniquec(y0/), p1vDros—1
+p(A, 0" (C[C1), tpy)
Properties [ and [6f Obvious. O

When CryptoVerif transforms a game G into a game G, in most cases, we have G ~Y€

G’, where p is the probability difference coming from the transformation, and computed by
CryptoVerif, which implies D, Dsyy : G, D, EvUsed Lp G', D, EvUsed, for all D, Dsny, D such
that event(D) N EvUsed C &, Dsny C &, event(D) C £ by Lemma Property However,
there are exceptions to this situation:
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e transformations that exploit the uniqueness of find[unique,] or get[unique, ], which are valid
only when event e is not executed. These events are taken into account by NonUniqueg, p.

e transformations that insert events using Shoup’s lemma. This is the case of the transfor-
mations insert_event (see Section [5.1.12)) and insert (see Section[5.1.13)). In this case, we

have D, Dsny : G, Diaise, FvUsed Lp G’ e, EvUsed U {e} where e is the introduced event.

The addition of Shoup events may also be combined with the cryptographic transformation
of Section for example for specifying the decisional Diffie-Hellman assumption. In
general, the cryptographic axioms are of the form

D—\EstedR»@ : Lan31867® —p R;DRa EstedR

where L does not contain events, Dr = \/{e | event_abort e occurs in R} and FvUsedr =
{e that occur in R} (both event_abort e and [unique,]). By Lemma 20} Property [4 we infer

Do BvUsedrs Dsnu @ C[L], Diaise, FvUsed Lp/ C[oR],Droc™ !, EvUsed UoEvUsedr

where o is a renaming of the events in FvUsed to events not in FvUsed, C' is a context
acceptable for L and R such that the events that occur in C are in EvUsed, Dsyy is a set
of Shoup and non-unique events in EvUsed, p'(A,C’,tp,) = p(A, o= (C'[C[]]),tD,), and
V C var(C).

Distinguishers in D, gysed, include distinguishers that use events in FvUsed, in particular
distinguishers for correspondences in G, as well as distinguishers in D (gyUseduo EvUsedr)
used for secrecy and indistinguishability.

¢ transformations that prove the absence of some events (up to some probability). For such

transformations, we have D, Dsny : G, e, EvUsed Lp G, Dtase, FvUsed where p is an upper
bound of the probability of event e in G. For Shoup events, this generally happens when G
does not contain e and p(A, C,tp,) = 0. For non-unique events, p is the probability that
the find[unique,] or get[unique, ] yields several possible choices; after this step, the event e
is in NonUniques p, so we can exploit uniqueness of find[unique,] or get[unique,].

That is why, in general, when CryptoVerif transforms a game G into a game G’, we have D, Dsyy :
G, D, EvUsed LI, G', D', EvUsed'.

There are still transformations that do not fit in this framework (guess and guess_branch,
because they multiply probabilities, as shown in Sections [5.1.17] [5.1.18, and [5.1.19} success
simplify because it needs to compensate probabilities of traces that execute S with those that
execute S to show soundness for secrecy, as shown in Section .

2.8.1 Secrecy
Let us now define the secrecy properties that are proved by CryptoVerif.

Definition 7 ((One-session) secrecy) Let @@ be an oracle definition, x a variable, and V a
set of variables. Let

Ql—ses.secn(x) = OsO() =b (E bool; return ()7
(Os(uy = [L,n1], - oyt 2 [1,n4y,]) :=if defined(z]uq, ..., un]) then

if b then return (z[uy,...,un]) else y & T:return (y)
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| OL(b : bool) := if b =1 then event_abort S else event_abort S)

Qsecrecy(z) = Os0() :=b vid bool; return ();

(foreach iy < ng do Ogfis](ur : [1,m1], .-, um : [1,nn]) =

if defined(z[uq,...,uy]) then

if b then return (xfug, ..., u,]) else

find ul, = i, < n, suchthat defined(y[i’], u1[i%], ..., um[ii]) A

wril] = ur Ao A up[it] = up,

then return (y[u’])

else y & T;return (y)
| OL(b : bool) := if b =1 then event_abort S else event_abort S)

where Oy, 0,5, 0% ¢ 10(Q), uy,...,um,ul,y,b,b ¢ var(Q) UV, S, S do not occur in Q, and
Ex)=[1,m]x...x[L,ny] —>T.

Let sp be 1-ses.secr.(z) (one-session secrecy of x) or Secrecy(z) (secrecy of x). The events
used by sp are S and S. Let Cy, = [] | Qsp-

Let C be an evaluation context acceptable for Cs,[Q] with public variables V' (x ¢ V') that
does not contain the events used by sp, and A € BB be an attacker. The advantage of the
adversary A, C' against sp in process @ is

AV (A, C) = Pri[C[Cy, Q)] : S — Pri[C[Cy,[Q)] : 5]

The process @ satisfies sp with public variables V (z ¢ V') up to probability p when, for all
attackers A € BB, for all evaluation contexts C' acceptable for C,[Q] with public variables V
that do not contain the events used by sp, Advg(.A, C) <p(A Q).

Intuitively, when @ satisfies sp, the adversary cannot guess the random bit b, that is, it cannot
distinguish whether the test oracle @, returns the value of the secret (b = true) or a random
number (b = false).

For one-session secrecy, the adversary performs a single test query, modeled by Q1_ses secr.(x)-
In more detail, in Q1_ses secr. (), We choose a random bit b; the adversary queries oracle Os with the
indices (u1,...,uy,) to perform a test query on z[uy, ..., uy,]: if b = true, the test query returns
xug, ..., uy); if b = false, it returns a random value y. Finally, the adversary should guess the
bit b: it calls oracle O with its guess b’ and, if the guess is correct, then event S is executed, and
otherwise, event S is executed. The probability of getting some information on the secret is the
difference between the probability of S and the probability of S. (When the adversary always
calls oracle 0, we have Pr[C[C,,[Q]] : S| = 1 — PrA[C[C4,[Q]] : S], so the advantage of the
adversary is Advg) (A4, C) = Pr[C[Cy,[Q]] : S] — Pr[C[Cy,[Q]] : §] = 2Pr*[C[C,,[Q]] : S] - 1,
which is a more standard formula. By flipping a coin, the adversary can execute events S and S
with the same probability, that is why the probability that the adversary really guesses b is the
difference between the probability of these two events. We need not take the absolute value of
Pr[C[C,,[Q]] : S] — PrA[C[C,, Q)] : S] because, when it is negative, we can obtain the opposite,
positive value by considering an adversary that calls O, with the guess =’ instead of ¥'.)

For secrecy, the adversary can perform several test queries, modeled by Qsecrecy(z)- This
corresponds to the “real-or-random” definition of security [4]. (As shown in [4], this notion is
stronger than the more standard approach in which the adversary can perform a single test
query and some reveal queries, which always reveal z[uy, ..., u;].) The replication bound ng in
Qsecrecy(z) 18 chosen large enough so that it does not prevent oracle calls that would otherwise
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occur, so ng does not actually limit the number of test queries. When we return a random value
(b = false) and several tests queries are performed on the same indices u1, . .., u;,, we must return
the same random value. That is why, in this case, we look for previous test queries (find /.. .)
and return the previous value of y in case a previous test query was performed with the same
indices. For different indices wuq,...,u,,, the returned random values are independent of each
other, so the secrecy of = requires that the cells of array = are indistinguishable from independent
random values. In contrast, the one-session secrecy of x only requires that all array cells of x are
indistinguishable from random values, not that they are independent of each other.

By Invariant [3] the variables defined in conditions of find and in patterns and in conditions
of get have no array accesses. Therefore, the definition above applies only to variables x that are
not defined in conditions of find nor in patterns nor in conditions of get.

Lemma 21 Let sp be 1-ses.secr.(x) or Secrecy(z).

If Q satisfies sp with public variables V' up to probability p and C' is an acceptable evaluation
context for Q with public variables V', then for all V' C V Uvar(C), C[Q)] satisfies sp with public
variables V' up to probability p’ such that p'(A,C") = p(A,C’'[C]).

If Q z]‘g/u{l'}’g Q' and Q satisfies sp with public variables V up to probability p’, then Q'
satisfies sp with public variables V up to probability p”’ such that p"”(A,C) = p'(A,C) + 2 x
p(A7 C[CS:DHL ts).

Proof Suppose that @ satisfies sp with public variables V' (z ¢ V), A € BB is an attacker
and C' is an acceptable evaluation context for @ with public variables V. Let V' C V U var(C).
Choose oracles Oy, Oy, O, variables uy, . . ., Uy, u%, y,b, b, and events S, S such that they do not
occur in C[Q]. Let C’ be an acceptable evaluation context for Cs,[C[Q]] with public variables
V' that does not contain S nor S. Then we have

sp
Ade[Q

(A, C") = Pri[C'[Cy, [C[Q]]] : S] — Pri[C'[Cyp [CIQ]]] : S
= Pri[C'[C[C, Q)] : S] — Pr[C’[C[Cy, [Q)]] : S]

< p(A,C'[C])

We can commute the contexts C' and C, because the context C' does not bind the oracles of
Qsp. The context C'[C] is an acceptable evaluation context for Cs,[@Q] with public variables V
that does not contain S nor S: there is no common table between C' and @, and between ¢’ and
Csp[C1Q]], so a fortiori between C’ and @ and Qy, does not use tables, so there is no common
table between C’[C] and C,[Q)]; moreover

var(C'[C]) Nvar(Cs, [Q])

(var(C") 1 var(Cp [Q])) Uvar(C)) 1 var(Cp Q)

(V' Uvar(C)) Nnvar(Cs, [Q)) since var(C") Nvar(C,, [C[Q]]) C V’

(V Uvar(C)) Nvar(Cy [Q]) since V' C V Uvar(C)
since var(C') Nvar(Q) C V and var(C) Nvar(Qsp) = 0

-
-
cVv

Suppose that Q ~ NVU{I} € Q' and Q satisfies sp with public variables V up to probability p’.
Let A € BB be an attacker. Let C be an acceptable evaluation context for Cs,[Q’] with public
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variables V that does not contain S nor S.
Adv (A, C) = Pri[C[Cy,[Q']] : S| — Pr[CC,, [Q) - S
< PrA(C[C,[Q]] : S| - PrA[CIC,[Q)) : ] +
| PrA[C[C, Q) : S] = Pr[C[C4 Q)] : S]] +
| PrA[C[C[Q]] : §] = Pri[ClCy,[Q] : S|
<P (A C) +2x p(A ClCy[]], ts)

since ts = tc. Indeed, by renaming the variables and tables of C' that do not appear in Q" to
variables and tables that also do not occur in @, C is also an acceptable evaluation context for
Cs,[Q] with public variables V. Furthermore, by Property @ this renaming does not change the
probabilities. O

2.8.2 Secrecy for a Bit

Definition 8 (Bit secrecy) Let @ be a process, © a boolean variable defined under no repli-
cation, and V a set of variables. Let

Qbit secr.(z) = O (V' : bool) := if defined(z) then if z = b’ then event_abort S else event_abort S

where O” ¢ fo(Q), V' ¢ var(Q) UV, S, S do not occur in @, and &£(z) = bool.
Let sp be bit secr.(x) (bit secrecy of x). The events used by sp are S and S. Let Csp =[] | Qsp-
The definitions of Advg (A, C) and “Q satisfies sp” are as in Definition

Intuitively, when @ satisfies sp, the adversary cannot guess the boolean z, that is, it cannot
distinguish whether x = true or x = false. The adversary performs a single test query, modeled
by Qbit secr.(z)- This definition is simpler than the definition of (one-session) secrecy for x, because
we do not introduce an additional random bit b.

By Invariant |3] the variables defined in conditions of find and in patterns and in conditions
of get have no array accesses. Therefore, the definition above applies only to variables x that are
not defined in conditions of find nor in patterns nor in conditions of get.

Lemma [21] is also valid when sp = bit secr.(z), with the same statement and proof.

Lemma 22 If by is a boolean variable defined under no replication and ) preserves the one-
session secrecy of by with public variables V' up to probability p, then Q preserves the bit secrecy
of by with public variables V' up to probability 2p.

Proof Let A € BB be an attacker. Let C be any acceptable evaluation context for @ |
Qbit secr.(vo) With public variables V. Let

C'=C[.| Oy : bool) :=let () = Os0() in let by : bool = O() in let () = OL(bj, = by) in yield] .

We execute C'[Q | Q1-ses.secr.(bo)] With attacker A.
When b6 = bo (C[Q ‘ Qbit secr.(bo)} executes S)v

e if b = true (probability 1/2), then b{ = bg, so ' = (b, = bj) = true and S is executed with
probability 1/2

e if b = false (probability 1/2), then bf is random, so

— by = b)), with probability 1/4, so b’ = (b}, = bjj) = true and S is executed;
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— by = —bj, with probability 1/4, so b’ = (b, = bfj) = false and S is executed.
When by = —by (C[Q | Qbit secr. ()] €XeCUtES S),

e if b = true (probability 1/2), then bj] = by, so V' is false and S is executed with probability
1/2;

e if b = false (probability 1/2), then b{ is random, so

— bl = b)) with probability 1/4, so b’ = true and S is executed;
— by = —bj, with probability 1/4, so b’ = false and S is executed.

So
’ 3 1 _
PI'A[C [Q | Ql-ses.secr.(bo)} : S] = Z PI‘A[C[Q ‘ Qbit secrA(bo)} : S] + Z PI‘A[C[Q | Qbit secr.(bo)] : S]
/ a1 3 _
PI‘A[C [Q | Ql-ses.secr.(bo)} : S] = Z PI‘A[C[Q ‘ Qbit secr.(bo)} : S] + Z PI‘A[C[Q | Qbit secr.(bo)] : S]

Finally, we obtain

PrA[OI[Q | Ql-ses,secr.(bo)] : S] - PYA[C/[Q | Ql-ses,secr.(bo)] g]

= %(PYA[C[Q | Qbit secr.(bo)] : S| — Pr[C[Q | Quie secr.(bo)) © 9))

S0 PI‘A[C[Q | Qbit secr.(bo)] : S],_ PI"A[C[Q ‘ Qbit secr.(bo)] : §] = 2(PrA [CI[Q ‘ Ql—ses.secr.(bo)] :
S]— PrA[C”[Q | Q1-ses.secr.(bo)] = S]) < 2p(A,C") = 2p(A, C), neglecting the additional runtime of
C’. O

Intuitively, the factor 2 is necessary, because in the definition of one-session secrecy, even if
the adversary knows the secret bit by perfectly, it will not be able to distinguish by from the
random bit y in half of the cases, because by and y have the same value.

In the rest of Section [2.8.2] we consider a process

Q = O() := by & bool; return (); Q’

and let Qp = Q'{true/by} and Qg = Q'{false/by}, so that Q chooses a random bit by and runs
as @, when bg is true and as Qg when b is false. We assume that QQ;, and Qg never abort, that
is, they contain neither event_abort nor find[unique_]. Moreover, they do not use the variable by.
We have the following lemmas.

Lemma 23 We assume that attackers in BB can at least represent probabilistic Turing machines.
If Q preserves the bit secrecy of by with public variables V' up to probability p, then Qr %;/,’@ Qr
where p' (A, C,tp) = p(A+ C +tp,Cy) for some attacker A+ C +tp and context Cy such that
the attacker A+ C + tp with context Cy runs in time t4 + tc + tp and its other parameters

(replication bounds, lengths of bitstrings) are the same as for A plus C.

The processes @1, and Qr can execute different events without breaking the bit secrecy of
bg, because the adversary for the bit secrecy of by does not have access to the events executed
by @. Hence, Qr, %1‘)/, @ r would not hold in general.
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Proof Let A € BB be an attacker. Let C' be any acceptable evaluation context for @)y, and
Qg with public variables V', and D a distinguisher such that event(D) Nevent(Qr, Qr) = (. Let
O and O be oracles that C' does not use.

Let A’ be an attacker that calls oracle O, runs A and C but stores events executed by C
in its internal state instead of actually executing events, computes D on the stored sequence
of events executed by C, stores the result in b)), and calls O (b). Such an attacker A’ exists
because attackers in BB can at least represent probabilistic Turing machines. However, this
attacker needs to be able to access the public variables in V. To this end, given a variable
x € V with type @ : [1,nq] X -+ X [1,n,,] = T, we define the oracle definition @, = foreach i <

ndo Oy(uy : [1,n1], ... Um ¢ [1,ny]) := if defined(z[uq, ..., un]) then return (xfuy, ..., uy]), with
n large enough so that it does not limit the number of queries that the attacker makes. Given a
set of public variables V' = {v1,..., v}, we then define the context Cy = Qy, | ... | Qu,, | []-

Whenever A’ executes a part of C that depends on some public variable, it uses the corresponding
oracle to obtain the values inside the array. With such a construction, and without going into
any formal details, the runtime of t4 + t¢ + tp is roughly equal to the runtime of t4 + tc,, .
To formalize this statement, some care would need to be taken on how A’ can simulate the find
constructs of C' by going through the full array by making many queries to oracles in Cy .

When by is true, Q | Qpit secr.(z) run with attacker A’ and context Cy stores in by, the result of
C[Qr] : D run with attacker A. When b)) = true, S is executed. When b}, = false, S is executed.
So

PrA/ [CV [Q | Qbit secr.(m)] : S/bO = true] = PrA[C[QL] : D]
Pr [Cv[Q | Qbit seer.(x)] : /b0 = true] = 1 — PrA[C[Qy] : D

When by is false, @ | Qpit secr.(») TUn With attacker A" and context Cy stores in by the result of

C[QRg] : D run with attacker A. When b)) = true, S is executed. When b, = false, S is executed.
So

Pr [Ov[Q | Qbit secr.(a)] 1 S/bo = false] = 1 — PrA[C[Qg] : D]
PI“A/ [CV [Q ‘ Qbit secr.(m)] : §/bO = false] = PI‘A[C[QR] : D]

Finally, we obtain

PrA/ [CV [Q ‘ Qbit secrA(ac)] : S] - PrA/ [CV [Q ‘ Qbit secrA(ac)] : g]

= %(Pr[O[QL] : D] +1—Pri[C[Qr] : D] — (1 — Pri[C[Q.] : D]) — PrA[C[Qr] : D))

= Pr[C[Q1] : D] — Pr[C[Qg] : D]

S0 PrALC[QL] : D] — Pr[C[Qr] : D] < p/(A,C,tp). By negating the bit bj), we swap the events

S and S without changing the probability, so Prt[C[Qg] : D] — Pri[C[Qy] : D] < p/(A,C,tp).
Therefore, |Pr’4[C[QL] : D] — PrA[C[QR] : D]| <p'(A,C,tp). So Qr, %;/,’@ Qr. O

Lemma is the main motivation for the notion of secrecy for a bit: it allows proving
indistinguishability between two processes by showing secrecy of bit by. Using this notion instead
of one-session secrecy of by avoids losing a factor 2, as shown by Lemma

We use this idea to encode the diff construct originally introduced in ProVerif [30]: given
a process Q1 that contains terms diff[M, M’] and processes diff [P, P'], we define fst(Q1) as Q1
with diff[M, M’] replaced with M and snd(Q1) as @1 with diff[M, M'] replaced with M’, and
similarly for diff[P, P’]; the goal is to show that fst(Q) %Xvw snd(Q1) for some p and determine
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p. In order to do that, we define Q' as @Q; with diff[M, M’] replaced with if_fun(by, M, M’)
when M and M’ are simple and with if by then M else M’ otherwiseﬂ diff [P, P’] replaced with

if by then P else P’, and Q = O() := by ¥i2 bool; return (); Q'. We have Qr, = Q'{true/bp} mé/’@
fst(@1) and Qr = Q' {false/bg} ~ NV,@ snd(Q1), so by Lemma if Q preserves the bit secrecy of

by with public variables V' up to probablhty p, then fst(Q1) =~ snd(Ql) where p'(A,C,tp) =
(.A +C+tp, Cv)

Lemma 24 If Q, %1\)/,0) Qr then Q %;//L;{b(]}’m O() :=bo vid bool; return (); Qg.

Proof Let A € BB be an attacker. Let C be an evaluation context acceptable for @) and
O() :=bgy & bool; return (); Qr with public variables V U{by} and D be a distinguisher. We have

|PrA[C[Q] : D] — PrA[C[O() := by & bool; return (); Q] : D)

%| PrA[C[Q] : D/by = true] — PrA[C[O() := by & bool; return (); Qg| : D/bg = true|
+ 7| PrA[C[Q] : D/bo = false] — Pra[C[O() := by & bool; return (); Q] : D/by = false]|
< 1| PrA[C[O() := let by = true in return (); Q] : D]

— PrA[C[O() := let by = true in return (); Q] : D]|
< JP(A.C.tp)

Indeed, PrA[C[O() := let by = true in return ();Qz] : D] = Pr[C”[Q;] : D] (and similarly for

Qr), where C" = C[newOracle O'; (F, 5.6/ | newOracle O; (O() := let by = true in return (); Fo. o) |

[1)], O are the oracles at the root of Q7 and Qg (they are not used elsewhere by Invariant ﬁ), o’
are fresh oracles corresponding to oracles in O, and F; 3 5 forwards all oracle calls on an oracle

in O’ to the correspondmg oracle in O with the same rephcatlon bounds as in @ L and Qg. (All
calls to oracles in O are forwarded to oracles in O’ and then back to oracles in O provided the
code O() := let by = true in return () has already been executed. That prevents executing Qp, or
Qr before O() := let by = true in return ().) By Property [6 replacing C” with C as argument of
p(C,tp) does not affect the probability. (We neglect the additional runtime of C".) O

Lemma [25] is the converse of Lemma

Lemma 25 If Q =~ V(D @R, then Q preserves the bit secrecy of by with public variables V' up to
probability p' where p (A C) = p(A, C[Chit secr.(b)]> ts)-

Proof If Qg R:X’@ @R, then by Lemma Q m;//é{b‘)}’m O() := by pia bool; return (); Qr.

Moreover, O() := by & bool; return (); Qg preserves the bit secrecy of by with public variables V
up to probability 0. (Since Qg does not use by, the variable b’ in Qpit secr.(5,) is independent of
bo, so a trace that executes S corresponds to a trace of the same probability and that executes

S by changing the value of by, so PrA[C'[O() = by ¥id bool;return (); Qr | Qbit secr.(bo)] : S| =

Lif_fun(bg, M, M') differs from if by then M else M’ in that it evaluates both M and M’. Since diff[M, M’]
evaluates either M or M’ but not both, we translate it into if bg then M else M’ when the evaluation of M or
M’ may modify the semantic state, e.g. by executing an event or by defining a variable. The evaluation of simple
terms does not modify the semantic state.

Inria



Crypto Verif: a Computationally-Sound Security Protocol Verifier 73

PrA[C'[O() = by ¥id bool;return (); Qr | Qbit secr.(bo)] S].) So by Lemma (version for bit
secrecy), @ preserves the bit secrecy of by with public variables V' up to probability p’. |

Lemma [26] provides a converse of Lemma [22] when @ has the particular form given above.
There is no probability loss in this case.

Lemma 26 We assume that attackers in B3 can at least represent probabilistic Turing machines.
If Q preserves the bit secrecy of by with public variables V' up to probability p, then Q preserves
the one-session secrecy of by with public variables V' up to probability p.

Proof If @ preserves the bit secrecy of by with public variables V' up to probability p, then by

bo},
Lemma Qr %;/,’@ Qr where p'(A,C tp) = p(A+ C +tp,Cy). By Lemma Q z;/,% o}.0
O() := b vid bool; return (); Qr-

Moreover, O() := by & bool; return (); Qg preserves the one-session secrecy of by with public
variables V' up to probability 0. Indeed, since Qg does not use by, by can in fact be chosen in the
test query in Q1_ses.secr.(bo), 5O that test query always returns a random boolean, independently
of the value of the variable b of Q1 sessecr.(by)- Therefore, the variable b’ is independent of b,
so a trace that executes S corresponds to a trace of the same probability and that executes S
by changing the value of b, so PrA[C[O() = by & bool;return (); Qr | Qises.secr.(bo)] @ S] =

R _
PI"'A[O[O() := bg < bool;return (); Qr | Ql-ses.secr.(bo)} 0 S).

So by Lemma (version for one-session secrecy), () preserves the one-session secrecy of by
with public variables V' up to probability p” such that p” (A, C) = p'(A, C[Clses.secr.(bo)]s ts) =
P(A + C[C1ges secr.(by)] + ts, Cv) which is about p(A, C') by Property |§|, neglecting the additional
runtime of the context. O

2.8.3 Correspondences

In this section, we define non-injective and injective correspondences.

Non-injective Correspondences A non-injective correspondence is a property of the form
“if some events have been executed, then some other events have been executed at least once”.

Here, we generalize these correspondences to implications between logical formulas ¥ = ¢, which
may contain events. We use the following logical formulas:

¢ = formula
M term
event(e(Ma, ..., My)) event
1 N\ P2 conjunction
d1V P disjunction
Terms M, My, ..., M,, in formulas must contain only variables x without array indices and

function applications, and their variables are assumed to be distinct from variables of processes.
Formulas denoted by v are conjunctions of events. In a correspondence 1) = ¢, the variables
of 1 are universally quantified; those of ¢ that do not occur in 1 are existentially quantified.
Formally:

Definition 9 The semantics of the correspondence Vz : T:, Y= Jy: Tv’iqb, also written  : T, e
T';1 = ¢ in a less explicit syntax, is [V : T;¢ = Jy: T 9] = [ : T,y : T';¢9 = ¢ = Va €

T,(y = 3y € T, $), where ¥ = var(¢)) and § = var(¢) \ var(1)).
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The formula M holds when M evaluates to true. The formula event(e(My,..., M,)) holds
when the event e(Mj, ..., M,) has been executed. Conjunction, disjunction, implication, exis-
tential and universal quantifications are defined as usual. More formally, we write p, v - ¢ when
the sequence of events &v satisfies the formula ¢, in the environment p that maps variables to
their values. We define p, v F ¢ as follows:

p,&v F M if and only if p, M |} true
p,Ev - event(e(My, ..., My,)) if and only if
for all j <m, p, M; || a; and e(ay,...,an) € &v
p,Ev 1 A o if and only if p,Ev F 1 and p, Ev - oo
p,Ev F @1V g if and only if p,Ev - 1 or p,Ev F o
p, v 1 = gy if and only if p, Ev - 1 implies p, Ev - @2
p,&v 3z € T, ¢ if and only if there exists a € T such that plz — a],Ev F ¢
p,Ev = Vx € T, ¢ if and only if for every a € T, we have plx — a],&v F ¢

When ¢ is a closed formula, we write & F ¢ for p, v - ¢ where p is the empty function.
Definition 10 The sequence of events &v satisfies the correspondence ¢ if and only if &v - .

Definition 11 We define a distinguisher D(&v) = true if and only if v F ¢, and we denote this
distinguisher D simply by .

The advantage of the adversary A, C against the correspondence ¢ in process () is Advg (A,
C) = Pr[C[Q] : —], where C is an evaluation context acceptable for @ with any public variables
that does not contain events used by .

The process @ satisfies the correspondence ¢ with public variables V' up to probability p if
and only if for all evaluation contexts C' acceptable for @@ with public variables V' that do not
contain events used by ¢ and all A € BB, Advj,(A,C) < p(A, C).

When sp is a correspondence ¢, we define C,, = [] and the events used by sp are the events
that occur in the formula . Therefore, the definition of “Q) satisfies the correspondence ¢”
matches the definition of “Q satisfies sp” given in Definition

A process satisfies ¢ up to probability p when the probability that it generates a sequence of
events v that does not satisfy ¢ is at most p(A, C), in the presence of an adversary represented
by the attacker A and the context C.

Example 2 The semantics of the correspondence
Va : pkey,y : host, z : nonce;event(ep(x,y, z)) = event(ea(x,y, z)) (4)
is
Va € pkey,Vy € host,Vz € nonce,event(ep(x,y, z)) = event(ea(x,y, 2)) (5)

It means that, with overwhelming probability, for all x, y, z, if eg(z, y, z) has been executed, then
ea(x,y, z) has been executed.
The semantics of the correspondence

Va : T;event(er(x)) A event(ez(x)) =
Jy : T';event(ez(x)) V (event(eq(x,y)) A event(es(z,y)))
Va € T,event(er(x)) A event(ez(z)) =

Jy € T',event(e3(x)) V (event(es(z,y)) A event(es(z,y)))
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It means that, with overwhelming probability, for all z, if e;(z) and es(x) have been executed,
then ez(x) has been executed or there exists y such that both e4(z,y) and e5(x,y) have been
executed.

Injective Correspondences Injective correspondences are properties of the form “if some
event has been executed n times, then some other events have been executed at least n times”.
In order to model them in our logical formulas, we extend the grammar of formulas ¢ with
injective events inj-event(e(Mj, ..., M,,)). The formula v is a conjunction of (injective or non-
injective) events. The conditions on the number of executions of events apply only to injective
events.

The definition of formula satisfaction is also extended, to be able to indicate at which step an
event has been executed (that is, at which index it appears in &v): event(e(M))@Q7 means that
event e(M) has been executed at step 7. Formally:

p, v Fevent(e(My, ..., My,))@QM, if and only if
for all j <m, p,M; | a;, ap # L, and e(a1,...,am) = Ev(ag)

With this definition, we have:

Definition 12 The semantics of the correspondence Vz : Tﬂ/) = Jy : T’ ; ¢, also written T :
T,9:T';%¢ = ¢ in a less explicit syntax, is

[[V.%:Tv;zbéﬂngl;@]:ﬂf:f7§:f/;w:>¢]]zﬂfl,...,fkENmXH%%NU{L},
Inj(I, f1) A--- Anj(L, fr) AVTL, ...t ENVEE T, (W™ = Fge T, ¢7),

where = var(y), y = var(¢) \ var(¥), v = Fi A« ANFy, 7 = F[T N NFJ, FT =
event(e(]\A/[/))@Tj it F; = event(e(M)) or F; = inj—event(e(]Tj)), I={j|F; =inj-event(...)}, ¢~
is obtained from ¢ by replacing each injective event inj-event(e(M)) with event(e(M))Qf; (1,
...,Tm,Z) using a distinct function f; for each injective event in ¢7, and Inj(Z, f) if and only if

Fry e Ty @) = [T T £ L=V el,n :TJ/-.

In 97 and ¢7, events are labeled with their associated execution step, 7; for the events in
Y7 and f;(71,...,Tm,T) for the injective events in ¢”. Therefore, the functions f; map the
execution steps of events in ¢, 7, ..., T, and the values of the variables in v, T, to the
associated execution steps of injective events in ¢. (The result L corresponds to the case in
which the event in ¢ is not executed: in case of disjunctions, not all events in ¢ are required
to be executed.) The correspondence is injective when these functions f; are injective in their
arguments that correspond to injective events in . The indices of injective events in 1 are
collected in the set I, and injectivity is guaranteed by Inj(I, f;), which means that, ignoring the
result L, f; is injective in its arguments of indices in 1.

Definition [11]is unchanged for injective correspondences.

Example 3 The semantics of the correspondence
Vo : pkey,y : host, z : nonce;inj-event(ep(x,y, z)) = inj-event(ea(z,y, 2)) (6)
is
3f € N x pkey x host x nonce — NU{L},Inj({1}, f) A
V1 € N,Vz € pkey,Vy € host,Vz € nonce, (7)
event(ep(z,y, 2))Qr = event(ea(z,y, 2))Qf (1,2, y, 2)
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It means that, with overwhelming probability, each execution of eg(z,y,2) corresponds to a

distinct execution of es(x,y,z). In this case, f is a function that maps the execution step 7

of eg(z,y,z) and the variables z, y, z to the execution step of es(z,y,z). (This step is never

L.) This function is injective in its first argument, the step 7, so if there are n executions

of eg(z,y,2), at steps 71, ..., T,, then there are at least n executions of e4(z,y, z), at steps

f(r,2z,9,2), ..., f(Tn,x,y, z) and these steps are distinct by injectivity of f in its first argument.
The semantics of the correspondence

Vz : T;event(er(z)) A inj-event(ea(x)) = Jy : T'; inj-event(ez(z)) V
(inj-event(eq(x, y)) A inj-event(es(z,y)))
is
f1, far f3 € N2 x T — NU{L},Inj({2}, f1) A Imj({2}, f2) A Inj({2}, f5) A
V71,72 € N,Va € T, event(eq(x))@Qr; A event(ez(z))Qry = Jy € T', event(e3(x))Qf1 (11, T2, ) V
(event(eq(z,y))Qfo (11, T2, z) A event(es(x, y))Qfs(T1, T2, z))

It means that, with overwhelming probability, for all z, if e;(x) has been executed, then each
execution of ey (z) corresponds to distinct executions of es(x) or to distinct executions of e4(x, y)
and e5(z,y). The functions f1, fa, and f3 map the execution steps 71 and 75 of e; and es and
the variable z to the execution steps of e3, e4, and e5 respectively. Ignoring the result 1, they
are injective in their second argument, which corresponds to the execution step of the injective
event es.

When no injective event occurs in Vz : T s = Ty - T’ ; ¢, Definition |12 reduces to the defi-
nition of non-injective correspondences: there are no functions f;, ¢™ = ¢, and event(e(M))@Qr

holds for some 7 if and only if event(e(ﬂ)) holds, so ¥™ holds for some 71, ..., 7, if and only if
 holds.

Well-formedness condition When we consider a correspondence VZ : f; Y= TJy: T ; ¢, with
T = var(y)) and y = var(¢) \ var(¢), we should have

Ve T NT e TVjeT ¢ =y{F/i} = ¢ = o{F )T} (8)

where I’ are fresh variables, and the equality of terms is the equality of their values, but dis-
junctions, conjunctions, and events are considered syntactically. This condition guarantees that,
given an execution of events in ¢, the formula to verify 3y € T', ¢” is uniquely determined. It
avoids pathological correspondences such as

Vz : T;event(e(f(x)) = event(e'(x)) 9)

with f(a) = f(b) = ¢, for which event(e(c)) corresponds to both event(e(f(a)) and event(e(f (b)),
so when event e(c) is executed, x can take both values a and b, so @ requires the execution
of events €’(a) and €'(b). An even more pathological case is when f(z) = ¢ for all z: in this
case, when event e(c) is executed, (9) requires the execution of event €’(z) for all z € T, which
is impossible when T is infinite. However, the condition allows the correspondence @ when f
is injective, so z is uniquely determined, and it also allows the correspondences

Vo : T;event(e(f(x)) = false (10)

and
Va : T;event(e(f(z)) = event(e'(f(x))) (11)
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for any function f: requires that event e(y) is never executed with y in the image of f, and
(11)) requires that €’(y) is executed when e(y) is executed with y in the image of f.
CryptoVerif displays a warning when it does not manage to prove the well-formedness con-

dition .
Property

Lemma 27 If Q) satisfies a correspondence ¢ with public variables V' up to probability p and C
is an acceptable evaluation context for Q with public variables V' that does not contain events
used in @, then for all V! C V Uvar(C), C[Q)] satisfies a correspondence ¢ with public variables
V' up to probability p’ such that p' (A, C") = p(A, C'[C)).

IfQ zl‘f’g @', Q satisfies a correspondence p with public variables V' up to probability p’, and
& contains all events in @, then Q' satisfies @ with public variables V up to probability p” such
that p"(A,C) =p'(A,C) +p(A,C,t,).

Proof Suppose that @ satisfies a correspondence ¢ with public variables V', A € BB is an
attacker, and C' is an acceptable evaluation context for () with public variables V' that does not
contain events used in ¢. Let V' C V Uvar(C). Let C’ be an evaluation context acceptable for
C[Q] with public variables V’ that does not contain events used by ¢. We rename the variables
of C’" not in V' so that they are not in V; by Property @ this renaming does not change the
probabilities. We have

AdvZ, (A, C') = PrA[C’[C[Q]]) : ] < p(A, C'[C))

because C'[C] is an evaluation context acceptable for @ with public variables V: there is no
common table between C and @, and between C’ and C[Q)], so a fortiori between C’ and @, so
there is no common table between C’'[C] and Q; moreover

var(C'[C]) Nvar(Q) = ((var( "YNvar(Q)) Uvar(C)) N var(Q)

C (V' Uvar(C)) Nvar(Q) since var(C’) Nvar(C[Q]) C V'
C (V Uvar(C)) Nnvar(Q) since V! C V Uvar(C)
cVv since var(C) Nvar(Q) CV

We also have vardef (C'[C[]])NV = (vardef(C")NV)U(vardef(C)NV') = @ since vardef (C)NV = ()
because C' is an acceptable evaluation context for  with public variables V" and vardef(C’)NV C
vardef(C") NV’ = () because we have renamed the variables of C’ not in V' so that they are not
in V and C’ is an acceptable evaluation context for C[Q] and with public variables V’.

Suppose that @ %X’S Q’, Q satisfies a correspondence ¢ with public variables V up to
probability p’, and £ contains all events in ¢. Let A € BB be an attacker. Let C be an
evaluation context acceptable for )" with public variables V' that does not contain events used
by ¢. We have

Advg, (A, C) = Pri[C[Q] : ~¢]
< PrA(ClQ] : ~¢] + |PrC[Q'] : =] — Pr[C[Q] : =]
<P (A C)+p(A Cty)

Indeed, by renaming the variables and tables of C' that do not appear in @’ to variables and
tables that also do not occur in @, C' is also an acceptable evaluation context for ) with public
variables V. Furthermore, by Property [f] this renaming does not change the probabilities. [
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Reachability secrecy Reachability secrecy aims to show that the adversary cannot compute
the secret value. This notion is standard in the symbolic model, but less common than the notion
of secrecy as “the adversary cannot distinguish the secret from a random value” (Section
in the computational model. It is still used, e.g. in the property of one-wayness or in the
computational Diffie-Hellman assumption.

This notion makes sense only when the secret value is of a large type. Otherwise, the adversary
would have a non-negligible probability of finding the secret value just by random guessing.

This notion is in fact encoded as a correspondence property. We distinguish two variants.
One-session reachability secrecy of = means that the adversary cannot compute any cell of array
x, even if it has access to the public variables in V. Reachability secrecy of & means that the
adversary cannot compute any cell of array x, even if it has access to the other cells of x and to
the public variables in V.

Definition 13 ((One-session) reachability secrecy) Let Q be a process, x a variable, and
V' a set of variables. Let

Q1-ses.reach.secr.(z) = foreach iy < ny do Oglig](z’ : Tyuy : [1,na], .00 um < [1,n0,]) ==

if defined(z[uy,...,un]) A2’ =x[uq,...,uy] then event adv_has x

QReach.secr.(z) = foreach i, < n, do O fiy](uy = [1,n4], ... up, = [1,n]) ==
if defined(x[u},...,u,,]) then
let reveal : bool = true in return (z[u},...,u,,])
| foreach iy < ny do Oslig](z’ : Tyuy : [L,ma], ...yt 2 [1,nn]) i=
find 7 < i, suchthat defined(reveal[i], u}[i],. .., ul,[i]) A
uii] = uy A+ Aul,li] = uy, then yield else
if defined(z[uy, ..., um]) A2’ = z[uy,. .., un] then event adv_has x
where Oy, O, ¢ f0(Q), «/',u1, ..., U, ul, ..., u,,, reveal ¢ var(Q) UV, adv_has_x does not occur

in @, and £(z) = [1,n1] x ... x [L,n,] = T.

The process Q satisfies one-session reachability secrecy of x with public variables V (z ¢ V)
up to probability p if and only if the process Q | Q1_ses.reach.secr.(z) Satisfies the correspondence
event(adv_has x) = false with public variables V' up to probability p.

The process @ satisfies reachability secrecy of x with public variables V' (x ¢ V) up to
probability p if and only if Q | Qreach.secr.(z) Satisfies the correspondence event(adv_has x) =- false
with public variables V' up to probability p.

The process (Q1_ses.reach.secr.(z) Waits for a call to oracle O,[i;] with a candidate value 2’ and
indices uy, ..., um. If z[ug,...,uy] is defined and equal to 2/, the adversary managed to com-
pute x[ui,...,um], hence to break one-session reachability secrecy. In this case, we execute
event adv_has_x, and our goal will be to bound the probability of this event, by showing the
correspondence event(adv_has_x) = false.

The process QReach.secr.(x) additionally provides a reveal query: by calling oracle O, [ir] with

indices u}, ..., u.,, the adversary can obtain the value of x[u],...,u,,] if it is defined. Obviously,
the adversary breaks reachability secrecy if it computes x[ug, ..., u,,| without having first made
a successful reveal query on the indices uq, ..., u,;,. The absence of such a reveal query is verified
by find i <4, ... before executing event adv_has_x.

The bounds on the number of queries (n;, n,.) are chosen large enough that they do not limit
the adversary.

Inria



Crypto Verif: a Computationally-Sound Security Protocol Verifier 79

2.8.4 Computation of Advantages

Definition 14 Let sp be a security property: sp is 1-ses.secr.(x), Secrecy(x), bit secr.(z), or a

trace property, represented by any distinguisher that does not use S, S, nor non-unique events.

(Trace properties include correspondences ¢, as well as true, the property that is always true.)

Let D be a disjunction of Shoup and non-unique events that does not contain S nor S. Let C be

an evaluation context acceptable for @@ with any public variables and A an attacker in BB.
When sp is a trace property, we define V;, = () and

Advo (A, C, sp, D) = Pra[C[Q] : (=sp V D) A —NonUniqueg, p] (12)
When sp is 1-ses.secr.(x), Secrecy(x), or bit secr.(x), we define V;, = {z} and
Advq (A, C, sp, D) = Pr[C[Q] : S vV D] — Pr*[C[Q] : S v NonUnique,, 1] (13)

We write Boundg(V, sp, D,p) when V,, C V and for all A € BB, for all evaluation contexts
C’ acceptable for Cy,[Q] with public variables V' \ V;, that does not contain events used by sp
or D nor non-unique events in @, we have Advg (A, C, sp, D) < p(A,C) for C = C’'[Cl]].

The events S and S are only executed by event_abort. In , we could write (SV D) A
—=NonUnique, p, instead of SV D, to be more similar to . That would be equivalent because
the game immediately aborts after executing S as well as events in D and in NonUniqueg, p, so
only one of these events is executed. In (I3)), we expect that C' = C’[Cy,[]] for some context C”.
This is what happens in the definition of Boundg(V, sp, D, p). In that definition, C' is a context
acceptable for @ with public variables V.

Lemma 28 1. In the initial game Q, let Dy = \/{e | [unique ] occurs in Q} = NonUnique,.
If Boundg(V, sp, Du,p), then Q satisfies property sp with public variables V' \ Vs, up to
probability p' where p'(A,C") = p(A, C'[Csp]]).

2. If D,Dsny : Q, D, EvUsed Lp Q', D', EvUsed’, the events S and S are not in EvUsed’,
Boundg/ (V. sp, D', p'), and
e cither sp is a trace property, —sp € D, and p"'(A,C) = p(A,C,t-s) +p'(A,C);
e or sp is l-ses.secr.(x), Secrecy(x), or bit secr.(z), {S,-S} C D, and p"(A,C) =
2p(A, Cts) +p'(A,C)
then Boundg(V, sp, D, p").
3. Let D and D' be disjunctions of Shoup and non-unique events that do not contain S norS.
o If sp is a trace property, Boundg(V,sp,D,p), and Boundg(V,true, D', p’), then we
have Boundg(V, sp, DV D', p+p').

o If sp is 1-ses.secr.(x), Secrecy(z), or bit secr.(x), Dy, = V{e | e occurs in D" and e
is a non-unique event}, Boundq(V, sp, D,p), Boundq(V,true, D', p’), and Boundg(V,
true, Dy, p"), then Boundg(V,sp, DV D',p+p’ +p").

4. If D,Dsny : Q, D, EvUsed L),; Q', D', EvUsed’, the distinguisher D" is a disjunction of
Shoup and non-unique events in EvUsed that does not contain S nor S, and Boundg(V,

true, D", p'), then D, Dsyy : Q, DV D", EvUsed Lpﬂ,/ Q', D', EvUsed'.
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Proof Property We have NonUniqueg p,, = Dtaise. Let A be an attacker in BB and C’ be
an evaluation context acceptable for Cy,[Q] with public variables V' \ V;, that does not contain
events used by sp, and C' = C’[Cp[]]. Since Boundg(V, sp, Dy, p), we have Advg (A, C, sp, Dy) <
p(A, Q).
o In case sp is a trace property, Advgy (A,C") = PrA[C’[Q] : —sp] < Pri[C’[Q] : —spV Dy| =
PrAC’[Cyp Q1] - msp V Dy = Advg(A, C'[Cop[]], s, Du).

o In case sp is 1-ses.secr.(x), Secrecy(z), or bit secr.(x), Advy) (A, C') = Pri[C'[C,, Q)] - S] -
PrA[C' [0 [Q)) : S] < Pri[C'[Cyp Q1] : SV Du] — PrA[C’[Cy Q)] : S] = Advg (A, C'[Cy 1],
sp, Du).

In both cases, Advg(A, C") < Advg(A,C'[Cspll], sp, Du) = Advg(A,C,sp,Dy) < p(A,C) =
p'(A,C"), so Q satisfies property sp with public variables V' \ Vj, up to probability p’.
Property [2} case sp is a trace property: Let A be an attacker in BB and C be an evaluation
context acceptable for ) with public variables V' that does not contain events used by sp nor
D nor non-unique events of Q. Let C’ be obtained by renaming the variables and tables of C

that do not occur in @ to variables and tables that also do not occur in @', and by renaming the
events of C so that they are not in FvUsed'. The context C’ is then acceptable for Q and Q' with

public variables V' and does not contain events in EvUsed’. Since D,Dsny : @, D, EvUsed Lp
Q', D', EvUsed' and —sp € D, we have by taking D; = Drajee,

Advg (A, C, sp, D) = Pri[C[Q] : (—sp V D) A —NonUniqueg, p]

=Pr[C’[Q] : (~sp V D) A =NonUnique,, )]

since the renaming of events does not affect the events of the distinguisher
< p(A, C' tog) + PrA[C'[Q'] : (—sp V D) A —NonUniqueg, /]
<p(A,C' togp) + Advg (A, C7, sp, D)
<p(A,C' togp) + D' (A, C) since Bound: (V, sp, D', p’)
<p(A,Citosp) + (A C)

since the renaming does not modify the probability formulas by Property [6]
<p"(A4,0)

so Boundg(V, sp, D, p").

Property [2| case sp is 1-ses.secr.(x), Secrecy(x), or bit secr.(x): Let A be an attacker in BB
and C’ be an evaluation context acceptable for Cy,[Q] with public variables V' \ Vj, that does
not contain S, S, events used by D, nor non-unique events of Q. Let C = C'[Cy,[]]. Let C”
be obtained by renaming the variables and tables of C that do not occur in ) to variables and
tables that also do not occur in @', and by renaming the events of C so that they are not in
EvUsed’. (The events S and S are left unchanged by this renaming; they are not in EvUsed'.)
The context C” is then acceptable for @ and Q" with public variables V' and does not contain
events in EvUsed’. Then we have

Advg (A, C, sp, D) = Pr[C[Q] : S v D] — Pr*[C[Q] : SV NonUnique,, p)]

= Pr[C”[Q] : SV D] — Pr*[C”[Q] : S V NonUnique, p]
since the renaming of events does not affect the events of the distinguisher

=PrA[C”[Q]: (SV D) A —NonUnique, p]
—Pr[C”[Q] : (S A —D) V NonUnique, p]
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since SV D is equivalent to (SV D) A —NonUnique, p and S is equivalent to S A —D: the game

aborts immediately after executing S, S, and the events in D and NonUniqueg, p, so only one of
them can be executed

=Pri[C”[Q] : (SV D) A —NonUniqueg p]
+Pr[C”[Q] : (=S V D) A —NonUnique, p] — 1
< PriC”[Q'] : (SV D) A —NonUniqueg, p/] + p(A, C”, ts)

+PrA[C”[Q'] : (-SV D) A —NonUniqueg: p/] + p(A, C"ts) —1
since =S can be implemented in the same time as S

< PriC”[Q'] : (SV D) A —NonUniqueg, p/] + p(A, C”, ts)
—PriC”[Q]: SA-D") v NonUniqueg, p/] 4+ p(A,C", ts)
< Pri[C"[Q]: SV D'] — Pr[C”[Q'] : SV NonUniqueyy 1] + 2p(A, C”, ts)

since SV D’ is also equivalent to (SV D’) A =NonUniqueg, , and S is also equivalent to S A =D’

< Advg (A, C", sp,D") + 2p(A,C" ts)

<p'(AC")+2p(A,C" ts) since Boundg/ (V, sp, D', p')
<p'(A,C) + 2p(A,C,ts)

since the renaming does not modify the probability formulas by Property [f]
S pl/(A7 C)

so Boundg(V, sp, D, p").

Property [3] case sp is a trace property: Let A be an attacker in BB and C be an evaluation
context acceptable for () with public variables V' that does not contain events used by sp, D,
D', nor non-unique events of Q. We have NonUniqueg, p = NonUniqueg A —=D. Therefore

Advo (A, C, sp, D) = Pra[C[Q] : (~sp V D) A —=NonUniqueg, p]
=Pri[C[Q] : (-sp V D) A —(NonUniqueg A =D)]
=Pri[C[Q] : (-sp V D) A (=NonUniqueg, vV D)]
=Pri[C[Q] : (—sp A —NonUniqueg,) V D]

In particular, Advg (A, C, true, D) = Pr[C[Q] : D]. Hence

Advq(A,C,sp,D Vv D') = PrA[C[Q] : (—sp A =NonUnique) V D V D]
< PrA[C[Q] : (—sp A —NonUniqueg) vV D] + Pri[C[Q] : D']
< Advg (A, C, sp, D) + Advg (A, C, true, D)
<p(A,C) +p'(A,C)
since Boundg(V, sp, D, p) and Boundg(V, true, D', p’). So Boundg(V, sp, DV D',p+p').

Property [3| case sp is 1-ses.secr.(x), Secrecy(x), or bit secr.(x): Let A be an attacker in BB
and C’ be an evaluation context acceptable for Cj,[Q] with public variables V' \ V, that does

not contain S, S, events used by D, D’, nor non-unique events of Q. Let C = C'[C,[]]. Since
NonUniqueg, , = NonUniqueg A =D, we have

Advg (A, C, sp, D) = Pr[C[Q] : S vV D] — Pr*[C[Q] : SV (NonUnique, A =D)]
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Hence

Advg(A,C,sp, DV D') =PrA[C[Q] : SV DV D]
— PrA[C[Q] : SV (NonUnique, A =D A ~D")]
< Pri[C[Q] : SV D] + Pri[C[Q] : D']
— Pr[C[Q] : SV (NonUniqueg, A ~D)] + Pr[C[Q] : Dy
< Advg(A,C,sp,D) + Advg(A, C, true, D') + Advg (A, C, true, Dy)
<p(A,C) +p'(A,C) +p"(AC)

since Boundg(V, sp, D, p), Boundg(V, true, D', p"), Boundg(V,true, Dy,,p"), and C is also an
evaluation context acceptable for @ with public variables V. So Boundg(V, sp, DV D', p+p'+p").

The inequality — Pr[C[Q] : SV (NonUniquey A—DA—-D')] < —Pri[C[Q] : SV (NonUniqueg A
-D)] + Pri[C[Q] : D] used above is justified as follows:

Pri[C[Q] : SV (NonUniqueg A =D))]
< Pr*[C[Q] : SV (NonUnique,, A =D A =D’) V (NonUnique, A D')]
< Pr*[C[Q] : SV (NonUniqueg, A =D A =D’)] + Pr*[C[Q] : NonUnique,, A D']
<Pri[C[Q]: SV (NonUniqueg A =D A =D")] + PrA[C[Q] : D)

Property |4t The distinguisher D vV D" is a disjunction of Shoup and non-unique events in
EvUsed. Let A be an attacker in BB and C be any evaluation context acceptable for () with
public variables V that does not contain events in EvUsed’. Let Dy € DU {Dtaise }- Let Dy be a
disjunction of events in Dsyy. We have

PI‘A[O[Q] S (DQ vV Dl VDV DN) A _‘NOnUniqUeQ7D1vaD//}

= Pr4[C[Q] : (Dy A =NonUnique) V D1 V D v D"
as in Property [3| case sp is a trace property

< Pr[C[Q] : (Do A =NonUnique,,) V D1 V D] + Pr[C[Q] : D]
< Pr[C[Q] : (Do V Dy V D) A —NonUniqueg p,p] + Advg(A, C, true, D”)
since Advg (A, C,true, D") = pr [C[Q] : D"] (see Property [3| case sp is a trace property)

< Pri[C[Q'] : (Do vV Dy Vv D') A =NonUniqueg, p,vp/] + p(A,C,tp,) +p' (A, C)

since Boundg(V, true, D", p’). (Note that the context C' does not contain events used by D" nor
non-unique events of Q.) O

This lemma allows one to bound the advantage of the adversary against secrecy and corre-
spondences. Property [I] is used in the initial game, to express the desired probability from
Boundg(V, sp, Dy, p). (Using the distinguisher Dy can also be understood by saying that we
consider that the adversary wins if some non-unique event is executed, that is, if a find or get
declared unique by the user actually has several possible choices. That allows the implemen-
tation to make any choice when a find[unique_] or get[unique,] has several possible choices: the
security proof remains valid. In particular, a find[unique,] or get[unique,] can be implemented
by always choosing the first found element.) Property [2[is used when a game @ is transformed
into a game Q' during the proof. It allows one to bound the probability in @ from a bound
in Q’. Property [3|is useful when distinct sequences of games are used for bounding the proba-
bilities of breaking sp and of D on one side and of D" on the other side. We bound these two
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[Q, V. Ested]

/p”, D/l,p// \

(@1 VA, spt, Dy, BoUsedy) -+ (Qy,Vy, 0}, Dy, BuUsed; ) - (Qu, Vi, spj, Di, EvUsed,)

(a) edge, source, and target nodes

[Q, V,sp', D, Ested]

(b) node and outgoing edges

Figure 15: Structure of a proof tree

probabilities by Boundq(V, sp, D, p) and Boundg(V, true, D', p’) separately, then obtain a bound
Boundg (V, sp, DV D', p"") by computing a sum. (When we deal with secrecy and Dy # Dtalse,
the probability of Dy, can be bounded by looking at the proof for D’.)

More formally, consider the following cases, using Lemma Property

e If we want to prove that Qg satisfies the correspondence ¢ with public variables V', then
we let sp = .

¢ If we want prove that @) satisfies the (one-session or bit) secrecy of x with public variables
V' (z ¢ V'), then we let sp be 1-ses.secr.(x), Secrecy(z), or bit secr.(z) and V =V’ U {z}.

In both cases, we show Boundg, (V, sp, Dy, p). The proof produced by CryptoVerif can be repre-
sented as a tree whose nodes are labeled with quintuples (Q,V, sp’, D, EvUsed) and whose edges
are labeled with triples (sp”, D", p"), where @ is the current game, V is the set of public vari-
ables, sp’ and sp” are either the initial property to prove sp or true, D and D" are disjunctions
of Shoup and non-unique events, FvUsed is the set of events used so far, and p” is a probability
formula. The edges have a single source node, but may have 0, 1, or several target nodes. We
associate to each node labeled with (Q,V, sp’, D, EvUsed) a property Boundg(V, sp’, D, p), and
to each edge labeled with (sp”, D" p") with source node labeled with (Q,V, sp’, D, EvUsed) a
property Boundg(V, sp”, D”,p’). CryptoVerif computes the probabilities p, p’ such that these
properties hold from the leaves of the tree to its root, as explained next.

The root of the tree is labeled with (Qo, V, sp, Dy, EvUsedy) such that EvUsedy is the set
containing the events used by correspondences to prove or that occur in Q.

When an edge labeled with (sp”, D", p”) has a source node labeled with (Q,V, _, _, FvUsed)
and target nodes labeled with (Qj,V;, sp}, Dj, EvUsed;) for j € {1,...,1} (Figure a)), the
bound associated to the edge can be computed from the bound associated to the target nodes by
the probability formula p” that labels the edge: if Boundg, (V;, sp}, D;, p;) for j € {1,...,1}, then
Boundg (V, sp”, D", p) where p(A,C) = p"(A,C,p1(C),...,pi(C)). This situation corresponds
to a game transformation that transforms game @ into games @; (j € {1,...,1}). We can
distinguish several cases depending on where the edge comes from:

RR n°® 9526



84

Bruno Blanchet, Charlie Jacomme

e For most game transformations, the edge has a single target node (I = 1), Vj = V|,

sp} = sp”, and the game transformation transforms @Q into @1 and satisfies Dy, :
Q, D", EvUsed X»p/ @1, D1, EvUsedy where Dy = {—sp”} when sp” is a trace property,
D1 = {S,—S} when sp” is 1-ses.secr.(z), Secrecy(x), or bit secr.(z), and D; = § when
sp”" = true. (During the building of the proof tree, we have D, Dsny : Q, D, EvUsed X%,,/
Q1,D’, EvUsedy, where the distinguishers D correspond to the active queries not for intro-
duced Shoup and non-unique events, so D1 C D, Dgyy are the active queries for Shoup and
non-unique events both before and after this step so D" and D; are disjunctions of events in
Dsnu, D = D" A—Dy are the Shoup/non-unique events proved at this step, D’ = Dy A—D"
are the Shoup/non-unique events introduced at this step. By applying several times
Lemma Property we obtain D, Dsny : @, D", EvUsed X»p/ Q1, D1, BvUsed,. By

Lemma Property we obtain Dy,0 : Q, D", EvUsed Lpr Q1, D1, EvUsed;.) The
bound is inferred by Lemma Property

If sp” is a trace property and Boundg, (V, sp”, D1,p1), then Boundg(V, sp”, D", p) where
p(A,C) =p'(A,C,tgpr) + p1(A, C), so we can define p” (A, C,pr) = p' (A, C,t-sprr) + pr.
If sp” is 1-ses.secr.(x), Secrecy(x), or bit secr.(x) and Boundg,(V,sp”, D1,p1), then we
have Boundq(V, sp”, D”,p) where p(A,C) = 2p'(A,C,ts) + p1(A,C), so we can define
p//(A7 C7pt) = 2p/("47 07 tS) +pt

To unify these two cases, we define

pStd;Z,)” (Aa C7 pt) =

P (A, Cytspr) +p  when sp” is a trace property
2" (A, C,ts) + pt when sp” is 1-ses.secr.(z), Secrecy(z) or bit secr.(z)

so that, when an edge comes from a transformation Dy,? : Q, D", EvUsed Lp, Q1, D1,
EvUsed;, and the considered security property is sp”/, the edge can be labeled with the
probability formula pstd); . If Boundg, (V, sp”, D1,p1), then Boundg(V, sp”, D", p) where

p(A,C) = pstd:t” (A, C,pi (O)).

When a query is proved (by the command success, Section 7 the edge has no target node
(I =0), and we simply obtain Boundg(V, sp”, D", p"”). The probability p” that labels the
edge is determined by the success command (Proposition or .

These propositions require that D" = Dy, This is obtained by splitting the properties
to prove one property at a time (with one edge for each property starting from the source
node), yielding bounds of the form Boundg(V, sp”, Diase, p”’) or Boundg(V,true, e, p”).
For the first form, p” can immediately be computed from Proposition or For
the second form, when e is a non-unique event, we use Section [£.2.2] and when e is a
Shoup event, we notice that Advg(A,C,true,e) = Pri[C[Q] : e A —NonUnique,, .| =
Pri[C[Q] : e A —NonUniqueg] = Advg(A, C, [event(e) = false], Dgse), so we can use
Boundg (V, [event(e) = false], Diaise, p’’) instead.

The success command is the only one that removes an event from D’ , which then happens

only when we evaluate Boundg(V, true, e,p”), so D" = e, sp” = true, | = 0.

In case of other transformations such as the guess transformation, the relation between
bounds that defines p” is given directly in the soundness lemma for the transformation
(Lemma[59] [60} or[61)). In particular, for the transformation guess_branch, the edge has as
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many target nodes as there are branches in the guessed instruction. For the transformation
guess 1, Lemma requires D" = Dy,1s6, which can be achieved as for success above.

When a node labeled with (Q,V, sp’, D, EvUsed) has outgoing edges labeled respectively

(sp1,Di,2)s -, (sp}, Dy, ) (Figure [15(b)), then D = D{ V...V D] (D is a disjunction of the
form ey V... Ven, Di,..., D] are disjunctions that form a partition of the disjuncts of D), there

exists jo < I such that sp) = sp” and for all j # jo, sp; = true. The bound associated to the
node is computed from the bound associated to the edges by Lemma Property

e If sp’ is a trace property, then we have Boundg(V, sp’, D,p} + - - - + p}), where Boundg(V,
sp’;, D%, p) for all j € {1,...,1}.

e If sp’ is 1-ses.secr.(x), Secrecy(z), or bit secr.(z), then we have Boundg(V, sp’, D, Zl-zl P+
3 =1 Ao p}/), where Bc?undQ(V,'sp;-,D;-,p;-) fc?r all j € {1,...,1}, BoundQ(l./7 P Dy
p;-’g for all 7 € {1,...,1} with j # jo, and Df\,Uj is obtained from D’ by keeping only the
non-unique events.

To prove Boundq (V, sp’, D,’\,Uj,p;-’)7 we build a proof tree with root @, V, sp}, D,’\,Uj, EvUsed
/"le7 .
from the subtree Q,V, sp’, D, EvUsed At S by

— replacing the root Q,V, sp’, D, EvUsed with Q,V, sp}, D}, EvUsed.

— removing all Shoup events of D;- from distinguishers that label nodes and edges. In
particular, the root @,V sp’;, D, EvUsed then becomes @,V sp;-,D’NUj, EvUsed.

— removing subtrees that start with an edge labeled sp}, Drtaise, p for some p.

The proof steps remain valid: all proof steps are a fortiori valid when we ignore some
Shoup events. That can be verified for each transformation using its soundness lemma.
For instance, for proof steps that come from usual transformations that satisfy property
preservation with introduction of events and have a Shoup event e of D;» both before

and after, we can avoid adding that event e when we derive D1, 0 : Q,D}, EvUsed Lp/

Q1, D1, EvUsed; from D, Dsyy : Q, D, EvUsed Lp/ Q1,D’, EvUsed;. For proof steps that
prove a Shoup event e of D; (via success), that proof step starts with just event e, so it
is simply removed. We can then apply the previous reasoning to that proof tree.

When the proof is a basic sequence of games, each node has one son, which is the next game
in the sequence, except the last game of the sequence which has no son. Only the final proof step
is distinct for each query. However, it may happen that distinct sequences of games are used to
bound several events occurring in the game; in this case, there is a branching in the proof and
a node has several sons. Examples of proof trees can be found in Figure they are explained
below.

The bound associated to the leaves of the tree is computed by success; the bound associated
to an edge is computed from the bounds associated to its target nodes, and the bound associated
to a node is computed from the bounds associated to its outgoing edges. We can then compute
the bounds associated to all nodes of the tree, by induction from the leaves to the root. At the
root, we obtain a bound Boundg, (V, sp, Dy, p) that yields the desired result.

Lemma|28|allows us to obtain more precise probability bounds than the standard computation
of probabilities generally done by cryptographers, when we use Shoup’s lemma [68]. By Shoup’s
lemma, if G’ is obtained from G by inserting an event e and modifying the code executed after
e, the probability of distinguishing G’ from G is bounded by the probability of executing e: for
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[Gm V. sp, Dialse: {eo}J [Go, V, sp, Dralse, {eo}J
5P, Dralse, pstdg” 5P, Dhalse, pstdg”
[Gl,V, sp,e,{eo,e}J [Gl,V,sp,e, {eo,e}J
sp, e, pstd,” sp, e, pstd,”
[Gg7 V, sp, e, {eo, e}] [GQ, V, sp, e, {eo, e}]

Sp, Dfals% w@, e, 0 5P, Dalses PSth wea €, pStdZZ

[Gg, V, sp, Dralse, { €0, e}] [G4, V, true, e, {ep, e}]

sp, Dfalsea O{ ktrue, e, 0

(a) linear sequence until final proof (b) example with branching

Figure 16: Examples of proof trees

all attackers A € BB and all contexts C acceptable for G and G’ (with any public variables) and
all distinguishers D, | Pr[C[G] : D] — Pr[C[G’] : D]| < Pr[C[G’] : e]. Hence,

Pr[C[G] : D] < PrA[C[¢] : €] + Pri[C[G'] : D.

We improve over this computation of probabilities by considering e and D simultaneously instead
of making the sum of the two probabilities:

Pr[C[G] : D] < Pr[C[G'] : DV €].

For example, suppose that we want to bound the probability of event ey in Gg: we define
sp = [event(eg) = false] = —eg. We transform Gy into G using Shoup’s lemma, so that Gy
differs from G only when G, executes event e, and we have {eg}, 0 : Go, Dsaise, EvUsedy —¢ G1,
e, EvUsedy; then we transform G into Gs, so that Gy ’»:tz{)e”’e} Ga, so we have {eg},0 : Gy, e,
EvUsed; =, G2, e, EvUsed; by Lemma Property and G9 executes neither ey nor e. We
suppose for simplicity that no [unique,,] occurs, so that NonUniqueg, p is always false. The
corresponding proof tree is given in Figure [16{a).

e Since ¢y does not occur in Go, we have Advg, (A, C, sp, Diaise) = 0 for all A € BB and all
evaluation contexts C acceptable for G2 with public variables V' that do not contain event
eo. So Boundg, (V, sp, Dtaise, 0). Similarly, Boundg, (V, true, e,0). These two properties are
represented in the proof tree by the two edges outgoing from node G2,V sp, e, {eg, e}.

e By Lemma [28] Property [3] Boundg, (V, sp, e, p}) where p4(C) = 0.

e Since {eo},0 : G1,e, EvUsedy —, Go, e, EvUsed;, by Lemma Property |2, we obtain
Boundg, (V, sp, e, py) where ph(A,C) = p(A,C,t-s) + p5(A,C). This is represented in
the proof tree by the edge from node G1,V, sp, e, {eg, e} to node G, V, sp, e, {eq, e} labeled
with sp, e, pstd,”.
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[Q, V,sp, D, Ested] [Q, V,sp, D, Ested]
(@i, V. sp, Di, BoUsed,) (@i, V. sp, Dy, BoUsed;)
s, Dj, psth true, DY, . 5, Di v D, pstd 7
[Qi+1a V,sp, Dit1, EUUS@diH] [Qi+17 V,sp, Dit1, EUUSedi+1]

Boundg, (V, true, DY, p})

[Q',V, sp,D’,Ested’] [Q’, V,sp, D', EUUsed']

Figure 17: Removing subtrees

e Since {eg}, 0 : Gy, Diarse, FvUsedy —o G1, e, EvUsedy, by Lemma Property we obtain
Boundg, (V, sp, Dralse, P} ) where pj (A, C) = 0+ ph(A, C). This is represented in the proof
tree by the edge from node Gy, V, sp, Dtaise, {€0} to node G1,V, sp, e, {ep, e} labeled with
Sp, Dfalsev pStdSp.

e Finally, by Lemma[28] Property [ we conclude that Gy satisfies sp with public variables V'
up to probability p}, where p} (A, C) = ph(A,C) = p(A,C,t-s) + ps(A,C) = p(A, C,te,),
which means that Pr[C[Go] : eo] < p(A, C,te,) for all evaluation contexts C' acceptable
for G with public variables V' that do not contain event eq.

Let C be an evaluation context acceptable for Gy with public variables V' that does not contain
event eg and A an attacker in BB. Since we suppose for simplicity that no [unique, ] occurs, so
that NonUniqueg, p is always false, we have Advg, (A, C,sp, D) = PrA[C[Gy] : —sp V D], so we
can write the previous computation simply using probabilities:

PrA[C[GO] eg) < PrA[C[Gl] cegVe] since {eg},0: Go, Diaise, EvUsedy —¢ G, e, EvUsed,

<p(A,C,te,) + PrA[C[GQ] teg Vel
since {eo},0 : G1,e, EvUsedy —, Ga,e, EvUsedy

< p(A,C,te,) since G5 executes neither eq nor e.
In contrast, the standard computation of probabilities yields
PrA[C[Go] : eg] < Pri[C[Gy] : eo] + Pri[C[G4] : €] < p(A,C,te,) + p(A, C,te).

The runtime ¢ of D is essentially the same for eq, e, and ey Ve, so PrA[C[Go] : eo] < p(A, C,tp)
by Lemma while Pr[C[Go] : eo] < 2p(A, C,tp) by the standard computation, so we have
gained a factor 2. The probability that comes from the transformation of G into G is counted
once (for distinguisher eq V ) instead of counting it twice (once for ¢y and once for €).

The standard computation of probabilities corresponds to applying point [3] of Lemma [2§] to
bound each probability separately and compute the sum, as soon as the considered distinguisher
D has several disjuncts. Instead, we use point [3| of Lemma [28| only when the proof uses different
sequences of games to bound the probabilities of the events, as in Figure b).

Consider a proof tree that consists of a main branch that is a sequence of applications of
transformations that satisfy property preservation with introduction of events (properties of the
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form D,0 : Q;, D}, FvUsed; Lpl Qi+1,Diy1, EvUsed; 1), and side branches that may use any
transformation to bound the probability of Shoup and non-unique events. All nodes on the main
branch use the same security property sp, while nodes on side branches use true as security
property. Such a proof tree happens when we prove indistinguishability properties, where sp
is any distinguisher used in the definition of indistinguishability (see Section . In partic-
ular, the transformations guess, guess_branch, and success simplify are not allowed in the
main branch but may be used in side branches. Lemma 28 Property [4] allows one to transform

such a proof tree into a single property of the form D,0 : Q, D, FvUsed l/—>p Q', D', EvUsed'.
Indeed, the main branch starts from the root Q,V, sp, D, EvUsed to a leaf Q',V, sp, D', EvUsed,
with additional subtrees starting from various nodes on this branch. Each node on the main
branch is labeled Q;,V, sp, D;, EvUsed;, and the edge of the main branch that starts from
Qi,V, sp, D, EvUsed; is labeled sp, D, pstd,” (see Figure . Suppose an additional subtree
starts from a node Q;,V, sp, D;, EvUsed; with an edge labeled true, D/, _. This subtree yields a
bound Boundg, (V, true, D}/, p}). The edge of the main branch from Q;,V, sp, D;, EvUsed; yields

a property D,0 : Q;, D}, FvUsed; Lm Qi+1,Dit1, EvUsed;+1. By Lemma Property
the additional subtree can then be removed from the proof tree by replacing sp, D}, pstd,”
with sp, D, v DY ,pstd;’; 4, as label of the edge of the main branch starting from the node
Q;,V,sp, D;, EvUsed;. By }epeating this operation, we remove all additional subtrees, obtain-
ing a proof tree that consists of a single branch with nodes labeled Q;,V, sp, D;, EvUsed;, such
that the edge that starts from Q;,V, sp, D;, FvUsed; is labeled sp,Di,pstd;f. This yields a se-

quence of properties D,0 : Q;, D;, FvUsed; Lpi Qi+1, Dit1, EvUsed; 41, which yields a single
such property D, : Q, D, EvUsed X%p Q', D', EvUsed’ by transitivity (Lemma , Property .

2.8.5 Proof of Indistinguishability

To prove indistinguishability between two games Gy and G, CryptoVerif finds a game G

such that D,0 : Go, Dyo, EvUsed ~, Ga, Dy, EvUsed' and D, : Gy, Dyy, EvUsedy ~, p+
G, Dy, EvUsed] where D is the set of all distinguishers, EvUsed = event(Gy), EvUsed; =
event(G1), Dyo = \/{e | [unique.] occurs in Gy} and Dy; = \/{e | [unique.] occurs in G1}. The
active queries Dy are also required to be the same in both sequences of games. (In general,
CryptoVerif builds proof trees; they can be transformed into the properties above by Lemma [28]
Property 4| as explained above. Only transformations that satisfy property preservation with
introduction of events are allowed in the sequence of games that proves indistinguishability. The
transformations guess, guess_branch, and success simplify are not allowed in that sequence,
but are allowed in side branches that bound the probability of introduced events.) So for all
attackers A € BB, all evaluation contexts C' acceptable for Gg and G5 with public variables V'
that do not contain events EvUsed’, and all distinguishers Dy € D that run in time at most ¢p,,

Pr[C[Go] : Do V Dyro] < Pr[C[Ga] : (Do V D2) A =NonUniqueg, p.] +p(A,C,tp,)  (14)

since NonUniqueg, p,, = Drase, and for all attackers A € BB, all evaluation contexts C ac-

ceptable for G; and G5 with public variables V' that do not contain events in EvUsed, and all
distinguishers Dy € D that run in time at most ¢p,,

PrA[C[G1] : Do V Dy1] < Pr[C[Gs] : (Do V D2) A =NonUniqueg, p,] +1'(A,C,tp,).  (15)

Let A be an attacker in BB and C be an evaluation context acceptable for Go and G with
public variables V. After renaming the variables of C' that do not occur in Gy and G; and the
tables of C' that do not occur in Gy and G; so that they do not occur in G5, C' is also acceptable
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for G5 with public variables V. Furthermore, by Property [6] this renaming does not change the
probabilities. Let Dy € D be a distinguisher that runs in time at most tp,. We rename the
events of C' in EvUsed’ or EvUsed) to some fresh events, and modify Dy so that it considers
the renamed events as if they were the original events. That does not change the probability
| PrA[C[Go] : Do] — Pr[C[G4] : Dy)|, and guarantees that C' does not contain events in EvUsed’
nor in EvUsed}. So

PrA[C[Go] : Do] < Pri[C[Go] : Do V Dyyo)
< Pr[C[Ga] : (Do V D3) A =NonUniqueg, p,] +p(A, C,tp,)
< Pr[C[G2] : (Do A —~D2) V D2) A =NonUniqueg, p,] + p(A, C,tp,)
(G-

: (Do A =D3) A =NonUniqueg, p,]
+ PrA[C[Gy) : Dy A —NonUniqueg, p,] +p(A,C,tp,)
< Pr[C[Ga] : Do A =~Da] 4+ Pr[C[Ga] : Do A =NonUniqueg, p,] + p(A, C,tp,)
By applying to =Dy, which is also in D and runs in the same time as Dy, we have

1 — PrA[C[G1] : Do] = Pri[C[G4] : ~Dy]

[ClGA] -
< Pr[C[G1] : =Dy V Dy
< Pri[C[Gy] : (—Dy V Da) A =NonUniqueg, p,] +1'(A,C,tp,)
< Pri[C[Gy] : =Dy V Dy] + p' (A, C, tp,)

<1- PI'A[C[GQ] :Dg N j.DQ] -l—p/(A, C, tDo)

SO
—Pr[C[G1] : Do) < —PrA[C[Gs] : Dy A —Ds] + p' (A, C, tp,)

SO
Pr[C[Go] : Do) — Pr[C[G1] : Do
< PI’A[C[G2] : Do A ﬁNonUniqueGQ)Dz] + p(‘AJ 07 tDo) +p/(~’47 07 tDO)
By applying the formula above to =Dg, which runs in the same time as Dy, we have
PrA[C[G4] : Do] — Pri[C[Go] : Do)
< PrA[C[Gs] : Dy A —NonUniqueg, p,] + (A, C,tp,) +p'(A,C,tp,)
SO
| PrA[C[Go] : Do] — PrA[C[G4] : Dy
< PrA[C[Gg] : Dy A ﬁNonUniqueGQ,DQ] +p(A,C,tp,) +p' (A, C,tp,)
so Go =~y G1 where p”(A,C,tp,) = PrA[C[Ga] : Dy A —NonUniqueg, p,] + p(A,C,tp,) +
pI(A7 Cv tDo)-
2.8.6 Proof of query_equiv

Decisional case (query_equiv without [computational] annotation) The situation is sim-
ilar to the proof of indistinguishability, but the property we want to prove is D_gyused,,? :

v .
Go, Dtatse, 0 —p G1, D1, EvUsed; where G contains no events, Dy = €1V ...V €y, €1,...,6n
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are the Shoup events occurring in Gi, €f,...,e; are the non-unique events occurring in Gy,
EvUsedy = {e1,...,em,€,...,e;}, V =10.

We need to show that, for all attackers A € BB, all evaluation contexts C' acceptable for Gg
and G without public variables that do not contain events in EvUsed; and all distinguishers
DO S D-*E’L)Used17

14[C[Go] : Do) < Pr[C[G4] : (Do V Dy1) A =NonUniqueg, p,] + (A, C,tp,)

CryptoVerif finds a game G2 such that D-pyysear, ) : Go, Diaise, X%po Ga, Do, EvUsedy and

DﬁEUUsedllf,@ : G1,Dy1, EvUsed Lpl Ga, Db, EvUsed’; where EvUsed| = EvUsed) \ {ei,...,
em}, Du1 =€y V...Ve; = NonUniqueg, p,, and Dy = D1V Dj. (The events e1,. .., ey, must be
preserved by the second proof, hence we allow distinguishers in D_, EvUsedy 10 use these events.
The events ey, ..., e, will be introduced in the first proof, and the active queries in G5 are also
required to match so Dy = D7V D}.) So for all attackers A € BB, all evaluation contexts C
acceptable for Gy and G without public variables that do not contain events in EvUsedy, and
all distinguishers Dy € D gyyseq; that run in time at most ¢p,,

14[C[Go] : D] < Pr[C[G3] : (Do V D2) A =NonUniqueg, p,] + po(A, C,tp,)

and for all attackers A € BB, for all evaluation contexts C' acceptable for G; and G5 without
public variables that do not contain events in EvUsed}, and all distinguishers Dy € D_, EvUsed’!
that run in time at most ¢p,,

r4[C[G1] : Do V Dy1] < Prd[C[Gy] : (Do Vv D)) A —NonUniqueg, p,] +p1(A,C,tp,)
In the last equation, we replace Dy with =Dy A =Dy for Dy € D_ EuUsed, » yielding
PrA[C[G4] : (=Do A =D1) V D]
< PrA[C[Gy] : (wDo A =D1) V Dj) A =NonUniqueg, p.] + p1(A, C,tp,)
)
r[C[Gal : (Do V D1) A =Dj) v NonUniqueg, p]
< Pr[C[G1] : (Do V Dy) A =Dy1] + p1(A, C,tp,)
Then we get
14[C[Go] : D] < Pr[C[G2] : (Do V D2) A =NonUniqueg, p,] + po(A, C,tp,)
< Pr[C[Gs] : (Do V Dy V D) A =NonUniqueg, ] + po(A, Ctp,)
Pr[C[Gy] : (Do V D1) A=Dj) v NonUniqueg, ]
+ Pri[C[Gy] : D) A —NonUniquec, p,] +po(A, C,tp,)
< PrA[C[G1] : (Do V Dy) A =Dy
+p1(A, C,tp,) + Pri[C[Ga] : Dy A —NonUniqueg, p,] +po(A, C,tp,)
< Pr[C[G1] : (Do V Dy) A —=NonUniqueg, p,]
+p1(A, C,tp,) +Pri[C[Ga] : Dy A —NonUniqueg, p, ]+ po(A, C,tp,)
so we get the desired result with

p(A,Ctp,) = p1(A, C,tp,) + Pri[C[Gy] : Dy A —NonUniqueg, p;] +po(A, C,tp,) -
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Computational case (query_equiv with [computational] annotation) As in the decisional

case, we want to prove D_gyused,,? : Go, Dtalse, § Lp G1, D1, EvUsed, where Gy contains no
events, D1 = e1 V...V ey, €1,...,e, are the Shoup events occurring in Gi, €}, ..., €] are the
non-unique events occurring in Gy, EvUsedy = {e1,...,em,€},... €}, V = 0. Additionally, we
want to show that the random values of Gy and G; marked [unchanged] can be used in events
(different from ey, ..., e, since ej,..., e, have no arguments) in the game transformed using
this assumption. That corresponds to adding oracles that execute the same arbitrary events
using [unchanged] random values to both Gy and G;. We write G|, and G} for the games Gy
and G; respectively with additional events and show D_gyused;,® @ G, Dtalses FvUsedg Lp
G, Dy, EvUsed; U EvUsedy where EvUsed, contains these additional events. These additional
events can be observed by the adversary, so they are allowed in distinguishers in D- gyused; -

Let Dyy =€y V... Ve, = NonUniqueg, p, -

Let us write Og(7, args) (resp. O1(7, args)) for the result of oracle O in game Gy (resp. G1)
with randomness 7 and arguments args.

In order to establish this property, we show that there exists a mapping ¢ of the randomness,
such that if random value variable r has value v in Gy, then it has value ¢,.(v) in G1, ¢, is the
identity when the variable r is marked [unchanged], ¢, preserves the probability distribution of
variable r, and we define a game G5 in which oracle O with randomness 7 and arguments args
returns

let xg = OO(;F7 @TS) in
let T = Ol(¢(7~")7 (@) in
if g = x1 then xg else event_abort distinguish

‘We bound

p(A, C) = Pr|C[Gy)] : distinguish Vv NonUniqueg, p,... |
= Pr[C[G,] : distinguish VV Dyry]
= Advg, (A, C, distinguish = false, Dy1)

From this bound, we infer the desired property.
We consider a game Gz in which oracle O returns

let o = Oo(?f:, c?ﬁ]/(s) in
let z; = O1(¢(7), args) in
Ty

We define G5 as G2 with the same additional events as in Gf, and G7, and G4 as G with the
same additional events as in G}, and G}. The game G behaves as G, except that it executes
a Shoup event e; or a non-unique event when G; does, so we have, for any A € BB and any
evaluation context C' acceptable for G, and G% without public variables, and any distinguisher
DOa

PrA[C[G))] : Do] < PrA[C[GY] : Do V Dy V Dy

Moreover, G% behaves as G except when G, executes event distinguish, that is, when G2 exe-
cutes event distinguish (the additional events introduced in G5 are not needed to evaluate the
probability of distinguish since we do not consider their probability), so for all D,

| PrA[C[GY)] : D] — PrA[C[GY] : D]| < PrA[C[Gs)] : distinguish] (16)
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Let C be any evaluation context acceptable for Gf, and G4 without public variables and A be an
attacker in BB. By renaming zy and x; to variables not in C, C' is also acceptable for GY, and

% without public variables. Let Dy be any distinguisher. With D = DoV D1V Dy in (16), we
obtain

rA[C[GY)] : Do] < PrA[C[GS] : Do V Dy V Dy

< Pr[C[G)] : Dy V D1 V Dy 4+ Pr|C[Gs)] : distinguish]
Pr4[C[G1] : (Do V D1) A =NonUniqueg, p, | + Pr?[C[G)] : Dy

+ Pr[C[Gy] : distinguish]

< Pr[C[G}] : (Do V D1) A =NonUniqueg, p,] + p(A, C)

since G and G execute events Dy in the same cases, and Dy and distinguish are mutually

exclusive. Therefore, we have D_gyused,, 0 : G, Dtalse, FvUsedg Lp Yy D1, EvUsed; U EvUsed,.
Currently, CryptoVerif can prove query_equiv only when the mapping ¢ is the identity for all
variables. Other cases can be proved manually and used as assumptions in equiv statements.

3 Collecting True Facts

In this section, we consider only processes that satisfy Properties [3|and 4} We can assume with-
out loss of generality that the adversary context also satisfies these properties: tables (insert
and get) can be removed by encoding them using find by transformation expand_tables (Sec-
tion and variables defined in conditions of find can be renamed to have distinct names by
transformation auto_SArename (Section .

Given a configuration Conf = E,o, N, T,uév or Conf = E,St, Q,Or, T, uév, we denote by
E¢cons the environment E in configuration Conf. We denote by E7.< cons the union of E¢gpysr for
all configurations Conf’ <7, Conf in Tr. It is a set of mappings x[a] — b. At this stage, it may
include conflicting mappings z[a] + b and z[a] — b' with b # b'. We prove below (Lemma 29)
that this situation never happens. The notation Er1.<cons is useful because the environment
computed in the semantics does not keep the values of variables defined in conditions of find
after these conditions are evaluated. Considering the union of all environments of previous
configurations allows us to recover the values of these variables, and to use them in the facts
that we collect. Given a configuration Conf = E,o, N,T,uév or Conf = E, (o, P) :: St, Q, Or,
T, n€v, we denote by ocons the mapping sequence for replication indices o in the configuration
Conf and by 1&v cons the sequence of events u&v in configuration Conf.

Let us define Defined as in Section except that

Defined(o, "find[unique?] (D], u; [i] = i; < suchthat defined (M ) A M then N;) else N) =

j=la<n;

U U Defined(coli; — @], M;) | w max (1’;1_ {u;[0(i)]} & Defined(o, N; )) , Defined (o, N))
§

Defined(o, "find[unique?] (D], ;i) = suchthat deflned(M ) A M, then Pj) else P) =

@ L—Ij Defined(oli; — @, M;) | & max (rjn ({u][ (1)]} @ Defined(o, Pj)) , Defined (o, P))
i=1a<m;

so that the variables defined in conditions of find are now considered as defined forever, and not

Inria



Crypto Verif: a Computationally-Sound Security Protocol Verifier 93

temporarily during the evaluation of the considered condition. We also define

Defined(Tr < Conf) = Dom(E 1< cons) & Defined™ (Conf) .

Lemma 29 Let Qo be a process that satisfies Properties[3 and [} Let Tr be a trace of Qo for
any A € BB and Conf be a configuration in the derivation of Tr. Then the following properties
hold:

1. Defined(Tr =< Conf) does not contain duplicate elements.
2. Fach variable is defined at most once for each value of its array indices in Tr.

3. Err<conf contains at most one binding for each x[al.

Proof sketch The proof is similar to the proof of Lemma[0] We first show as in Lemma 0] that,
for all program points p in @, if Dom(c) = I,, are the current replication indices at p and the
process or term @ at p satisfies Invariant |1} then all elements of Defined (o, @) are of the form
z[a] where z € vardef(Q) and Im(o) is a prefix of a.

Next, we show that, for all program points p, if Dom(c) = I, are the current replication
indices at u and the process or term @ at p satisfies Invariant [I} then Defined(o, Q) does not
contain duplicate elements. The proof proceeds by induction on ). All multiset unions in the
computation of Defined(o, Q) are disjoint unions by the property above, because either they
use different extensions of o (cases of replication and of conditions of find) or they use disjoint
variable definitions or subprocesses or subterms in the same branch of find or if, which must
define different variables by Invariant [I] and by Property [4]

We show by induction on the derivations that, if Conf 2, Conf’, then Defined(Tr < Conf) 2
Defined(Tr =< Conf') and for all semantic configurations Conf” in the derivation of Conf 5,
Conf’, Defined(Tr < Conf) D Defined(Tr < Conf"), and similarly with ~ instead of %»,.

The first result follows: since Qg satisfies Invariant |1}, Defined(op, Qo) does not contain du-
plicate elements, where oq is the empty mapping sequence. Let Conf, = {(00, Qo)}, (fo(Qo), 1),
Conf, = reduce({(c0, Qo)}, (fo(Qo),0)), Conf, = initConfig(Qo,.A), and Conf be any other
configuration of Tr. Then Defined(Tr < Conf,), Defined(Tr <X Conf,), Defined(Tr < Conf,),
and therefore Defined(Tr < Confs) do not contain duplicate elements.

Let us prove the second result. In order to derive a contradiction, assume that two transitions
Conf, 2, Conf’ and Conf, 22, Conf’, inside Tr define the same variable x[a].

e First case: one transition happens before the other, for instance Conf] <. Conf,. (The
case Confly <. Conf, is symmetric.) Since Conf, £, Conf) defines z[a], we have
zla] € Dom(Econs, ), so z[a] € Dom(E7.<conf,). Moreover, since Conf, 22, ., Confh
defines z[d], we have z[a] € Defined™"(Conf,), by inspecting all rules that add elements to
the environment. Therefore Defined(Tr < Conf,) = Dom(E7,< cgnfz)wDeﬁnedF“t(C’oan)
contains twice z[a]. Contradiction.

e Second case: the transitions cannot be ordered. By definition of <., this can hap-
pen only when a semantic rule uses several derivations for its assumptions, which hap-
pens only in rules for find. (Recall that get is excluded by Property [3) Therefore,
there exists & and ky such that Conf, %, Conf} is in the derivation of Confg ) =

E,O’[Z?; — axl,Dj, N M;,, T, uév p—k>:k Confflk = Ey,0k,7k, T, név with vy = (jg, ag)

for k = k; and Conf, p—2>t2 Confé is in that derivation for k = ko, with k1 # ko. We
have z[a] € Defined(Tr < Confq ) C Defined(Tr < Confq,, ) = Dom(Err<cons,,, ) U
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Deﬁned(c;’[i/jkv1 = ak, ], Mj, ). Moreover, Confq; = Confy, so Dom(Err<conf,,, )
Dom(E 1< cony, ). Since Conf 2Ly, Conf’ defines z[a), we have z[a] € Defined™" (Conf,)
by inspecting all rules that add elements to the environment. Since Defined(Tr <X Conf,) =
Dom(E 7r< cons, )W Defined™(Conf,) does not contain duplicate elements, we have x[a) ¢
Dom(ETeronfl)7 SO I[EL/] ¢ Dom(ETrch”fn,kl ) Hence SC[’C\I:] S Deﬁned(a[ijkl — 'dkl], Mjk1 )
Similarly, z[a] € Deﬁned(a[ifjg = Ay, ], Mj,, ). Let us show that the sets Deﬁned(a[ifj; —
ar, ], Mj, ) and Deﬁned(o[z’;; b Qg,], Mj, ) are disjoint. We have vy, # vg,, so either
Jki 7 Jk, and in this case these sets are disjoint because Mj, —and Mj, ~define different
variables by Property [4] or ji, = jk, and ay, # ax, and in this case these sets are disjoint
because they use different extensions of o. Since these sets are disjoint, they cannot both
contain z[a]. Contradiction.

N

The last result is an immediate consequence of the second one. O

Lemma 30 Let Qo be a process that satisfies Properties[3 and[]} Let Tr be a trace of Qo for any
A € BB and Conf be a configuration in the derivation of Tr. We have Err<conf = Econg[z[a] —
b for some variables x defined in a condition of find and some indices @ and values b).

Proof sketch By induction on the derivation. O

The previous lemma shows that the only difference between Econy and Erp.<conys is that
variables defined in conditions of find are added to Er,.<cons. These variables have no array
accesses, so they do not appear in defined conditions of find. Therefore, these defined conditions
yield the same result whether they are evaluated in Econs or in Eqr<conyt-

We consider the following facts:

The boolean term M means that M evaluates to true.
defined(M) means that M is defined (all array accesses in M are defined).
event(e(M)) means that event e(M) has been executed.

event(e(ﬂ))@T means that event e(M) has been executed at step 7 (index in the sequence
of events uév).

M event(e(]T/[/)) means that event e(M) has been executed with pair (program point,
replication indices) equal to Mj.

M - event(e(M))@T means that event e(]\A/f) has been executed at step 7 with pair (program
point, replication indices) equal to Mj.

programpoint(u, M) means that program point p has been executed with replication indices
equal to M.

progmmpoint(sl,Z\Ajl) <...= progmmpomt(Sm,Mm) means that, for j < m, some pro-
gram point u; € S; has been executed with replication indices equal to M, and furthermore
these program points have been executed in the order of increasing j.

lastdefprogrampoint (p, M) means that program point p has been executed with replication
indices equal to M and the values of variables and replication indices are unchanged since
that program point (that is, no variable definition nor oracle call, return; or yield that
changes the replication indices was executed since that program point).
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Given an environment F mapping process variables to their values, an environment p mapping
replication indices and non-process variables of the formula ¢ to their values, and a sequence of
events u&v, we define E, p, uév k- ¢, meaning that E, p, u€v satisty ¢, as follows:

o E p,uévt M if and only if E, p, M | true.
e E. p,pév F defined(M) if and only if E, p, M | a for some a.

o E,p,uév event(e(M)) if and only if E, p, M | @ and (1,a’) : e(a) € pév for some p and
a’.

o E,p,pév - event(e(M))QMy if and only if E,p,M | @, E,p, My | ao, and p&v(ag) =
(u,a’) : e(a) for some p and ao’.

o E,p,ulv = My : event(e(ﬂ)) if and only if E,p,M I a, E,p,M; |} (u,c?) and (u,g’) :
e(a) € pév.

o E,p,ufv - M, : event(e(M))@M, if and only if E,p, M | @, E,p, My | ao, E,p, M1 ||
(1, a’), and pév(ag) = (p, ') : e(a).

Logical connectives are defined as usual. When ¢ does not contain events, uév can be omitted,
writing E, p F ¢.

Let A be an attacker in BB and Tr be a trace of Qg for attacker A. Let Conf = E, o, N, T, uév
or Conf = E,St, Q,Or, T, u€v be a configuration that occurs in the derivation of Tr. We define
Tr < Conf,p F ¢, meaning that the prefix of Tr until Conf satisfies the formula ¢ with
environment p (giving values of non-process variables of () as follows:

o Tr = Conf,pr F if and only if Ep.<conf, 0 conf U p, W€V cong F F, when F'is a term M, a
defined fact defined(M), or an event event(e(M)), event(e(M))QM,, M; : event(e(M)), or
M : event(e(M))QM,.

e Tr < Conf,p programpoint(Sl,Ml) < ... = progmmpoint(Sm,Mm) if and only if,
for all j € {1,...,m}, there exists Conf, at program point y; € S; in Tr such that

ETeronfyaConf UP:% U Im(UCOnfj) and Confl 1 ... 21 COTLfm = CO’ﬂf

The fact programpoint(u, M ) is actually a particular case of programpoint(Sy, Ml) < ...
= progmmpoint(Sm,Mm) with m = 1 and & = {u}. Hence, we have Tr < Conf,p F
programpoint (i, M ) if and only if there is a configuration Conf’ at program point y in Tr
such that Conf’ <7 Conf and Eq.<conf, 0 conf U p, Mll Im(o conysr)-

e Tr =< Conf,p & lastdefprogrampoint(u, M) if and only if there is a configuration Conf’ at
program point g in Tr such that Conf’ <. Conf, En<cont’ = ETr=Confs TConf’ = T Conf,

and ETrj Confs 0 Conf U P, M Im(JConf’)~

Logical connectives are defined as usual. Most facts are evaluated in the environment E7-<cons
and the mapping sequence ocons. Events are evaluated using the sequence of events p&vcons in
Conf, but correspond to an execution of the event at some point before Conf in the trace.

We define that a trace Tr satisfies a logical formula ¢ with environment p (giving values of
non-process variables of ¢), denoted Tr,p F ¢ as Tr = Conf,p F ¢, where Tr ends with Conf.
Along the same line, we define Er,. = E-<cons and uév . = p&v cons where Tr ends with Conf.

When the formula ¢ does not contain free non-process variables, we may write Tr F ¢ instead
of Tr,p - ¢ since the environment p is useless. When F is a set of formulas (in particular, of
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facts), we write A F for Apc» F and \/ F for \/ . F'. We also write Tr, p = F when for all
w € F, Tr,p b ¢. This is equivalent to Tr,p - AF. We use similar notations for prefixes
Tr < Conf instead of traces Tr.
Additionally, we define the following facts:
o [elsefind((i1 < niy.evyim < np), (My,..., M), M)] = Vi1 € [1,m1],...,Vip € [1,ny],
—(defined(My) A - - - A defined(M;) A M).

o [elselet(Z: T,N,M)] =V € T,N # M.
Extension: The following description is based on the first version of the collection of known

facts. Many improvements and extensions have been implemented. In particular, the following

description often uses P instead of p for program points; the syntazr does not allow &, if, let,
find in terms; events are not handled.

3.1 User-defined Rewrite Rules

The user can give two kinds of information:
e claims of the form Vzy : TY,...,Vx,, : T,,, M which mean that for all environments F, if
for all j <m, E(x;) € T}, then E, M | true.
Such claims must be well-typed, that is, {z1 — T1,...,2m — T} B M : bool.

They are translated into rewrite rules as follows:

— If M is of the form M; = M; and vardef(Ms) C vardef(M;), we generate the rewrite
rule Vxl : Tl, R ,me : Tm,Ml — Mg.

— If M is of the form M; # M, we generate the rewrite rules Vz; : T1,...,Vz, :
T, (M = Ms) — false, Yy : T, ...,V : T, (M7 # Ms) — true. (Such rules are
used for instance to express that different constants are different.)

— Otherwise, we generate the rewrite rule V1 : T1,...,Va,, : Ty, M — true.

The term M reduces into M’ by the rewrite rule Vo : T1,...,Va,, : T, M7 — My if and
only if M = CloM,], M’ = CloMs], where C is a term context and ¢ is a substitution
that maps z; to any term of type 7T for all j < m.

e claims of the form & T, ...,y & T/ ,Yx1 : Th,...,Von, @ T, My =, My with
vardef(Msy) C vardef(M;). Informally, these claims mean that M; and My evaluate to
the same bitstring except in cases of probability at most p, provided that yi,...,y; are
chosen randomly with uniform probability and independently among T7,...,T] respec-
tively, and that x1,...,x,, are of type T1,...,Tp. (z1,...,2Z, may depend on y1,...,y;.)
Formally, these claims are defined as:

PrE(y) & T;... Bly) &7}
(BE(z1), s B(xm)) < A(E(1), .-, E(y));
E,My | a;E,My |} d’ :a#d]<p(A)

where A is an attacker in BB.

The above claim must be well-typed, that is, {z; — T1,...,2m = Tm,y1 — T7,...,
Y — T'l,} - Ml = MQ.

This claim is translated into the rewrite rule y; pia i, ...,y pia T/ Ve Th, .Y, T
M1 — MQ.
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The prover has built-in rewrite rules for defining boolean functions:

—true — false —false — true Y : bool, ~(—x) = x
Ve :T,\Vy:T,=(z=y) >z #y
Ve :TVy:T),=(x#£y)—x=y
Ve :T,x =z — true Vo : T,z # x — false
YV : bool, Yy : bool, —(x Ay) = (—x) V (—y)
Y : bool, Yy : bool, —~(x Vy) — (—x) A (—y)
Va : bool, x A true — x Va : bool, x N false — false
Vx : bool,x V true — true Vx : bool,x V false — x
Vo : T,Vy : T,if fun(true, z,y) — x Va : T,Vy : T,if fun(false, z,y) — y
Va @ bool,Vy : T,if fun(x,y,y) — y
Vo, : 11, ... Ve, : Ty, Vo 2 bool,Vy : Ty, Vz @ T,

flzy, ... xp_1,if fun(z, y, 2), Tgt1, - oy Tim) —

if fun(z, f(x1,. . X1, Y Thaty - Tm), J(T1, ooy Tty 2, Thod 1y -+ Ti))

when f: Ty x ... x T,, — T has option autoSwapIf

The prover also has support for commutative function symbols, that is, binary function
symbols f : T x T — T’ such that for all z,y € T, f(z,y) = f(y,z). For such symbols, all
equality and matching tests are performed modulo commutativity. The functions A, V, =, and
# are commutative. So, for instance, the rewrite rules above may also be used to rewrite true A M
into M, false A M into false, true V M into true, and false V M into M. Used-defined functions
may also be declared commutative; xor is an example of such a commutative function.

Example 4 For example, considering MAC and encryption schemes as in Definitions [2] and
respectively, we have:

Vk : Tor, Ym @ bitstring,

verify(m, k, mac(m, k)) = true (mac)
Vm : bitstring;Vk : Ty, ¥r : T,
| (enc)
dec(enc(m, k,r), k) =i, (m)
We express the poly-injectivity of the function k2b of Example [1| by
Vo : Ty, Yy : Ty, (k2b(x) = k2b =(x=
s VY T, (k2b(2) () = (z=y) (k2b)

Ve : Tj, k2b ' (k2b(z)) = «

where k2b ™! is a function symbol that denotes the inverse of k2b. We have similar formulas for
ip.

3.2 Collecting True Facts from a Game

We use facts to represent properties that hold at certain program points in processes. We consider
two kinds of facts: defined(M) means that M is defined, and a term M means that M is true
(the boolean term M evaluates to true). In this section, we show how to compute a set of facts
F,, that are guaranteed to hold at the program point p of the game.
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The function collectFacts collects facts that hold at each program point of the game. More
precisely, for each program point p in the game, it computes a set F,, of facts that hold at that
program point. The function collectFacts also computes a set D containing pairs (xm, 1) where
l‘[;] has been defined immediately above program point p. (If there are several definitions of
x, there is one such pair for each definition of x.) Finally, for oracle bodies P, collectFacts(P)
returns a set of facts that will hold when the return is executed and stores this set in F5'. (The
superscript Fut stands for future, since these facts do not hold yet at P, but will hold in the
future.)

The function collectFacts is defined in Figure It is initially called by collectFacts(Qo). Tt

takes into account that z[i] may be defined by an oracle definition, a random choice, a let, or a find

and updates D accordingly. Furthermore, when we execute let 7] : T'= M in P, z[i] = M holds

in P’ and x[i] is defined in P’. When we execute find (D), ujifi] = i < nj1, .. JUjm, 1] =
ijmj < Njm, suchthat defined(Mjl, cee, Mjlj) A Mj then Pj) else P, Ujl[’ﬂ, ey Ujmy m,UMjl, e,
oMj;, are defined in Pj, o M; holds in P; where o = {ujn[1)/ij1, - .. ,ujmjm/ijmj}, and —M;

holds in P’ when m; =1; = 0.
After calling collectFacts(Qg), we complete the computed sets Fp (where P may be an oracle
definition or body) by adding facts that come from processes above P:

Fp + FpU Fp: if P is immediately under P’

We also add facts that we can deduce from facts defined(M). Precisely, if defined(M) € Fp
and x[My,..., M,,] is a subterm of M, then we take into account facts that are known to be
true at the definitions of x by adding them to Fp as follows:

Fp+ FpU m

(x[i1,.-sim],P")ED

o(Fp U(FER N Fp)) if P is under P’
o(Fpr U FEY) otherwise

where 0 = {M1/i1,..., My, /im}. Indeed, if defined(M) € Fp and x[Mj, ..., M,,] is a subterm
of M, then xz[My,..., M,,] is defined at P, so some definition of z[My,..., M,,], immediately
above the process P’, must have been executed before reaching P, so the facts that hold at P’
also hold at P, with a suitable substitution of indices: we have o Fp/, that is, Fp{Mi/i1,...,
M, /im}. Moreover, if the occurrence P is not syntactically under the occurrence P’, then the
code of P’ must have been executed until the next return before yielding control to some other
code and reaching P, so in fact o(Fp: U F5t) hold. If P is syntactically under P, it is possible
that the code of P’ has been executed until reaching P instead of until reaching the next return
or yield, so we have only o(Fp U (FEM N Fp)). If there are several definitions of x, we do not
know which one has been executed, so we only add to Fp the facts that hold in all cases, by
taking the intersection on all definitions of x.

This operation may add new defined facts to Fp, so it is executed until a fixpoint is reached,
except that, in order to avoid infinite loops, we do not execute this step for definitions defined (M)
in which M contains nested occurrences of the same symbol (such as z[...z[...]...]).

We also consider an additional fact that serves in expressing that the condition part of a find
failed. Precisely, the fact elsefind((i1 < ni,...,0m < ny), (M, ..., M;), M) means that for all
i1 € [1,n1],...,%m € [1, 4], the terms My, ..., M; are not all defined or M is false. The function
collectElseFind described in Figure [19| collects elsefind facts that hold at each occurrence. The
function collectElseFind (P, F) is called when F is the set of true elsefind facts at occurrence P.
It sets the value of FEIseFind 5 7
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collectFacts(Q) =
if @ = Q1 | Q2 then collectFacts(Q1); collectFacts(Q2)
if Q = foreach i <n do Q' then collectFacts(Q')
if Q = newOracle O; Q' then collectFacts(Q")

if @ = O[i](x[i] : T) := P then
p = {defined(z[1]) }; FE'* = collectFacts(P)
D =D U {(«[i], P)}
collectFacts(P) =
if P =return (N);Q then collectFacts(Q); return 0
1fP—x[]<—T P’ then
Fpr = {defined(z[i]) }; FEM = collectFacts(P’)
D =D U {(xfi], P")}; return Fp: U Foit
if P=let z[i] : T = M in P’ then
Fpr = {defined(x[i]), z[1] = M}
FE = collectFacts(P)
D = DU {(z[i], P')};return Fpr U Fot
if P = find (@;n_l uﬂm =1ij1 < Mj1,.. ., ujmj[ZN'] = ljm; < Njm,

suchthat defined (M, ..., Mj;,) A M; then P;) else P’
then

for each j < m,

Fp, = {defined(u;1[i]), . .., defined (wjm, [i]), defined(c A1), . . .,

where o = {u;1[i] /i1, . . ., U, m/ijmj}
.Fg?t = collectFacts(F;);
D=DuU {(UJ1M7P])a7(ujmean)}
Fpr = {-~Mj | mj =1; = 0}; Fp* = collectFacts(P’)
return (Fp U Fot) N ﬂ (Fp, UFE™)
j=1

Figure 18: The function collectFacts
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collectElseFind(Q) =
if @ = Q1 | Q2 then collectElseFind(Q1); collectElseFind(Q2)
if Q = foreach i < n do Q' then collectElseFind(Q’)
if @ = newOracle O; Q' then collectElseFind(Q")

if @ = Oli|(z[i] : T) := P then collectElseFind (P, ()

collectElseFind(P, F) =
fg]seFind = F
if P =return (V); @ then collectElseFind(Q)
if P=2[] & T;P or P=letzfi] : T = M in P then
F' = {elsefind((i' <7),(Mj,...,M]),M") € F | z does not occur in Mj, ..., M|}
collectElseFind(P’, F')

. . m 2% . 3 .

if P = find (@Fl uj[i] =51 < njis e Ui, (1] = g, < Ny
suchthat defined(Mjy, ..., Mj;,) A M; then P;) else P’

then

for each j < m,

Fj = {elsefind((i' <n),(Mj,...,M]),M") e F

| wj1,. ., ujm, do not occur in My, ..., M}
collectElseFind(P;, F7)
05 = {il/ij17. . .,imj/ijmj}

collectElseFind (P’, F U
{elseﬁnd((i1 < N1, 7imj < njmj),oj(Mjl, . ,Mjlj),O'ij) | je {1, . ,m}})

Figure 19: The function collectElseFind
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e In the case of random choices, assignments, and then branches of find, it takes into account
that a variable = or uj1,...,ujm; is newly defined. Hence elsefind facts that claim that
one of these variables is not defined are removed.

e In the case of the else branch of a find, it adds the new elsefind facts that hold when the
conditions of the find fail. These conditions express that each then branch of the find fails by
a elsefind fact. To construct this fact, we replace (by applying o;) the indices ij1, ... s bjmy
with fresh indices 41, ..., 4y, , respectively.

e In the case of a return, any code may be executed before the oracle definition under it,
so any variable may be defined by that code, and all elsefind facts are removed. That is
why the function collectElseFind for oracle definitions has no F argument (this argument
would always be empty) and calls collectElseFind (P, ) for processes P that follow an oracle
definition. The situation is similar for an oracle call inside an oracle body.

The elsefind facts can be used to add new facts to the facts Fp. Indeed, if Fp implies that
My, ..., M; are defined for some values of i1, ...y, then the fact elsefind((i1 < ny,...,im <
M), (My, ..., M;), M) implies that M is false for these values of iy, ...,4,,. Precisely, we define

convert_elsefind(FEFind | 7y — {51 |
elsefind((iy < ny,... im < nm), (M1, ..., M), M) € FEFNd Dom(o) = {ir,...,im},
for each j € {1,...,1},0M; is a subterm of M; and defined(M}) € F}

The possible images of o are found by exploring the set of defined facts in Fp. We execute:
Fp + Fp Uconvert_elsefind (F55Find 7p)

In the implementation, an additional fact expresses that a pattern-matching failed: in the
else branch of let N = M in P else @, we know that Vzi,...,x;, N # M, where x1,...,x; are
the variables bound in the pattern N. In this report, we consider that the pattern-matching is
encoded using assignments and tests, so we do not consider this fact further.

Furthermore, when the previous update of Fp adds facts, we again complete the computed
sets Fp by adding facts that come from processes above P:

Fp + FpU Fp: if P is immediately under P’

We could also iterate the addition of consequences of defined facts. (However, for simplicity, the
current implementation does not perform such an iteration.)
We have programpoint(p,1,) € F,.

Lemma 31 Let C be an evaluation context acceptable for Qq, A an attacker in BB, Tr be a
trace of C[Qo] for A, p be a program point in Qo, and F, be computed in Qo. If a configuration
Conf is at program point p in Tr, then Tr = Conf = F,,.

When a single variable can be defined at multiple distinct program points, the basic version
presented previously of the collected facts only contains the intersection of what holds at all the
possible definitions points. A more refined version of F,, has also been implemented, that allows
distinguishing cases depending on the multiple possible program points at which a variable is
defined, generating several F, . for the various cases c. This more refined version is easily
leveraged within proofs, simply by checking that a fact holds in all the possible cases over c.
Note that more refined versions could be made by increasing the possible set of cases, but this
would increase the overall complexity of the proof search. For this version, we have:
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Lemma 32 Let C be an evaluation context acceptable for Qg, A an attacker in BB, Tr be a
trace of C[Qo] for A, p be a program point in Qo, and F,, . be computed in Qo. If a configuration
Conf is at program point p in Tr, then there exists ¢ such that Tr = Conf & F, ..

JF,, can be seen as a particular case of F, . by considering a single case c.
I I

Corollary 3 Let C be an evaluation context acceptable for Qo, A an attacker in BB, Tr be a
trace of C[Qo] for A, u be a program point in Qo, and F,, (resp. Fy.) be computed in Qq. Let
Conf be a configuration at program point p in Tr. Let 0 be a renaming of I, to fresh replication
indices and p = {01, — oconfl,}. Let Conf’ be a term or oracle body configuration in Tr such
that Conf <, Conf’.

We have Tr < Conf',pt 0F, and there exists ¢ such that Tr < Conf',p+ 0F, .

In particular, Tr,p = 0F, and there exists c such that Tr,pF 0F, .

Proof By Lemma[31} 7r < Conf - F,. By Lemma [32] there exists ¢ such that Tr < Conf +
Fue. Let F =F, (resp. F = F, ) such that Tr < Conf - F. By definition of p, we have
Tr = Conf,p = OF. Since Conf <. Conf’, the environment Ep.<cons is an extension of
E7-<Conf, so the terms and defined facts in §F are preserved when considering 7r < Conf’
instead of Tr = Conf. (They do not use oconf, reSp. 0 cons’, by the renaming .) Moreover, by
Lemma & congr is an extension of & conys, s0 the events are also preserved. By definition of
Tr < Conf, p - programpoint(Sy, Ml) =< ... = programpoint(Sy,, Mm), the sequences of program
points progmmpoint(Sl,Ml) < ... = programpoint(Sm,Mm) are also preserved. Since F is a
set of facts containing only terms, defined facts, events, and sequences of program points, we
conclude that Tr < Conf’, pEOF.

The last point is obtained by choosing Conf’ to be the last configuration of Tr. O

Lemma 33 Let C' be an evaluation context acceptable for Qu, A an attacker in BB, Tr =

initConfig(C[Qo],.A) L .5 E, (o,P) :: 8t,9,0r, T, uév be a trace for A that does not
execute any non-unique event of Qo with P = return (a); Q for some a and @ or P = yield
or P = abort, u be a program point in Qo, and ]-'E“t be computed in Qq. If the configuration
Conf is at program point p in Tr and no executed process in the configurations between the
configuration at the end of reduction step that contains Conf (included) and E, (o, P) :: St, Q, Or,
T, uév (excluded) is of the form return (a); Q for some a and Q or yield (when Conf is a process
configuration with process return (a); Q for some a and Q oryield, we have Conf = E, (o, P) :: St,
Q,0r, T,uv), then Tr + ]-"Eut.

3.3 Local Dependency Analysis

For each program point P and each variable x, the local dependency analysis tries to find which
variables and terms depend on x[i] at program point P, where ¢ denotes the current replication
indices at the definition of x. It simplifies the game on-the-fly when possible.

For each occurrence of a process P and each variable z such that a random choice x Er
occurs above P and T is a large type, we compute a set of terms indepp(z) that are independent
of x[i] where i denotes the current replication indices at the definition of z.

For each occurrence of a process P and each variable z such that a random choice x Er
occurs above P and T is a large type, we also compute dependp(z) which can be either T (I

don’t know) or a set of pairs (y, M) where y[i] depends on z[i] by assignments, and M is a term

defining y[i] as a function of z[i]. (The tuple ¢ denotes the current replication indices at the
definition of = and of y.)
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depAnal(Q, indep) =
Vy,dependg,(y) = T;indepg, = indep
if @ = Q1 | Q2 then depAnal(Qy,indep); depAnal(Q2,indep)
if Q = foreach i < n do Q" then depAnal(Q’,indep)
if @ = newOracle O; Q' then depAnal(Q’,indep)

if @ = Oli|(z[i] : T) := P then depAnal(P, {Vy,y — T}, indep)

Figure 20: Local dependency analysis (1)

We define “M characterizes a part of x[i] at P” as follows. Let a be defined by a(f (M, ...,
M) = f(aMy,...,aM,y,); a(i) = i where i is a replication index; a(M’') = M’ when M’ €
indepp(x); a(y[Mi,..., My]) = ylaM,...,aM,,] when y # = and y either is defined only by
random choices or dependp(z) # T and (y, M’) ¢ dependp(x) for any M'; a(y[M, ..., M) =

y'[aMy,...,aM,, ] where y' is a fresh variable, otherwise. We write ' = ay in this case.
We say that M characterizes a part of z[i] at P when aM = M implies fi(... fi((ax)[d])) =
fi(... fr(z[d])) for some uniform functions fi1,..., fx, where x[i] is a subterm of M, (ax)[i] is a

subterm of aM, T” is the type of the result of f; (or of  when k = 0), and T” is a large type.
In that case, the value of M uniquely determines the value of fi(... f (x[;])) This property is
shown by a simple rewriting prover, as in the global dependency analysis.

We denote by subterms(M) the set of subterms of the term M.

We say that M does not depend on x at P when M is built by function applications from
terms in indepp(x), replications indices, and terms y[M, ..., M;,] such that My, ..., M, do
not depend on z at P, y # x, and either y is defined only by random choices or dependp(x) # T
and y # 1/ for all (', M) € dependp(z). Since terms in indepp(z) do not depend on z[i] and
when dependp(z) # T, variables not in the first component of dependp(z) do not depend on
x[ﬂ, the conditions above guarantee that M does not depend on x[ﬂ, where i are the current
replication indices at the definition of x. N

When depend # T, we denote by Mdepend the term obtained from M by replacing y[i] with
M’ for each (y, M’) € depend, where i denotes the replication indices at the definition of y.

We define simplifyTerm such that simplifyTerm (M, P) is a simplified version of M, equal to

M except in cases of negligible probability. The term simplifyTerm(M, P) is defined as follows:

e Case 1: M is My = Ms. For each z, we proceed as follows. If dependp(z) = T, let
My = Mjy; otherwise, let My = Midependp(x). Let M{ and M} be obtained respectively
from Mo and Ms by replacing all array indices that depend on x at P with fresh replication
indices. If M| characterizes a part of z[i] at P, and M} does not depend on x at P, then
simplifyTerm(M, P) = false. Indeed, M is equal to false up to negligible probability in this
case. We have similar cases swapping M; and My or when M is My # Ms. (In the latter
case, simplifyTerm(M, P) = true.)

e Case 2: M is My A My. Let M{ = simplifyTerm(M;, P) and M} = simplifyTerm(Ms, P).
If M{ or M} are false, we return false. If M7 is true, we return M. If M} is true, we return
M{. Otherwise, we return Mj A Mj. We have similar cases when M is My V My or =M.

e In all other cases, simplifyTerm(M, P) = M.

The local dependency analysis is defined in Figures and The function depAnal is
initially called with depAnal(Qq, ) where () designates the function defined nowhere.
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depAnal(P, depend, indep) =
depend p = depend; indepp = indep
if P =return (N); @ then depAnal(Q,indep)
if P= x[?] vid T; P’ then
if T is a large type then
depend’(z) = (); indep’(z) = Udefined(ar)e 7 SUbterms (M)
Vy # 2, depend’ (y) = depend(y), indep’ (y) = indep(y) U {x[i]}
depAnal(P’, depend’, indep’)
if P=let zfi]: T =M in P’ then
Vy, if M does not depend on y at P then
depend’(y) = depend (y);indep’(y) = {z[i]} U indep(y)
else
if depend(y) # T then
depend’(y) = depend(y)U{(x, Mdepend(y))}
else
depend’(y) = T
indep’(y) = indep(y)
depAnal(P’, depend’, indep’)

if P = find (@;n:l wjr[i] = i1 < njry e W, [z~] = ljm; < Njm,
suchthat defined(Mjy, ..., Mj;,) A M; then P;) else P’
then
for each j < m, M = simplifyTerm(M;, P)
replace M; with Mj
if M} = false then remove the j-th branch
if M; = true and /; = 0 then replace P’ with yield
if m = 0 then
replace P with P’;depAnal(P’, depend, indep)
else if m =1, my =1y =0, and M7 = true then
replace P with P;;depAnal(P;,depend,indep)
else
Yy, if Vj, k, M, and M do not depend on y at P then
depend’(y) = depend(y)
for each j < m, indep;(y) = indep(y) U {M" |
M’ € subterms(M) for some defined(M) € Fp,, M’ does not depend on y at P}
else
depend’(y) = T;for each j < m, indep, (y) = indep(y)
for each j < m, depAnal(P;, depend’, indep)
depAnal(P’, depend’, indep)

Figure 21: Local dependency analysis (2)
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e For oracle definitions, depAnal sets depend, (y) to T, so that depend, gives no information,

and propagates indep. Indeed, when y[i'] is set in some oracle body Py, the value of y[¢']
may be passed to another oracle by Py or read by find in other oracle bodies executed after
Py, so as soon as P, passes control to another oracle by the first return after the definition

of y, we lose track of exactly which variables depend on y[i’]. However, variables already

defined before Py passes control to another oracle and proved to be independent of y[i']

remain independent of y[i'], so we can propagate indep in all subprocesses of Py.

¢ In the case of a return, depAnal forgets the information in dependp as mentioned above.

e In the case of a random choice x[Nz] vid T, if T is a large type, we create the dependency
information for the newly defined variable z: no variable depends on z[i], and all terms
already defined before the random choice are independent of z[i]. We also note that x[¢] is

independent of y[i'] for other variables y by adding z[i] to indep(y).

e In the case of an assignment let z[i] : T = M, if M depends on y[i'] for some variable y,

then x[] depends on y[i'], so = is added to depend(y) (if it is not T); otherwise, z[i] does
not depend on y[i'] so it is added to indep(y).

e In the case of a find, we first simplify each condition of the find, remove branches when
we can prove that they are taken with negligible probability, and remove the find itself
when we know which branch is taken and this branch of the find does not define variables.
Furthermore, if some condition of find depends on y[i| for some variable y, depend’(y) is
set to T: the control flow depends on y[zN] so future assignments in fact depend on y[z~] even
if the assigned expression itself does not, so we can no longer keep track precisely of which

variables depend on y[i]. Otherwise, we add all terms that are guaranteed to be defined

and independent of y[i] to indep(y).

3.4 Equational Prover

We use an algorithm inspired by the Knuth-Bendix completion algorithm [51], with differences
detailed below.

The prover manipulates pairs F, R where F is a set of facts (M or defined(M)) and R is a
set of rewrite rules My — Ms. We say that M reduces into M’ by M; — My when M = C[M;]
and M’ = C[M,] for some term context C. (That is, all variables in rewrite rules of R are
considered as constants.) The prover starts with a certain set of facts F and R = (). Then the
prover transforms the pairs (F,R) by the following rules (the rule % means that F, R is
transformed into F/, R'):

FU{F},R if F reduces into F’ by a rule of R or

W a user-defined rewrite rule knowing F, R (17)
FU{M; ANMs}, R (18)
FU{M;, My}, R
FU{z[My,...,My) ==z[M],...,M] ]}, R when x is defined only by random choices (19)

FU{My=M{,....,M,, =M} R x@TandTisalargetype
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FU{M; = My},R
{false}, R

e denoting by Mj the term obtained from M; by replacing all array indices that are
not replication indices with fresh replication indices, we have the following properties:

when one of the following conditions holds:

x occurs in M{, x is defined only by random choices x ¥i3 T, T is a large type, M|
characterizes a part of z, and Mj is obtained by optionally applying function symbols
to terms of the form y[M|] where y is defined only by random choices and y # z;

e simplifyTerm(M; = Ms, P) = false, where P is the current program point.

(20)
FU{M=M}R
——if M > M’ 21
FRUM My "7 1)
F,RU{M; — My} if My reduces into M} by a rule of R (22)
FU{M; = M}},R or a user-defined rewrite rule knowing F, R
M M.
FRUAM, — Mo} if My reduces into Mj by a rule of R (23)

FU {M{ = Mg},R

We also use the symmetrics of Rules and obtained by swapping the two sides of the
equality.

Rule ([17)) simplifies facts using rewrite rules. Let us define when M reduces into M’ by a user-
defined rewrite rule knowing F, R. For the first kind of rewrite rules of Section this is simply
when M reduces into M’ by the considered rewrite rule. For the second kind of rewrite rules
of Section consider a rewrite rule y, pia i, ...,y £ T/ Ve 2 Th, ..., Y2y, « Ty, M1 — Mo.
Suppose that M = C[oM;], where C is a term context and o is a substitution that maps z; to

any term of type T for all j < m and y; to terms to the form z;[M;] where z; is defined only
by random choices z; pil T} for all j <. Let Cond = {Z\Z = Z\Ajjf | J# ' Nzj =z}

o If Cond = (), the random choices z; []\Afj] are independent, so M = C[oM;] reduces into
M’ = CloMa).

e If Cond # 0, let Cond = {condy, ..., condy}. When condy V...V condy, is true, the random
choices z; []\AIJ]] are not independent, so we must leave M as it is. When cond; V...V condy is
false, M reduces into M’ = C[oM3]. Suppose that M’ = false. Hence, we could rewrite M
into if condyV...Vcondy then M else false, that is, (cond1V...Vcondi)AM, that is, (condq A
M)V ...V (condi AN M). However, since this term itself contains M, this transformation
could lead to a loop. We avoid it as follows. If for all ¥’ =1,...,k, M is transformed into
Mj, by rewrite rules generated by our equational prover from F U {condy }, R and user-
defined rewrite rules, using only the first kind of user-defined rewrite rules of Section [3.1
and M, # My, then we rewrite M into (condy A M{)V ...V (condy A M},). Otherwise, M
does not rewrite by the considered user-defined rewrite rule knowing F,R.

Rule decomposes conjunctions of facts. Rules and exploit the elimination of
collisions between random values. Rule takes into account that, when z is defined by a
random choice of a large type, two different cells of « have a negligible probability of containing
the same value. So when two cells of = contain the same value, we can conclude up to negligible
probability that they are the same cell. Rule expresses that M; and M> have a negligible
probability of being equal when x is defined by a random choice of a large type, M; characterizes
a part of z, and My does not depend of . The first item of establishes these properties
without further dependency analysis and the second item exploits the local dependency analysis.
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Additionally, in simplification (simplify), if 7 contains M; = M, such that x occurs in My, z

is defined only by random choices x vid T, T is a large type, and M; characterizes a part of x,
we trigger the global dependency analysis (Section [5.1.20]). If the global dependency analysis
succeeds in transforming the game, the simplification is restarted from the game obtained after
global dependency analysis.

Rule is applied only when Rules (17) to (20) cannot be applied. Rule transforms
equations into rewrite rules by orienting them. We say that M > M’ when either M is the
form xz[M], z does not occur in M’ and x is not defined only by random choices, or M =
z[Mi,...,Mp), M" = x[M{,..., M} ], and for all j < m, M; > M. Intuitively, our goal
is to replace M with M’ when M’ defines the content of the variable M. (Notice that this
is not an ordering; the Knuth-Bendix algorithm normally uses a reduction ordering to orient
equations. However, we tried some reduction orderings, namely the lexicographic path ordering
and the Knuth-Bendix ordering, and obtained disappointing results: the prover fails to prove
many equalities because too many equations are left unoriented. The simple heuristic given
above succeeds more often, at the expense of a greater risk of non-termination, but that does
not cause problems in practice on our examples. We believe that this comes from the particular
structure of equations, which come from let definitions and from conditions of find or if, and tend
to define variables from other variables without creating dependency cycles.)

Rules and are systematically applied to simplify all rewrite rules of R after a new
rewrite rule has been added by Rule (21]). Since all terms in rewrite rules of R are considered as
constants, Rule in fact includes the deduction of equations from critical pairs done by the
standard Knuth-Bendix completion algorithm.

We say that F yields a contradiction when the prover, starting from (F, ), derives false.

Extension: That depends on the program point for local dependency analysis. We ignore
that point for now. For the proof of correspondences, local dependency analysis is not used. The
current game Qq is used for the basic dependency analysis (rule and first item of )

Lemma 34 If for all j € J, F; yields a contradiction in a game Qq, then CryptoVerif returns
a probability p such that for all attackers A € BB and all evaluation contexts C acceptable for
Qo with any public variables, Pr[C[Qo] = Vies3z; € Tj, NF;] < p(A,C), where Z; are the

replication indices and non-process variables that occur in F; and Tj are their types.

In particular, the lemma states that, when several sets of facts F; yield a contradiction in the
same game, CryptoVerif counts only once in the probability p the collisions that are eliminated
in proofs that F; yields a contradiction for several j.

More generally, let us consider an algorithm ¢ built from the following grammar:

Q= algorithm
F yields a contradiction equational proof
WA conjunction
w1V P2 disjunction
P mathematical formula
if ¥ then @1 else g test

The mathematical formulas v in such algorithms must not depend on the executed trace. (They
may depend on the syntax of the game () or on the set of public variables V', for instance.)
We translate such algorithms into logical formulas on traces:

{IF yields a contradiction]} = =37 € T, /\J-" where ¥ are the replication indices and

non-process variables that occur in F and T are their types.

RR n°® 9526



108 Bruno Blanchet, Charlie Jacomme

{ior Al = {1} A {2l

_ el if e
{ler Vol = {{[902]} otherwise
Wl =9

{lif ¥ then ¢, else @ol} = if 9 then {{p1]} else {{¢2]}

Intuitively, when algorithm ¢ returns true, CryptoVerif shows that the formula {[¢]} holds for
most traces. It bounds the probability of the traces for which this formula does not hold, as
shown by the following lemma.

Lemma 35 If algorithm ¢ returns true in a game Qq, then CryptoVerif returns a probability
p such that for all attackers A € BB and all evaluation contexts C acceptable for Qo with any
public variables, Pr[C[Qo] = —{¢]}] < p(A, C).

Proof We show by induction on the definition of ¢ that, if ¢ returns true and Tr - —{¢]},
then there exists F such that “F yields a contradiction” has been called in the evaluation of ¢
and returned true, and Tr - 3z € T, \ F where ¥ are the replication indices and non-process
variables that occur in F and T are their types.

e Case ¢ = (F yields a contradiction): obvious.

e Case p = 1 Asy: Since @ returns true, @1 and @9 both return true. Since Tr F —({[p1]} A
{l¥2]}), we have either Tr F —{p1]} or Tr F —{w2]}. In the first case, by induction
hypothesis on ¢y, there exists J such that “F yields a contradiction” has been called in
the evaluation of ¢, and returned true, and Tr + 3z € T, A F where ¥ are the replication
indices and non-process variables that occur in F and T are their types. Moreover, “F
yields a contradiction” has been called in the evaluation of ¢. The second case is symmetric.

e Case ¢ = @1 V pa: If 7 returns true, then {[of} = {[¢1]}, so Tr F ={{¢1]}. We conclude
by induction hypothesis on @1, as above. If ¢ returns false, then o returns true, since ¢
returns true. Hence {[¢]} = {[p2]}, so Tr = ={[p2]}. We conclude by induction hypothesis
on @s.

e Case ¢ = 1. since ¥ evaluates to true, there is no trace Tr such that Tr F —), so the
property holds trivially.

e Case ¢ = if 9 then ¢ else py: if 1) evaluates to true, then we conclude by induction
hypothesis on ;. Indeed, since ¢ returns true, ¢ returns true. Since Tr F —{[¢[}, we have
Tr = —{¢1]}. By induction hypothesis, there exists F such that “F yields a contradiction”
has been called in the evaluation of ¢; and returned true, and Tr - 3% € T, N\ F where T
are the replication indices and non-process variables that occur in F and T are their types.
Then “F yields a contradiction” has also been called in the evaluation of . Similarly, if
evaluates to false, then we conclude by induction hypothesis on .

We conclude by Lemma O

4 success: Criteria for Proving Security Properties
The command success tries to prove the active queries, as explained below. We consider an

oracle definition Qg that satisfies Properties [3] and [} and prove secrecy and correspondence
properties for Q.
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let y[i] = M in C
if M then C else N’
if M then N else C'

find[unique?) (@ . o,
J=1,....m33

&) UNk[Z] = i}, <y, suchthat defined(]\A/[;) A M, then C else N

i;[i] = i; < m; suchthat defined(M;) A M, then N;)

find[unique?] (@m . a;[i] = i; <, suchthat defined(M;) A M; then N;) else C
j:

event e(M); C
Figure 22: Event contexts

4.1 Secrecy

Let us now define syntactic criteria that allow us to prove secrecy properties of protocols. We
first define the function noleak, explained below. This function implicitly depends on the current
game Qg and the public variables V.

noleak(z[M’], T, F) = (F yields a contradiction) V ((z ¢ V) A /\
nz[M] in Qo

—if #2[M] is in M in an assignment let y[¢{] = M in Qq, M is built from replication
indices, variables, function applications, and conditionals, and the current call is not
inside a call to noleak(y[_], -, ), then

noleak(y[0i], T U {0i}, F UOF, U{0M = M'})
where 6 is a renaming of i to fresh replication indices

—if *z[M] is in event e(Mq, ..., Mx_1, C[*z[M]], Mi41, ..., M,y,) in Qo for C defined in
Figure [22] then true

— otherwise, 7 U 0.F,, U {91\7 =M '} yields a contradiction
where 6 is a renaming of I, to fresh replication indices)

The function call noleak(x[ﬁ '1,Z,F) shows that as[M '] does not leak to the adversary, assuming
F holds. The set 7 contains all replication indices that appear in F. If F yields a contradiction,
noleak is true, since it shows the absence of leak assuming F holds. Otherwise, z[M’] may leak
either because x € V so z is a public variable, or because of an occurrence of a term :E[]’\\J/] in the
game that reads I[M 'l (so M = M’ holds) and such that the result of I[M ] leaks.

e In case z[M] occurs in the term M in an assignment let y[i] = M, the function noleak

recursively tries to prove that y[i] does not leak, when y[i] may use x[M’], that is, when
M'" = M. The fact M’ = M and the facts F, that hold at the program point u of z[M]
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are added to the known facts F in the recursive call. Indeed, these facts are known to hold
in this case. The replication indices are renamed to fresh indices in order to avoid using
the same index variable for indices that can actually take different values.

e In case x[M ] occurs in the arguments of an event, the arguments of the event do not leak

to the adversary, so this occurrence of z[M] does not make z[M'] leak.
e In all other cases, we consider that the result of x[M ] may leak, so, in order to prove that
2[M'] does not leak, we show that the occurrence of z[M] at p cannot read z[M’], by

showing that M= M , Fu, and F together yield a contradiction.

Definition 15 (u follows a definition of ) We say that p follows a definition of x when

x[i] il Tik ..., let zfi] = M in #.. ., find[unique?] (@] 1 U [i] = ZNJ < n; suchthat deﬁned(]\z) A
M; then #i .. .) else ... with u; = p and 2 in u; for some j < m, or O(x[i] : T) := *P occurs in
Qo-

We do not mention get in the previous definition, because it is excluded by Property [3| For
each p that follows a definition of x in Qq, we define defRand,,(z) as follows:
o:[zN] ifxm &T;“... occurs in Qo
defRand,, (z) = < y[M] if let [i] : T = y[M] in * ... occurs in Qy and
y is defined only by random choices in Qg

In all other cases, defRand,,(x) is not defined. The variable defRand,,(z) is the random variable
that defines x just before program point p. When z itself is chosen randomly at that point,
defRand,, () is simply x[i], where i are the current replication indices. When x is defined by an

assignment of a variable y[M] that is random, defRand,, (z) is that variable. Otherwise, we give
up and do not define defRand,, (x).

provel-sesseer(@) () — defRand,, () is defined and
noleak(fdefRand,, (x),{01,},0F,)
where 6 is a renaming of I, to fresh replication indices

provel—ses.secr.(m) (8) — /\ provel—ses.secr.(x) (M)
peS

The function call provelsesse<r-(#) (1)) proves one-session secrecy for the definition of = just before

program point y. It considers only the cases in which z is defined either by a random choice or by
an assignment from a random choice. In other cases, the proof fails. (These other cases can typ-
ically be handled by first removing assignments as needed.) Intuitively, provel-sese<"-(*) () guar-
antees that, when xm is defined just before program point p, the random variable defRandH( x)
that defines z[i] does not leak, knowing that the facts F,, hold. Only events and variables y[7']
that do not leak depend on the random choice that defines :17[ j]; the sent messages and the control
flow of the process are independent of z[ ], so the adversary obtains no information on z[i]. That
guarantees the one-session secrecy of :17[ ] when it is defined just before u. This is verified for all
program points in S by prove=sesse<-(#)(S§). When z is defined by assignment of Z[M ], this proof
of one-session secrecy allows some array cells of z to leak, provided the array cells Z[M ] used to
define x do not leak.
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In order to prove secrecy, we also define prove®snt®) (1) 115) = (21 # 22) V (61.F, Ub2F,, U
{Glj\z = 0,My, 1 + iy} yields a contradiction), where defRand,,, (z) = 21 []\Z], defRand,,, (z) =
2 [Z\Afg], i are the current replication indices at the definition of x, #; and 05 are two distinct re-
namings of i to fresh replication indices, i1 = 014, and iy = Oai. Intuitively, provedstinct(®) (1, o)
guarantees that, if 2[i1] is defined at u1, so xfiy] = 21[01M;], and z[iz] is defined at o, so

xlia) = 29 [021\,4;], with 7, + 72, then the random variables that define x in these two cases,
z1[01M4] and 2302 Ms)], are different, that is, z; # 2o or 61 My # 02 Ms. Therefore, zq[01M;] is
independent of z3[03Ms], so z[i1] is independent of x[iz]. Combining this information with the

proof of one-session secrecy, we can prove secrecy of x: we define

proveSecrecy(z) (S) — provel—ses.secr.(x) (8) A /\ provedistinct(m) (Ml7 H“Q)
H1,p2E€S

The proof of bit secrecy is the same as for one-session secrecy:
provebit secr.(x) (8) _ provel—ses.secr.(m) (S)

The proof of (one-session or bit) secrecy is justified by the following proposition.

Proposition 1 ((One-session or bit) secrecy) Consider an oracle definition Qg that satis-
fies Properties [3 and [J} Let sp be 1-ses.secr.(z), Secrecy(x), or bit secr.(z). Let S = {u | p
follows a definition of x}. If prove®?(S) and for all attackers A € BB and all evaluation
contexts C acceptable for Qo, Pr[C[Qo] = —{prove?(S)}] < p(A,C), then Qo satisfies sp
with public variables V (x ¢ V) up to probability p’ such that p'(A,C) = p(A,C[Csl]]) and
Boundg, (V U {z}, sp, Dajse, D)-

The proof of Proposition [1| relies on the following definitions and lemma. We have

{{noleak(z[M'],Z, F)} = VI~ ANF)V((z ¢ V)A N\

#z[M] in Qo

—if “I[M ] is in M in an assignment let y[i] = M, M is built from replication indices,
variables, function applications, and conditionals, and the current call is not inside a
call to noleak(y, _, ), then

{{noleak(y[fi], T U {63}, F UOF, U {OM = M'})]}
where 6 is a renaming of i to fresh replication indices

—if #2[M] is in event e(M, ..., My_1, C[“x[ﬁ]], M4, ..., My,) for C defined in
Figure 22] then true
~ otherwise, ¥(Z U 01,,), = /\(F UOF, U{0M = M'})

where 6 is a renaming of I, to fresh replication indices)

{{noleak(x[M'], T, F)]} is the logical formula that is guaranteed when noleak(z[M’], T, F) suc-
ceeds, up to a small probability computed by the equational prover and that bounds the prob-
ability Pr[C[Qo] = —{[noleak(x[M’],Z, F)}]. Tt is obtained by collecting formulas guaranteed
by each call to “F yields a contradiction”: such a call guarantees Vz € T" ,~ A\ F up to a small

probability that it evaluates, where z are the non-process variables in F and T" are their types.
In the definition of {[noleak(z[M’'],Z,F)]}, the notation VZ means that all variables in Z are
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universally quantified in their respective types. The notation V(Z U #I,) is similar. We have
similarly

{noleak(fdefRand,, (z),{01,},0F,)]}
{[provel'ses'secr'(x)(u)]} _ if defRand,,(z) is defined,
where 6 is a renaming of I, to fresh replication indices
false otherwise

{[provel—ses.secr.(m) (S)]} — /\ {[provel-ses.secr.(m) (,U,)]}
HES

{Iprove®™ ") (g, ug) = (21 # 22) V (Vir, Viz, = [\ 01F,, U 0sFp, U{01M: = 020,11 # 1))

[proves=r =@ (S)] = {prove = (S A A\ {[prove™ ) (g, i)
1,12€S

{[provebit secr.(x) (8)]} _ {[provel—ses.secr.(z) (8)]}

The only semantic rules that can add z[a] to the environment E are (NewT)), (LetT)), (FindT1)),
(New), , (Findl)), (OracleCall), (Return), (AttIO), and (AttYield). (get is excluded by
Property 3}) By Corollary the target term or process of these rules is a subterm or subprocess
of Qp up to renaming of oracles. Hence, the target configuration Conf of these rules is at some
program point g in Tr. In this case, we say that xz[a] is defined just before p in a trace Tr.
Furthermore, given z[a] and Tr, there is at most one program point p such that z[a] is defined
just before p in T, by Lemma [29]

Let sp be l-ses.secr.(z), Secrecy(z), or bit secr.(xz). Let Tr be a trace of C[Cs,[Qo]]. Let
E = Eq.. We define the set Tidx(Tr) of indices of successful test queries as follows:

e When sp is 1-ses.secr.(x): Let p; be the program point of the oracle that performs the
test query in Qisessecr.(z): "*Os(u1r : [L,na],...,um : [1,np]). If there is a
or reduction in Tr with g/ = pg, we define E’ to be the environment af-
ter that reduction. If [E(u1),..., E(un)] € Dom(E’), we let Tidx(Tr) = {¢} (the empty
sequence of indices). Otherwise, Tidx(Tr) = 0.

e When sp is Secrecy(x): Let u; be the program point of the oracle definition that per-

forms the test query in Qsecrecy(z): **Oslis|(u1 = [1,n1],. .., Um @ [1,n4,]). Let Tidx(Tr) =
{a € [1,n,] | there is a ([AttIO) or (OracleCall) reduction in Tr with p/ = p¢, o'(i) = a,
and z[E(uila]),..., E(un[a])] € Dom(E’) where E’ is the environment after that reduc-
tion, and for all a (AttIO) or (OracleCall) reductions in Tr before the latter reduction,
with i/ = pe, o'(i) = a/, E(u[a]) = E(uyld)), ..., and E(um[a’]) = E(um[a]), we have
z[E(u1lal), ..., E(unla])] ¢ Dom(E"”) where E” is the environment after that reduction}.

The test query with index a is the first successful test query for z[E(uy[a)), ..., E(um[a])], so
z|E(uilal), ..., E(unla])] is defined at that test query, that is, z[E(ui[a]), ..., E(unyla])] €
Dom(E’). For all previous test queries on the same indices, z[E(u1[a]), ..., E(uy|a])] was
not defined, that is, [F(u1[al), ..., E(unla])] ¢ Dom(E"”). The bound ns and the variables
ULy -y Uy cOme from Qsecrecy(x)-

e When sp is bit secr.(x): Let y; be the program point of the oracle definition in Qpit secr.(x):
1 QY (Y 2 bool). If there is a (AttIO)) or (OracleCall)) reduction in Tr with ' = uy, we define
E’ to be the environment after that reduction. If x € Dom(E’), we let Tidx(7Tr) = {¢}.
Otherwise, Tidx(Tr) = 0.
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Let Tpp(Tr) = {u | Ja € Tidx(Tr), x[E(ui]al),..., E(uy[a])] is defined just before p in Tr}.
When sp is bit secr.(x), m = 0, so this definition reduces to Tpp(7r) = § if Tidx(7r) = @ and
Tpp(Tr) = {ue} where z is defined just before p. in Tr otherwise. We write Tr - sp when
Tr + {[prove®? (Tpp(Tr))]}.

Lemma 36 Consider a process Qg that satisfies Properties @ and . Let sp be 1-ses.secr.(z),
Secrecy(z), or bit secr.(z). Let C' be an evaluation context acceptable for Cp[Qo] with any public
variables V' (x ¢ V') that does not contain S nor S and A be an attacker in BB. We have

Pr[C[Cp[Qo]] : S A sp] = PrA[C[Cyy[Qo]] : S A sp] .

Proof of the cases sp = l-ses.secr.(r) and sp = Secrecy(z) Let Tr be a full trace of
ClCsp[Qo]] for attacker A such that Tr F sp and b is defined in T, that is, b € Dom(E).

Let E = Eq.. Let ¢ be the current replication indices at the definition of = in Q. For j €
Tidx(Tr), let a; = E(ui[j]), . .., E(un[j]), so that the test query at index j tests z[a;]. Let Conf;
be the target configuration of the semantic rule that adds z[a;] to E, and u; be such that z[a;] is
defined just before y; in Tr. So Conf; is at program point j; in Tr. Let z][ ;| = defRand,,, ()
(Wthh is always defined since p; € Tpp(Tr) and Tr & sp, so Tr F {{provel-sesse<r-() (1 )]}). Let
b be such that B, {i — aj}, M [} b Then z[a] is added to the environment E by (NewT)),

LetT), (New)), or (Let]), we have E(z[a;]) = E(z][gj]) and z; [b ] is chosen at random by (NewT| m
or 1} in Tr by definition of defRandM]. (x). Let us prove that, for all j; # jo in Tidx(Tr), w

have 24, # Zj, Or gjl # ij.
e When sp is 1-ses.secr.(x), this is trivially true since Tidx(7r) contains at most one element.

e When sp is Secrecy(z), we have p;,,p;, € Tpp(Tr) and Tr - Secrecy(z), so we have
Tr + {[proved'St'"Ct(”)(uh,uh)]} 80 z;, # zj, or Tr Viq, Via, ﬁ/\91]—1¢“ U2 Fp,, U{GlMJ1 =
92MJ2, i1 # 22} where 01 and 5 are two distinct renamings of i to fresh replication indices,
i1 = 611, and is = 0. In the latter case, let p = {21 — ajl,ZQ — aj,}. We have
OConf; = [z — aj,]. By Corollary |3, Tr,p = 61.F,, . Similarly, Tr,p = 02F,, . Since
J1 # Jj2, @j, # aj,. (By construction of Tidx(7r), we consider only the first successful
test query for a certain zla;].) So Tr,pt i1 # 1. Therefore, Tr p b 91]\/\/[/]- + 05 M,

]1 7é b]z

For j € Tidx(1r), let us choose elements v; in T, where T is the type of z. Let us consider the
following two sets of traces:

J2»

1. Tr modified by choosing b = true and z; [l;;] = v; for all j € Tidx(Tr). (The variable b
is chosen and used in @,,. Note that the variable y of @, is not defined when b = true.
This set contains a single trace.)

2. Tr modified by choosing b = false and y[j] = v; and z; [l;;} = v} for any v} € T, for all
§ € Tidx(Tr). (This set contains |T|Ti(TN] traces.)

The trace Tr is one of the traces in these two sets: just choose the values of b, z; [b |, and y[j] if
b is false that are used in Tr.

We show by induction on the derivation of these traces Trs (7Try is in set |1l and Trg is in
set [2) that they have matching configurations Conf’, = Ey, 0, My, T, uév,, Conf’, = Q,, Or, or
Conf'. = Ey, (0, P;) :: Sts, Qs, Or, T, ulv, for s € {1,2} that differ as follows:
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E;(b) = true while E5(b) = false.

Ey(ul[j]) when sp is Secrecy(x) and Fj(y[j]) are undefined even when Fs(ul[j]) and
E5(y[j]) are defined for some indices j € Tidx(7Tr).

Ex(z[a]) differs from Ej(z[a]) for some z and a such that for some M, I, F, we have
Tr + {[noleak(z[M],Z, F)}} and Tr + 3T, (M =a) A \ F.

Values inside M; and M, may differ when Conf’, (for s € {1,2}) occurs in the derivation
of

E,, o, let ym =M in M, T, uév, i>* Es[y[oﬂ — ag], o, M, T, pévs
or of Ey, (o, let y[i] = M in P) :: St,, Qu, Or, T, u€vy
Es[y[cﬁ] — ag|, (o, P) :: Stg, Qs, Or, T, uévs

where M is built from replication indices, variables, function applications, and conditionals
and for some M, I, F, we have Tr - {[noleak( (M ] Z,F)} and Trt3Z,(M = oi) AN\ F.

Terms M; and My may differ when Conf’, (for s € {1,2}) occurs in the derivation of

E,, o0, event e(M ) M T, uévs L E,,0,event e(M Vs M T, pévs
or of E,, (o,event e(M,); P) :: Sty, Qs, Or, T, pévg 5
E,, (o,event e(M!); P) :: Sty, Qs, Or, T, u€vs
where the terms M, match and the only rules above this reduction and under Conf’,
are (CtxT]) with matching simple contexts any number of times followed by (CtxT|) with

context event e(as 1, ..., 8sk—1,[], Ng+1,- .., Ni); N or (Ctxl) with context event e(as 1, ...,
as k-1 ], Nk+1, - - -, Np); P once, where

— a simple context is a context of the form x[ay,...,ap—1,[], Ng+1,--., Nm] or f(ay,...,
ak-1,[], Nk+1,. .., Np,) for some z, f, k, m, a1, ..., ak—1, Ngt1, ..., Np,

— simple contexts C, (for s € {1,2}) match when Cs = z[as1,...,0s k-1, []s Net1s-- -,
NyJor Cs = f(asa,---sask-1,[], Nk41, - - -, Np,) for some z, f, k, m, as1, ..., s k-1,
Nk+17 ey ]Vm7 and

— terms M, (for s € {1,2}) match when M, = aso, or My = z[as1,...,as,-1, M,
Nit1,---, Np] or My = f(asq,...,0s k-1, M}, Niy1,...,Ny,) for some z, f, k, m,
U505 As1y -« Qs k—1, N1, - - -, Ny, and matching M.

Terms M; and Ms (resp. processes P; and P,) may differ when

M, = Cy...Chlevent e(M,); M']...],
P, = Cy[CY]. .. Cilevent e(M,); M']...]],

or P, = event e(My); P

where k € N, Cy, ..., C) are term contexts defined in Figure [7] Cj is a process context
defined in Figure and the terms My match, for s € {1,2}.

Arguments of events in ufvy and pfve may differ.
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e The events S and S are swapped: when u&v; contains S, &vs contains S, and conversely.
e Some additional configurations corresponding to the execution @), differ.

The proof can be sketched as follows. The different choice of b leads to E;(b) = true and
E5(b) = false. The only semantic rule that reads the environment is , when it evaluates an
occurrence of the variable in question. By Definition |7} b ¢ var(Qo) UV, so the only occurrences
of b are in Qp.

If the adversary calls oracle O;|...](a) and x[a] is not defined, then @, simply yields. If the
adversary calls oracle O,|...](a) and z[a] is defined, then @ = a@; for some j € Tidx(7r). In set
E;(b) = true, so Qp returns Ey(z[a;]) = Ei(z; [EJ]) = v;. In set [2| E5(b) = false, so when it is
the first time that the adversary calls oracle Og]...](a) and x[a] is defined, @, chooses a fresh
y[j] equal to vj;, and returns E2(y[j]) = v;; when the adversary calls again O;]...](a@), Qsp finds
u), = j (by construction of Tidx(Tr)), and returns Es(y[j]) = v;. So in both sets, @, returns
the same value.

If the adversary calls O ('), then the result of the test b’ = b differs between set [1] and set
since Fy(b) # Fa(b), so if set |1 executes S, then set [2| executes S and conversely. That is why
the events S and S are swapped.

By Deﬁnition ul,y ¢ var(Qo)UV, so the only occurrences of v, and y are in Q5. Therefore,
the changes that come from differences in the definition of v/, and y are already taken into account
above. _ _

The value of Ei(z;[b;]) is different from the one of Fs(z;[b;]). Since Tr F sp, we have
Tr F {[provet=sesser-(@) (]} so Tr = {noleak(fz, []\Ajj],{ﬁlw},ﬁ]:w)]} where 6 is a renaming
of I,,; to fresh replication indices. We have ocons, = [I; + a;]. Let p = {01, — a;}. By
Corollary |3t Tr,p = 6F,,. Moreover, Tr,p 9]\7]- = Ej, So Tr = 301,,, (0]\,/.7] = E]) ANNOF,,;.

Hence, for M = 0M;, T = {01,,}, and F = 0F,,, we have Tr I {[noleak(z;[M],Z,F)]} and
Tr+ 3T, (M =b;) A\ F.

The difference between E4 (z[a]) and E2(z[a]) for z and a such that for some M, T, F, we have
Trt- {[noleak(z[M ,Z,F)} and Tr + 3Z, (]\7 =a) A A\ F has consequences when evaluates
z[a):

E,,0,"2[d], T, u€vs = Ey, 0, Ey(2[a)), T, pnévs .
By Lemma [8] Property [4] applied to the configuration Conf = Es,o,#z[a], T, ufvs with I = 0,
we have Y

E;,a,“z[]\?’],T’,u&); L E;,o0,'z[al, T, uévs
by any number of applications of (CtxT]), where 1z[M'] is a subterm of C [Csp[Qo]]- Furthermore,
if the evaluation of M’ itself uses that evaluates a z[a] that differs, we replace Z[M 1 by
the smallest subterm of M’ that evaluates a z[a] that differs. By this replacement, we guarantee

that the evaluation of M’ proceeds in the same way_in set [1] and set [2| and yields the same a.
Recall that M’ are simple terms by Invariants |2 and |5} so the evaluation of M’ does not change
Es, T, n€vs. So we have

Eq,0,"2[M'), T, uévs = Eg,0,"2[al, T, ufvs % Es, 0, Bs(2[al), T, uévs

for s € {1,2}, where I’LZ[M/] is a subterm of C[Cj,[Qo]], by any number of applications of (CtxT)
followed by one application of (Var). Let § be a renaming of I, to fresh replication indices and

p =101, — ol,}. By Corollary Trs,p = 0F,. Moreover, Es, o, M’ | @, so E,,p, oM’ | a.
Since Er,, extends Fy, we have Trs,p b OM' = a. Since Tr is among the traces Tr,, we have
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Tr,p = 0F, and Tr,p - 9M’' = G. There exists p/ with domain T such that Tr,p’ + (M =
a)ANF. So Tr,pUp = A(FUOF,U{M' =a,M = a}). Since Tr - {noleak(z[M],Z, F)}}
and Tr + 3Z,(M =a) A A\ F, we have Tr b =(VZ,—= A\ F), so Tr satisfies the second disjunct of

{{noleak(z[M],Z, F)]}. Therefore, z ¢ V, so the occurrence of #z[M’] evaluated above is either
in Qsp, and in this case z is actually = and this case has already been studied above, or in Q.
In the latter situation, we are in one of the following three cases:

e "z[M'] is in M in an assignment * let y[i] = M in Qo, M is built from replication indices,
variables, function applications, and conditionals and Tr t {[noleak(y[0i],Z U {92} FU
0F, U {6M’ = M})]} where 6 is a renaming of 7 to fresh replication indices. Let M’ = 6i,
7' =TU{6i}, and F' = FUOF, U {§M' = M}. Since 1/ is above j, by Lemma@ there
is a configuration inside p’ before Conf in Tr. By Lemma [§| applied to that configuration
(Property (1] I when the a551gnment is a process, Property W I with [ = 0 when it is a term),
the assignment  let y[ | = M is evaluated by

E,,0," let yli) = M in M, T, uéo, LN Elyloi] — as),0, M, T, uév,
or F, (o, " et y[z~] =M in P) :: Sts, Qs,Or, T, névs RN
Es[y[aﬂ — as], (0, P) :: Sts, Qs, Or, T, uvs

for s € {1, 2} We have Tr - {noleak(y[M"],T’ .7-"’)]} Moreover i =1, and Tr,pU
o F 6 = i by definition of p. Hence Tr,p U p’ F M" = oi and Tr ,pUp FF,
Tr+ 37, (M" = 0i) A \ F'. Hence we are in a case in which different values inside terms
M, and M, are allowed. Furthermore, the added values E,(y[oi]) = a, may differ. Let
@ = oi. We have Tr b {[noleak(y [M”] ', F)]} and Tr + 377, (M” =ad)ANNAF,
E;(y[a']) is indeed allowed to differ from Es(y[a']).

o 1z[M'] is in #event e(M, ..., My_1,C[*2[M']], Mis1, ..., My,) in Qo, for C defined in
Figure Since p’ is above u, by Lemma@, there is a configuration inside u’ before Conf
in Tr. By Lemma [§| applied to that configuration (Property [l| when the event is a process,
Property with { = 0 when it is a term), the evaluation of the event starts from a configu-
ration at 4/ in Tr. The evaluation of event e(Mj, ..., My_1, C[P2[M’]], Myy1, . .., M,,) first
evaluates My, ..., M;_1 to values using or with an event context. (If they

evaluated to abort event values, C[*z[M']] would not be evaluated.) Then if evaluates the
context C: yi] pia T;C is evaluated by (NewT)), let y[i] = M in C is evaluated by (LetT)),
if M then C else N’ is evaluated by (IfT1) (M must evaluate to true because otherwise,
#z[M'] would not be evaluated), if M then N else C is evaluated by ([fT2) (M must

not evaluate to true because otherwise, *z[M M’ ] would not be evaluated), event e(M ) Cis
evaluated by (EventT]), and find contexts are evaluated by rules for find, until we reach

event 6((1571, ey asvk_l, CSJ[. .. CSJ[‘LLZ[M,H e ], Mk+1, ceey Mm)
for s € {1,2}, where Cj 1, ..., Cs; are matching simple contexts. (Values may differ in case
My, ..., My_1, or terms in C contain other occurrences of variables whose value differs.)

At this point, the reduction proceeds as follows:

E,,0,event e(M,); M', T, uévs — Ej, o, event e(M.): M, T, uév,
or F, (o, event e(Ms); P),Qs,0r, T, u€us LN E,, (0,event e(Mé’,); P),Q.,0r, T, uévg
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by (Var), (CtxT)) with matching simple contexts any number of times followed by (CtxT)
or (Ctx) with context event e(as1,...,ask—1,[], Mg+1,...,Mpm);... once, where

MS = 05717 e ,as’k,l, Cs,l[o . CS’I[NZ[MI]] - .], Mk+1, ey Mm
and M, =as1,...,055-1,Cs1[...Cslas] ... ], Myy1,..., My,
for s € {1,2}. Further reductions still manipulate configurations of the same form until

the event itself is executed by (EventT]) or (Event), which adds the event e with possibly
different arguments to u&v.

o Tr=Y(ZuUbl,),~A\(FUOF, U{OM’ = M}) where 6 is a renaming of I, to fresh replication

indices. We have Tr,pU p' == A(FUOF, U {6M’ = M?}). That yields a contradiction, so
this case does not happen.

The sequence of events uév; (resp. pévs) is never read by the semantic rules. It is only read
by the distinguisher. Therefore, changes in this sequence of events do not modify the rest of the
trace.

That concludes the proof that traces in set [I] and set [2| match.

Furthermore, the trace in set[l]and the traces in set 2] have the same probability. All full traces
of CCsp[Qo]] for attacker A that define b and that satisfy sp belong to set |1 or to set [2| for some
Tr (for instance using the trace in question as Tr). Therefore, these sets form a partition of the
full traces of C[Cyp[Qo]] for attacker A that define b and that satisfy sp, and the sets that execute

S have the same probability as the sets that execute S. Moreover, the traces of C[Cs,[Qo]] that

do not define b execute neither S nor S. So Pr[C[Cy,[Qo]] : S A sp] = PrA[C[C.,[Qo]] : S A sp).
(|

Proof of the case sp = bit secr.(z) Let Tr be a full trace of C[C,[Qo]] for attacker A such
that Tr - sp. Let E = Ep,..

If Tidx(7r) = 0, then Tr executes neither S nor S.

Otherwise, Tidx(Tr) = {e} and x is defined in Tr, that is, x € Dom(FE). Let Conf, be the
target configuration of the semantic rule that adds x to E, and p. be such that x is defined just

before p. in Tr. So Conf, is at program point p. in Tr. Let z.[M.] = defRand,,, (x) (which is

always defined since y, € Tpp(7Tr) and Tr F sp, so Tr - {{provel=ess<"(=) (4, )]}). Let b, be such
that E, 0, M, | b.. Then z is added to the environment E by (NewT)), (CetT), (New)), or (Let)),
we have F(z) = E(z. [ge]), and z, [56] is chosen at random by or in Tr by definition
of defRand,,_ ().

Let us consider the following two traces:

1. Try is Tr modified by choosing zc[b¢] = true.

2. Trq is Tr modified by choosing z.[b.] = false.

The trace Tr is one of these two traces: just choose the value z.[b] that is used in Tr.

We show by induction on the derivation of these traces T, that they have matching configura-
tions Conf’, = Es,0, My, T, u€vs, Confl, = Q4, Or, or Conf’, = Es, (0, P) :: Sts, Qs, Or, T, u&vs
for s € {1,2} that differ as follows:

e Fy(z[a]) differs from Fs(z[a]) for some z and @ such that for some M, I, F, we have
Tr + {noleak(z[M],Z, F)[} and Tr+ 3Z,(M =a) A\ F.
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e Values inside M; and M may differ when Conf’, (for s € {1,2}) occurs in the derivation
of

Eg,0,let yli) = M in M', T, p€vs L Elylot] = ag),o, M, T, p&vs
or of Ey, (o, let y[?] =M in P) :: Sts, Qs,Or, T, uvs LN

E;lyloi] = as], (0, P) :: Sts, Qs, Or, T, uévs

where M is built from replication indices, variables, function applications, and conditionals
and for some M, Z, F, we have Tr b {noleak(y[M],Z, F)]} and Tr + 3Z,(M = oi) A \ F.

e Terms M; and My may differ when Conf’, (for s € {1,2}) occurs in the derivation of

E,,0,event e(M,): M, T, uév, L E,, 0, event e(M.): M, T, uév,
or of Fs, (o, event e(JT/fS); P) :: Stg, Qs, Or, T, uévs RN
E,, (o,event e(M!); P) :: Sty, Qs, Or, T, u€v,

where the terms M, match and the only rules above this reduction and under Conf’,
are with matching simple contexts any number of times followed by with
context event e(as 1, .., 0sk—1,[], Nk+1,-- ., Ni); N or with context event e(as 1, - - -,
as k—1,[]s Nk+1,- .., N;); P once, where simple contexts and matching are defined as in the
cases sp = l-ses.secr.(x) and sp = Secrecy(z).

e Terms M; and M (resp. processes Py and P,) may differ when

My = Cy[...Cilevent e(Ms); M']...],
P, = Co[C1]. .. Cilevent e(M,); M']...]],

or P, = event e(My); P

where k € N, Cy, ..., Cj are term contexts defined in Figure [7] Cy is a process context
defined in Figure and the terms My match, for s € {1,2}.

o Arguments of events in pév; and p€vs may differ.
e The events S and S are swapped: when u€v; contains S, v, contains S, and conversely.
e Some additional configurations corresponding to the execution @, differ.

The proof can be sketched as follows.

If the adversary calls OY(V'), either directly with rule or through the context with
rule (OracleCall), then z is defined (since Tidx(7r) = {€}) and the result of the test z = ¥’ differs
between Try and Try, since By (z) = Ey(zc[bd]) = true # Ey(x) = Ea(z[be]) = false, so if Try
executes S, then Try executes S and conversely. That is why the events S and S are swapped.

The value of Ej(zc[b.]) is different from the one of Ea(z.[b]). Since Tr F sp, we have

Tr F {[provel=es=er-@) (4 )} so Tr + {{noleak(fz[M], {01, },0F,. )]} where 0 is a renaming of
1,,. to fresh replication indices. Here, I,,_ is empty since z is defined under no replication. We
have ocong, = []. Let p = (0. By Corollary 3, Tr,p - 6F,. . Moreover, Tr,p (‘)Me = EE. So
Tr +301,,, (OM, = b.) A A OF,.. Hence, for M =0M,T= {01, .}, and F = 6F,_, we have

Tr - {noleak(z[M],Z, F)} and Tr + 3T, (M = b.) A \ F.
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The difference between Ej(z[a]) and Es(z[d]) for z and @ such that for some M, I, F, we
have Tr + {noleak(z[M],Z, F)]} and Tr - 3T,(M = a) A AF has consequences when
evaluates z[a], as in the cases sp = 1-ses.secr.(z) and sp = Secrecy(x). That concludes the proof
that traces Tr; and Trs match.

Furthermore, the traces Trq and Trg have the same probability. All full traces of C[Cs,[Qo]]
for attacker A such that Tidx is non-empty and that satisfy sp are Try or Try for some Tr (for
instance using the trace in question as 7r). Therefore, Tr; and Tro form a partition of the full
traces of C[Cs,[Qo]] for attacker A such that Tidx is non-empty and that satisfy sp, and half of
these traces execute S, the other half execute S. Moreover, the traces of C[Cs,[Qo]] such that
Tidx is empty execute neither S nor S. So Pr[C[C,[Qo]] = S A sp] = Pra[C[C.p[Qo]] : S A sp).

(|

Proof of Proposition Let sp be 1l-ses.secr.(x), Secrecy(x), or bit secr.(x). Let C be an
evaluation context acceptable for C,[Qo] with public variables V' (z ¢ V') that does not contain
S nor S and A be an attacker in B5. We have

Advgy, (A, C) = Pré[ClCy[Qu]] : S] — Pr([C[Csp[Qo]] - 8]
= Pri[C[C4,[Qo]] : S A sp] + Pri[C[C,[Qo]] = S A —sp)
— PrA[C[Cy[Qo]] : S A sp] — Pri[C[Cy[Qo]] : S A —sp]
= Pri[C[C4,[Qo]] : S A —sp] — Pra[C[C.p [Qo]] = S A —sp] by Lemma
< PrA(C[Cop [Qul) )
< Pr[C[C4p[Qo]] - ~{lprove’® ({11 | u follows a definition of x})]}]

because, for all Tr, Tpp(Tr) C {p | p follows a definition of z}
< Pri[C[Cs[Qo]] < —{prove’ ({u | u follows a definition of z})]}] by Lemma
< p(A ClCyI]]) = p'(A,C)

So @ satisfies sp with public variables V up to probability p’. Moreover,

Advg, (A, C[Csp[]]7 8P, Dialse) = PrA[C[Cs;D [Qo]] = S] — PrA[C[CSP [Qol] - Sv NonUniqueQO]
< Advgy (A, C) < p(A, C[Cy[])

so Boundg, (V U {z}, sp, Diaise, P)- =

Example 5 As we shall see in Example the oracle definition Q¢ of Example [T] can be
transformed into the following oracle definition Qf:

= Start() := xy, E Ty gy & Ty return 0:(Q4 | Q%)

= foreach i < n do O[i]() := 2} & Tpyz, & T}
let x,, : bitstring = enc’ (Zy, Tk, x,) in
return (2., mac’ (Tom, Tmr)))
Q% = foreach i’ < n do Op[i'](x),, Tm
find u < n suchthat defined(z,,[u], z

a) =
klul) A
xh, =z [u] A verify' (), Tk, Tma) then

let 2}, : Ty, = x,[u] in return ()
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and Qg %;Z Qg- In order to prove the one-session secrecy of z, we notice that x} is defined by
let ) : T), = x}[u], the only variable access to =}, in Q is let 2}/ : T}, = x [u], and z}/ is not used in

o So by Proposition |1} Qf satisfies the one-session secrecy of ) without public variables up to
probability 0. (We have defRand, (z}) = z}[u] and {[noleak(z}[u], Z, F)[} = (VI,~ A F)V ((z}, ¢
V) A {[noleak(x}[0i],Z', F')]}) = true since ), ¢ V, x} ¢ V, and {noleak(x}[0i],Z, F')]} = (VT',
SANF)V ((z ¢ V) Atrue) = true. So Pri[C[Q4] = —{provelsss-=)(S)}] = 0.) By
Lemma the oracle definition Qo of Example [1| also satisfies the one-session secrecy of z
without public variables up to probability p'(A, C') = 2p(A, C[C1ses secr. () [ 1] ts). However, this
process does not preserve the secrecy of z}/, because the adversary can force several sessions of
B to use the same key x/, by replaying the message sent by A. (Accordingly, provesecrecy(“’)(S)

is not satisfied.)

The criteria given in this section might seem restrictive, but in fact, they should be sufficient
for all protocols, provided the previous transformation steps are powerful enough to transform
the protocol into a simpler protocol, on which these criteria can then be applied.

4.2 Correspondences
4.2.1 Example

We illustrate the proof of correspondences on the following example, inspired by the corrected
Woo-Lam public key protocol [73]:

B— A:(N,B)
A — B:{pka,B,N}e,

This protocol is a simple nonce challenge: B sends to A a fresh nonce N and its identity. A
replies by signing the nonce N, B’s identity, and A’s public key (which we use here instead of A’s
identity for simplicity: this avoids having to relate identities and keys; CryptoVerif can obviously
also handle the version with A’s identity). The signatures are assumed to be (existentially)
unforgeable under chosen message attacks (UF-CMA) [49], so, when B receives the signature, B
is convinced that A is present. The signature cannot be a replay because the nonce N is signed.

In our calculus, this protocol is encoded by the following oracle definition Gy, explained
below:

Go=00() :==rka & keyseed; let pka = pkgen(rka) in
let ska = skgen(rka) in return (pka); (Qa | @B)
Q4 = foreach ig < n do Oalial(xn : nonce,xp : host) :=

event ea(pka,xp,TN); T ¥i3 seed;
return (sign(concat(pka,xp,xn), ska,T))

Qp = foreach ig < n do Op1lip|(zpk, : pkey) = N & nonce;
return (N, B); Opalip](s : signature) :=;
if verify(concat(xpg,, B, N), Tpk,,s) then
if zpr, = pka then event eg(zpk,, B, N)

The oracle definition Gy is assumed to run in interaction with an adversary, which also models
the network. G| first receives a call to oracle Oy without argument, from the adversary. Then, it
chooses randomly with uniform probability a bitstring rk4 in the type keyseed, by the construct
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rka pia keyseed. Then, Gy generates the public key pka corresponding to the coins rka, by
calling the public-key generation algorithm pkgen. Similarly, Gy generates the secret key sk4 by
calling skgen. It then returns the public key pk 4, so that the adversary has this public key.

After this return the control passes to the adversary. Several oracles are then made available,
which represent the roles of A and B in the protocol: the oracle definition @ 4 | @p is the parallel
composition of @4 and @ p; it makes simultaneously available the oracles defined in @4 and @ p.
Let Q4 and Q'5 be such that Q4 = foreach iy < n do @', and Qp = foreach ip < n do Q5. The
replication foreach i4 < n do Q' represents n copies of the oracle definition @’4, indexed by the
replication index i4. The oracle definition @’y begins with oracle O4ia]; the oracle is indexed
with i4 so that the adversary can choose which copy of oracle O4 it calls by calling O4li]
for the appropriate value of i4. The situation is similar for @5, which expects a call to oracle
Opi1lip]. The adversary can then run each copy of @’y or Q5 simply by calling the appropriate
oracles O4lia] or Op1[ig].

The oracle definition Q’5 first expects a call to oracle Op; [ig] with a message x,, in the type
pkey of public keys. This message is not really part of the protocol. It serves for starting a new
session of the protocol, in which B interacts with the participant of public key x,x,. For starting
a session between A and B, this message should be pks. Then, @’ chooses randomly with
uniform probability a nonce N in the type nonce. The type nonce is large: collisions between
independent random numbers chosen uniformly in a large type are eliminated by CryptoVerif.

's returns the message (N, B) to the adversary and gives it back control. The attacker is
expected to call oracle O4[ia] with this message (N, B), but may proceed differently in order to
mount an attack against the protocol.

Upon a call to oracle O4lia] with message (zn,2p), where the bitstring zx is in the type
nonce and xp in the type host, the process @', executes the event e4(pka,zp,zn). This event
does not change the state of the system. Events just record that a certain program point has been
reached, with certain values of the arguments of the event. Then, @, chooses randomly with
uniform probability a bitstring r in the type seed; this random bitstring is next used as coins
for the signature algorithm. Finally, @', returns the signed message {pka,zp,2n}sk,- (The
function concat concatenates its arguments, with information on the length of these arguments,
so that the arguments can be recovered from the concatenation.) The control then passes to
the attacker, which should call oracle Ops[ip] with this message if it wishes to run the protocol
correctly.

Upon a call to oracle Ops[ip] with message s, Q'5 verifies that the signature s is correct and,
if zpk, = pka, that is, if B runs a session with A, it executes the event ep(zpi,, B, N). Our
goal is to prove that, if event ep is executed, then event e4 has also been executed. However,
when B runs a session with a participant other than A, it is perfectly correct that B terminates
without event ey being executed; that is why event ep is executed only when B runs a session
with A.

By the unforgeability of signatures, the signature verification with pk 4 succeeds only for sig-
natures generated with sk4. So, when we verify that the signature is correct, we can furthermore
check that it has been generated using sk4. So, after game transformations explained below, we
obtain the following final game:

G1=00() :==rka pia keyseed;
let pka = pkgen’(rk4) in return (pka); (Q1a | Q1B)
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Q14 = foreach iq4 < n do Oalial(xn : nonce,xp : host) :=
event eq(pka,rp,TN);
let m = concat(pka,zp,zN) in

r& seed; return (sign’(m, skgen’(rk4),7))

Q1p = foreach ig < n do Ogi[ig](zpk, : Pkey) ;=N & nonce;
return (N, B); Opalip](s : signature) :=
find u < n suchthat defined(mu], xp[u], 2 n[u])
A (@pta = pha) A (B = wplul) A (N = o [u])
A verify' (concat (k. , B, N), Tpk,, ) then
event eg(Zpk,, B, N))

The assignment sk = skgen(rk4) has been removed and skgen(rk,) has been substituted for
sk, in order to make the term sign(m,skgen(rks),r) appear. This term is needed for the
security of the signature scheme to apply.

In Q1 4, the signed message is stored in variable m, and this variable is used when computing
the signature.

Finally, using the unforgeability of signatures, the signature verification has been replaced
with an array lookup: the signature verification can succeed only when concat(x,y,, B, N) has
been signed with ska, so we look for the message concat(z,k,, B, N) in the array m and the
event ep is executed only when this message is found. In other words, we look for an in-
dex © < n such that m[u] is defined and m[u] = concat(zpk,, B, N). By definition of m,
mlu] = concat(pka,zpul, zn[u]), so the equality m[u] = concat(zpk,, B, N) can be replaced
with (26, = pka) A (B = zp[u]) A (N = zn[u]). (Recall that the result of the concat function
contains enough information to recover its arguments.) This transformation replaces the function
symbols pkgen, skgen, sign, and verify with primed function symbols pkgen’, skgen’, sign’, and
verify’ respectively, to avoid repeated applications of the unforgeability of signatures with the
same key. (The unforgeability of signatures is applied only to unprimed symbols.)

The soundness of the game transformations shows that Gy ~ G;. We will prove that G,
satisfies the correspondences and @ with any public variables V, in particular with V = {.
By Lemma Gy also satisfies these correspondences with public variables V' = (). Let us sketch
how the proof of correspondence for the game G will proceed. Let Q] 4 and Q5 such that
Q14 = foreach i4 < n do Q)4 and Q15 = foreach iz < n do Q)p. Assume that event ep is
executed in the copy of Q) 5 of index ip, that is, eg(z,k, [i5], B, N[ig]) is executed. (Recall that
the variables xp,, N, u, ... are implicitly arrays.) Then the condition of the find above ep
holds, that is, m[u[ig]], zg[u[ig]], and zn[u[ip]] are defined, z,k, [i5] = pka, B = zp[u[ip]], and
Nlig] = xn[ulig]]. Moreover, since mu[ip]] is defined, the assignment that defines m has been
executed in the copy of Q) 4 of index i4 = u[ig]. Then the event es(pka,zp,xn), located above
the definition of m, must have been executed in that copy of @ 4, that is, ea(pka,xplulig]],
xn|[ul[ip]]) has been executed. The equalities in the condition of the find imply that this event
is also ea(zpk,[in], B, N[ig]). To sum up, if eg(zpr,lis], B, N[ig]) has been executed, then
ea(zpr,liB], B, N[ig]) has been executed, so we have the correspondence (). This reasoning
is typical of the way the prover shows correspondences. In particular, the conditions of array
lookups are key in these proofs, because they allow us to relate values in processes that run
in parallel (here, the processes that represent A and B), and interesting correspondences relate
events that occur in such processes. Next, we detail and formalize this reasoning, both for
non-injective and injective correspondences.

Inria



Crypto Verif: a Computationally-Sound Security Protocol Verifier 123

4.2.2 Non-unique Events

The only correspondence that involves a non-unique event e is event(e) = false, and it is simply
proved by noticing that the event e no longer occurs in the game after the transformation
prove_unique (Section [5.1.4). Therefore, non-unique events are not concerned by the proofs of

Sections 2.3l and .24

4.2.3 Non-injective Correspondences

Intuitively, in order to prove that Qo satisfies a non-injective correspondence Vz : f; Y = Jy
T';: ¢, with T = var(¢) and § = var(¢) \ var(y), we collect all facts that hold at events in ¢ and
show that these facts imply ¢ using the equational prover.

When casesInCorresp = false, CryptoVerif uses F,, to collect these facts. When cas-
esInCorresp = true (the default), it uses F, . for more precision. In this section, we detail
the proof with F, .. The usage of F,, can be considered as using a single case c, relying on
Lemma [31] instead of Lemma [32] Formally, we collect facts that hold when the event F in ¢ has
been executed, as follows.

Definition 16 (1 executes F', Fr, ) When F = event(e(My,...,M,,)) and Hevent e(M],
ooy MJ)); ... occurs in Qg or, for m = 0, Hevent_abort e or “find[unique,]... occurs in Qo,
we say that p executes F'.

If u executes F' and for all “event e(M7,..., M} );... in Qo, M1, ..., M/, are simple terms,
then we define 73, . = F, .U{M] = M; | j < m}U{lastdefprogrampoint(u, I,,) if *event abort e
or #find[unique,]... occurs in Qo}. If additionally F is not a non-unique event, then we define
Frpe = Fpue YT

Intuitively, when the event F' in v has been executed, it has been executed by some subterm
or subprocess of Q, so there exists a subterm or subprocess “event e(Mj,..., M} );... or, for
m = 0, Hevent_abort e or #find[unique,]... in Qo such that, the event e(Mj, ..., M/ ) has been
executed and it is equal to the event F', hence M ]’ = Mj; holds for j < m. Moreover, since the
program point u, which executes F, has been reached, F,, . holds for some case ¢ (Lemma .
Furthermore, when the event aborts, it is the last step of the trace, so lastdefprogrampoint(u, I,,)
also holds. Hence .7-"%7 u,c holds for some case c. Additionally, assuming we consider traces that
do not execute non-unique events, since the adversary cannot stop execution of the process until
the next return, yield, or event_abort e, fi“t also holds (Lemma, so Fp,u,c holds for some case
c¢. This is proved more formally in Lemma [38| below. (The case of get[unique,] is not mentioned
in Definition [L6] because it is excluded by Property [3])

We restrict ourselves to the case in which Mj, ..., M/ are simple terms because only simple
terms allowed in sets of facts.

Let 6 be a substitution equal to the identity on the variables x of . This substitution gives
values to existentially quantified variables y of ¢. We say that F =, ¢ when we can show that
F implies 6¢. Formally, we define:

F B, M if and only if F U {—-0M} yields a contradiction
F B yevent(e(My, ..., My,)) if and only if there exist
My, ..., M/, such that M{ : event(e(M7,..., M} )) € F
and F U {\/;n:1 OM; # M;} yields a contradiction
F By o1 A ¢y if and only if Fl, ¢ and F g do
FEyd1V ¢ if and only if F 1 or F =y ho
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Terms M are proved by contradiction, using the equational prover. Events F are proved by
looking for some event F” in F and showing by contradiction that 6 F = F”, using the equational
prover. B .

Let ¢ = [VZ : T3¢ = 3y : T'; #] be a non-injective correspondence that does not use non-
unique events, with ¢ = Fy A ... A F,,, T = var(¢), and § = var(¢) \ var(y). Suppose that,
in Qq, the arguments of the events that occur in ¢ are always simple terms. Suppose that, for
all j < m, p; that executes F; and c¢; is a case for F,, ... For j < m, let 6; be a renaming of
I,,, to fresh replication indices. (The renamings 6; have pairwise disjoint images.) Let 0 be a
family parameterized by p1,c1, ..., fhm, Cm of substitutions equal to the identity on . We define
prove? (0, i1, ¢1, - .+, fim, €m) = (01FFy 1 o0 U UOmF By i e B 001 00, i o) @)+ This func-
tion defines the algorithm that we use to prove the correspondence ¢ assuming for all j < m, Fj is
executed in y; and we are in case ¢;. We also define prove?(6,8) = A, o, . cyes Prove? (6,
[, CLy -« s Moy Cm)-

Non-injective correspondences are proved as follows.

Proposition 2 Let ¢ = [Vz : T; Y= TJy: T?; @] be a non-injective correspondence that does not
use non-unique events, with v = Fy A ... AN F,,, T = var(¢), and § = var(¢) \ var(¢). Let Qo
be a process that satisfies Properties[3 and[f} Suppose that, in Qo, the arguments of the events
that occur in ¢ are always simple terms. Let S = {(p1,¢1,. .., fm, Cm) | Vj < m, pu; executes F)
and c; is a case for F, ., }. If there exists a family of substitutions 6 equal to the identity on
T such that prove?(0,S) and for all A € BB and all evaluation contexts C acceptable for Qo,
PrA[C[Qo] < ~{lprove? (6, S)}] < p(A,C), then Boundg, (V; 9, Diaee, p) for any V.

Intuitively, when ¢ = Fy A ... A Fy, holds, 1.FF, i ,e; U UOnFF,, pm,cn hold for some py,
Cl, -+ -5 [hm, Cm. For some 6 equal to the identity on v, 01 Fp, 4., U---U0nFF implies

m sl ;Cm

0¢, so 8¢ holds. Hence the correspondence is satisfied. The proof of Proposition [2| relies on the
following properties and lemmas. We have

{Flo M} =¥z e T~ (\FA-0M)

{F g event(e(My, ..., M)} = vz e T, ~ (/\ F AN, 0M; # M;.)
for some M|, : event(e(Mj,...,M)) € F

{Fodr At ={F ool ANMIF g2

{FBooll if Feyo

{FEodrV el = {{[]_‘ -, ¢2]}  otherwise

where z are the non-process variables in F, in the image of 6, and in Z, and T" are their types.

Lemma 37 {{F,¢]} = Vz € T", = (\F A —0¢), where Z are the non-process variables in F,
in the image of 0, and in T, and T" are their types.

Proof By induction on ¢. O

Lemma 38 Let Qg be a process that satisfies Pmpertz'es@ and. Let Tr be a full trace of C[Qo]
for some attacker A € BB. Let uév be the sequence of events in the last configuration of Tr.
Let F = event(e(M)) where M is a tuple of terms and e is an event that does not occur in
C. Suppose that the arguments of e in Qg are always simple terms. Let p be a mapping of the

variables of M and T to their values. Suppose that Tr,pt FQr.
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Then there exist a program point p (in Qo) that executes F and a case ¢ such that, for any ¢’
renaming of I, to fresh replication indices, there exists a mapping o with domain 6’1, such that
pév(p(r)) = (n,0(0'1,)) e(...) and Tr,ocUpt H’fF# .- If additionally, Tr does not execute a
non-unique event of Qo, then Tr,oUpt 0'Fp ..

Proof Let I = Ep.. Since Tr,p - FQr and the variables of M and 7 are defined in P,
there exists @ such that p, M |} @ and p&v(p(7)) = (1, do) : e(a) for some p and ag. The rule of
the semantics that may have added this element to p&v is (Event|), (EventAbort|), (CtxEvent|),
(FindE), (Find3)), (GetE), (Get3), or (EventT]).

e In case ([Event]), the initial configuration of the rule (Event)) is of the form

Ey, (o1,"event e(a); P) :: Sto, Qo, Org, T1, pévy .
By Lemma [8] Property [I] applied to this configuration, we have reductions

Conf = Ey, (00, event e(]\,/f’); P) :: Sto, Qo, Org, To, pévo
p—0>t0 p—1>t1 Ey, (01,"event e(a); P) :: Sto, Qo, Org, T1, vy
= By, (01, P) = Sto, Qo, Oro, Ti, (v, (1, (o)) : e(@))

where #event e(M "); P is a subprocess of C[Qo] up to renaming of oracles, by any number
of applications of (Ctx|) and a final application of (Event)).

e In case (EventAbort]), (Find3), or (Get3)), the rules that can conclude with a process P

with P = event_abort e, P = find[unique,]..., or P = get[unique,]... are MG%E ,
If1), (If2), (Findl (]Flnd?[) (Insert)), (Getl]), (Get2), (]OracleCall[) (Returnl) ield
Att10)),(AttYield)), (]Event[) and by Corollary |l l their target process is a subprocess of
C[Qo] up to renaming of oracles. So we have a reduction

Conf = Ey, (00,"P) :: Sto, Qo, Oro, To, 1€vo
251 Eo, (00, abort) :: Sto, Qo, Oro, To, (1€, (1, Im(09)) : €)
where #P is a subprocess of C[Qo] up to renaming of oracles, by (EventAbort]), (Find3)),

e In case W, the initial configuration of the rule (EventT) is of the form Fi,o7q,
revent e(a); N, Tr, pévi. By Lemmalg] Property [4] applied to this configuration with [ = 0,

we have reductions

Conf = Ey, 0g,"event e(Mv’)'N To, n€vo
p—0>t0 L +, E1,01,"event e(a); N, T1, uévy
i> E170-17N77—17 (/J/gvh (/’La Im(al)) : 6(6))

where *event e(Mv’); N is a subterm of C[Qo], by any number of applications of (CtxT))
and a final application of (EventT)).

e In case (CtxEvent)), the only rule that can conclude with a process Clevent_abort (u,ag) :
e] is (Ctx). (The rules (]m[) 1) (Find1)), (Find2)), (Insert]), (Getl),
1e1d, AttIO

(Get2), (]OracleCallI) (Returnl), ,(AttYield), (Event] cannot conclude with
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C'levent_abort (u,ap) : €] because, by Corollary |1} their target process is a subprocess of
C[Qo] up to renaming of oracles, and the initial process C[Qo] does not contain the abort
event value event_abort (u,ap) : e.) Hence, there is a rule that concludes with a term
event_abort (u,ap) : e.

In cases (FindE]) and (GetE)), there is also a rule that concludes with a term event_abort (1,
50) L el

The only rules that conclude with a term event_abort (u,ag) : e are @
@%D, (GetT3)), (EventAbortT)), and (CtxEventT). (It cannot be (NewT)), (LetT
[fT1), (FT2), (FindT1), (FindT2), (sertT)), (GetT1), (GetT2), (EventT)), (Defined Yes)
because, by Corollary [1] their target term is a subterm of C[Qy], and the initial process
C[Qo] does not contain the abort event value event_abort (u, ap) : e.) In cases and
(GetTE|), there is recursively another rule that concludes with event_abort (u,ag) : e. In
case (CtxEventT]), the only rule that can conclude with C[event_abort (i, o) : €] is (CtxT),
so there is recursively another rule that concludes with event_abort (i, ag) : e. Therefore,
event_abort (u,dp) : e ultimately comes from an application of (EventAbortT]), (FindT3),

or (GetT3):

Conf = Ey,00," N, To, u€vq L, Ey, 0¢,event_abort (i, Im(oy)) : e, To, pévo

where N = event_abort e, N = find[unique,] ..., or N = get[unique,] ... Furthermore, the
only rules that can conclude with such a term *N are (NewT)), (IFT1), (IfT2), (TetT),
(FindTT)), (FindT2), (MsertT)), (GetTd)), (GetT2), (EventT), (DefinedYes)) and, by Corol-

lary |1} their target term is a subterm of C[Qg)].

In all cases, since e does not occur in C, p is in fact a program point of Qg. Therefore, the
process or term at program point g in Qg is of the form *event e(M');..., *event_abort e,
“find[unique,] ..., or “get[unique,].... In cases and (EventT)), we have oy = o1 by
Lemma In all cases, Dom(og) = I, are the current replication indices at program point
p by Lemma [2, and Im(og) = ao, so o9 = [I, — dp]. Moreover, M’ are simple terms, so

their evaluation can be written Ey,{I, — ao},M’ || a. Let ¢ = {§'I, — ap}. We have
uEo(p(r)) = (.0(0'L,)) : e(@). B
~We have Ey,00,M’" || a so Ey,0,6’M’" || a. The environment Erp,. extends Ey, so Eq, o0,
O'M' | a,so Tr,cUpk6'M = M.
The configuration Conf is at program point p in Tr, so by Corollary we have Tr,o - 0'F, ..
When the process or term at p is *event_abort e, “find[unique,] ..., or #get[unique,] ..., the
environment and replication indices in Conf are the same as at the end of the trace, since
the execution after Conf applies (EventAbort|), (Find3), or (Get3)), which terminate the trace
keeping the same environment and replication indices as in Conf or (EventAbortT)), (FindT3)), or
(GetT3)) which build an abort event value keeping the same environment and replication indices

as in Conf, followed by some rules among (FindTE), (GetTE]), (CtxT)), (CtxEventT)), (FindE)),
(GetE), (Ctx]), and (CtxEvent|), which preserve the environment and replication indices that

come with the abort event value. So Tr, o & lastdefprogrampoint(pu, 0'1,).

Therefore, 11 executes F' and Tr,cUp 0’]—'2’“’6 for some c.

Suppose additionally that Tr does not execute any non-unique event of Q. Let Tr” be the
prefix of Tr that stops at the first evaluated return return (b); Q or yield that follows Conf, or
Tr" = Tr if Tr contains no return nor yield after Conf. By Lemma we have Tr' = Ffut,
so Tr'" o 9’]—"5“. Moreover, E extends Eg.» and by Lemma |3, ufvp. extends p&vpr, so
Tr,o k- 9’]—"5“. Therefore, Tr,o U p t 0'Fr,, . for some c. O
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Lemma 39 Let ¢ = [VZ : f;w = Jy : ,Tv’; @] be a non-injective correspondence that does not
use non-unique events, with ¥ = Fy A ... AN F,,, & = var(y)), and § = var(¢) \ var(v). Let Qo be
a process that satisfies Properties[3 and[] Suppose that, in Qqo, the arguments of the events that
occur in Y are always simple terms.

Let & = {(p1,¢1, -+ oy fhms Cm) | V5 <m, iy executes Fy and cj is a case for Fy, .. }. Let C be
an evaluation context acceptable for Qo with public variables V' that does not contain events used
by ¢ and A be an attacker in BB. Let Tr be a full trace of C[Qo] for A that does not execute any
non-unique event of Qo. If Tr = —yp, then for any 0 family of substitutions equal to the identity
on T, Tr = —{[prove?(0,S)]}.

Proof Since Tr + —p, we have Tr + 3z € i Fin---NF, NVy € T ,—¢. So there exists p
that maps # to elements of T’ such that Tr, pEFIN- - ANF, AVy € T, ~¢. By Lemma 8} for all
j < m, there exists a program point ; (in Qo) that executes F; and a case c¢; such that, for any
6 renaming of I, to fresh replication indices, there exists a mapping o; with domain 6; I u; such
that Tr,o;Up+ HJ.FFJ.M,CJ. Since Tr,pF Vy € T , =0, we have Tr,p b =0(u1,c1, -+, i, Cm) @
Therefore, Tr,o1 U---Uo, Up F 01~]-'F17#1761 U UbnFr, pmem Y{0(p1,C1, - s i, Cm) 0},
so Tr = 3011,,,...,30n1,,, ,35 € T, \NFo(pi,c1,- .., fms Cm) A 20(p1, €15+ -5 fim, €m ) where
Folur, e, .. ,,um,cm) =0 Fr ey U - U0 Fr,, e - We have

{orove? (8, i, c1, - s Em)]}
= vellup .- ve Iu,mavm € Tva - (/\*FO(,U/I; Cly .-y Hm, Cm) A ﬂH(IU/lacl» <oy Hms Cm)¢)
by Lemma (The non-process variables in Fo(g1,¢1, - -, fhm, Cm ), in the image of 6(u1, ¢y, .. .,

WmsCm), and in Z are in 011,,, ..., 6,,1,,,, .) So Tr + —{prove?(d, i, ci1,. .., tm,Cm)]}, s0O
Tr b ={[prove? (6, S)]}. O

Proof of Proposition Let C' be an evaluation context acceptable for ¢y with public
variables V' that does not contain events used by ¢ and A be an attacker in B5. We have

AdVQo (Av C, 2 DfalSC) = [C[QO] T A _‘Nonuniquer]
< Pri[C[Qo] : ~{[prove? (6, S)]}] by Lemma [39]
< PrA[C[Qo = —~{[prove? (0, S)]}] by Lemma
<p(A Q)
So Boundg, (V; ¢, Draise D)- a

Example 6 Let us prove that the example G; satisfies . We first study the facts F,,
that hold at the program point pp that executes event ep. F,,, contains defined(mulig]]),
defined(mB[u[iBH), defined(xN[u[iB]]), Tpka [ZB] = pkA, B = zB[u[iB]], and N[’LB} = :EN[u[iB]},
because the condition of find holds at p. Moreover, we have defined(mu[ig]]) € F,,, and, when
mlia] is defined, (pa,ia) : event(ea(pka,xzplia],zn[ia])) holds, so (ua,ia) : event(ea(pka,
zplial,en(ia))){uli]/ia} € Fo,, that is, (ua,ulip]) : event(ea(pka,zplulip]],zn[ulip]])) €
Fup- In other words, since m is defined at index ulip], event e4 has been executed in the copy
of @ 4 of index u[i B] (Fup also contains other facts, which are useless for proving the desired
correspondences, so we do not list them.)

For ¢p = F = event(eg(z,y, 2)), up is the only program point that executes F', so this event
has been executed in some copy of Q) 5 of index iy, with x,x, [i5] = z, B =y, N[i’s] = z. Then,
when 1) holds, the facts ¢’ Fr,,, 2 0'F,, U{xpr,[iz] =z, B =y, N[i’s] = 2} hold for some value
of iz, with ¢ = {i’5/ip}. (We consider a single case c here, so we can simply omit the case c.)
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Furthermore, the substitution §(up) is the identity since all variables of ¢ also occur in .
Then we just have to show that 6’ Fr ,, implies ¢ = event(ea(x,y, 2)), that is, ' Fr |:>9(MB)
event(ea(x,y,2)). Since (ua,ulip]) : event(ea(pka,zpulip]],zn[uliB]])) € Fuy, we have (a4,
uli’z]) : event(ea(pka, zpulip]], zn[ulik]])) € 0'Fp u,, so the equational prover just has to prove
by contradiction that e4(pka, zg[uliB]], zn(ulik]]) = ea(x,y, 2), that is, pka = z, zp[ulik]] = v,
and zn[ulis]] = z. The proof succeeds using the following equalities of 0'Fr .1 pr,[i5] = =,
B =y, Nlip) = 2 @y, i) = pha, B = wpluli]), and Nli] = o [ulil]).

Hence, G satisfies with any public variables V: if 1) = event(eg(z,y, z)) has been exe-
cuted, then ¢ = event(ea(x,y, z)) has been executed.

In the implementation, the substitution 6 is initially defined as the identity on T = var(z)).
It is defined on other variables when checking F |5, M by trying to find € such that M € F,
and when checking F = event(e(Mj, ..., M,,)) by trying to find 6 such that fevent(e(Mq, ...,
M,,)) € F. When we do not manage to find the image by 6 of all variables of M, resp.
My, ..., M,,, the check fails. When there are several suitable facts M € F or fevent(e(Mq, ..
M,,)) € F, the system tries all possibilities.

el

4.2.4 Injective Correspondences

Injective correspondences are more difficult to check than non-injective ones, because they require
distinguishing between several executions of the same event. We achieve that by relying on the
pair (program points, replication indices) that is recorded in the sequence pév together with each
event: distinct executions of events either occur at different program points or have different
values of replication indices.

We extend Definition to injective events, with exactly the same definition as for non-
injective events.

The proof of injective correspondences extends that for non-injective correspondences: for
a correspondence VT : T;v¢ = 3y : T'; ¢, we additionally prove that distinct executions of the
injective events of ¥ correspond to distinct executions of each injective event of ¢, that is, if the
injective events of ¥ have different pairs (program point, replication indices), then each injective
event of ¢ has a different pair (program point, replication indices). In order to achieve this proof,
we collect the following information for each injective event of ¢:

e the set of facts F that are known to hold, which will be used to reason on replication
indices of events;

e the program point and replication indices of the considered injective event of ¢, stored in
a pair My; these program point and indices are computed when we prove that this event
is executed;

e the program point and replication indices of the injective events of v, stored as a mapping
T ={jw (u;,0;1,,) | Fjis an injective event}, where 1) = Fy A...A Fy,, p; is the program
point that executes Fj, and 0; is a renaming of I,,; to fresh replication indices, for j < m;

e the set V containing the replication indices in F and the variables Z of 1; these variables
will be renamed to fresh variables in order to avoid conflicts of variable names between
different events.

This information is stored in a set S, which contains quadruples (F, My,Z,V). We will show
that, if the pair (program point, replication indices) of two executions of the injective events of
¢ are different, then the pair (program, replication indices) of the corresponding executions of
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the considered injective event of ¢ are also different. The equality between pairs (program point,
replication indices) is obviously defined as the equality between program points and between
replication indices. Formally, we consider (F, My, Z,V) and (F', M{,Z’,V’) in S. We rename
the variables V' of the second element to fresh variables by a substitution #” and show that, if
T #60"T', then My # 0" M|, (knowing F and §”F’). This property implies injectivity.

Since this reasoning is done for each injective event in ¢, we collect the associated sets S in
a pseudo-formula C, obtained by replacing each injective event of ¢ with a set S and all other
leaves of ¢ with L.

We say that F C when for all non-bottom leaves S of C, for all (F, My, Z,V), (F', M, Z',V")
in S, FUO"F ULV epoma ZU) # 0"T'(j), Mo = 0"My} yields a contradiction, where the
substitution 6" is a renaming of variables in V' to distinct fresh variables. As explained above,
the condition F C guarantees injectivity.

We extend the definition of F =, ¢ used for non-injective correspondences to F ':)g,v,c o,
which means that F implies 8¢ and C correctly collects the tuples (F, My,Z,V) associated to
this proof. Formally, we define:

F ':)gy,J_ M if and only if F U {-0M} yields a contradiction

FloY " event(e(My, ..., M,,)) if and only if
there exist M, ..., M/}, such that M| : event(e(M],..., M, )) € F and
FU {\/;nzl OM; # M} yields a contradiction

F ':)g,v,s inj-event(e(My, ..., M,,)) if and only if
there exist M, ..., M/}, such that M : event(e(M,..., M) € F,
FU {\/;”:1 OM; # M} yields a contradiction, and (F, My, Z,V) € S.

F 'ﬁg’v’CI/\C2 (251 AN ¢2 if and OIlly if F 'ﬁg’v’cl ¢)1 and F ’=>§,V,C2 ¢2
F |:>§’V’C”CZ o1V ¢ if and only if F '@g,V,Cl b1 or F beI,V,Cz s

These formulas differ from the non-injective case in that we propagate Z, V, C and, in the case of
injective events, we make sure that quadruples (F, M{,Z,V) are collected correctly by requiring
that (F, M§,Z,V) € S.

Let ¢ = [VZ : T;w = dy : T’ ; @] be a correspondence that does not use non-unique events,
with v = Fi A ... A Fp,, T = var(¢), and § = var(¢) \ var(¢)). Suppose that, in Qq, the ar-
guments of the events that occur in ¢ are always simple terms. Suppose that, for all j < m,
pj executes Fj and c; is a case for Fy, ;. For j < m, let 6; be a renaming of I,,; to fresh
replication indices. (The renamings 6; have pairwise disjoint images.) Let C be a pseudo formula

and 0 be a family parameterized by p1,c¢1, ..., Cm, i o(t; substitutions equal to the identity on
~ 7V,
Z. We define prove?(C,0, p1,¢1,. .., fhm, Cm) = (F 'E)G(m,m,...,um,cm) ¢) where F = 01.Fp, e, U

U OnF B pmiems L = {7 = (j,0;1,,) | Fj is an injective event}, and V = var(011,,) U
-~ Uvar(p,1,,) U {z}. The algorithm prove?(C,,u1,...,m) shows that the non-injective
version of the correspondence ¢ holds assuming the events in v = F} A ... A F},, are executed
at program points fi1,. .., (tm respectively. Indeed, in this case, the facts F = 61 Fp, ,, U--- U

0mFF,, ., hold and the formula F ):)g(;‘jlcu) ¢ shows that this implies 0(u1,. .., tm)¢. (The

substitution 6(u1, ..., fim)@ determines the values of 3.) Additionally, prove?(C,0, p1, ..., tim)
makes sure that C correctly collects the information needed to prove injectivity. We also de-
fine prove?(C,0,8) = (F C) A /\(H17017---,Mm,7cm)es prove?(C, 0, u1,¢1, ...y fim, Cm ). This algorithm
proves the correspondence ¢ assuming the events in ¢ are executed at program points in S. It
verifies injectivity via - C.

The following proposition shows the soundness of the proof of injective correspondences based
on this algorithm.
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Proposition 3 Let ¢ = [V : f;d) = Jy : f’;qzﬁ]] be a correspondence that does not use non-
unique events, with v = Fy A... AN Fy,, T = var(y), and §j = var(¢) \ var(v). Let Qo be a process
that satisfies Properties[3 and[j} Suppose that, in Qo, the arguments of the events that occur in
¥ are always simple terms.

Let S = {(p1,¢1, -y fim, Cm) | V5 < m, iy executes Fy and c; is a case for Fy; ., }. Assume
that there exist a pseudo-formula C and a family of substitutions 0 equal to the identity on T such
that prove?(C,0,S). Assume that for all A € BB and all evaluation contexts C acceptable for
Qo, Pr[C[Qo] < —{lprove?(C,0,8)}] < p(A,C). Then Boundg,(V; ¢, Dtaise, p) for any V.

In the implementation, the value of C is computed by adding (F, M{§,Z,V) to S when handling
injective events during the checking of prove?(C,0,S). We check b C incrementally, after each
addition of an element to C. The proof of Proposition 3| relies on the following definitions and
lemmas. We have

(FeIYtMy=vieT - (/\ FA ﬁ9M>

(FBIYt event(e(M,,..., M)} = V2 € T, - (/\]-' AV, OM; + M;)
for some M : event(e(Mj,...,M,)) € F

{F IV Sinjevent(e(Mi, ..., M)} =VZ e T", ~ (/\]—' AV OM; # M;.)
for some M|, : event(e(Mj,...,M]))) € F and (F, M}, Z,V) € S

{FEe "2 o1 n g = {F g i} AMIF B3 6]}

[F RV 6 v gs) = {gi et Srbe

where Z =V and T” are the types of these variables. We also have

trep= A A N il

S#1 leaf of C (F,Mo,Z,V)€S (F',M},I',V')ES
[ AFANOF A \/  ZG)#0'T'() | A My =0"M;
j€Dom(T)

where the substitution #” is a renaming of variables in V' to distinct fresh variables, z = VU#"V’,
and T” are the types of these variables.
We define formula(F {:}?’V’C ¢) as follows:

formula(F f:)%’v’l M)=60M
formula(F f:)f’v’J‘ event(e(Mi, ..., My,))) = Bevent(e(My, ..., My))
formula(F =57 inj-event(e(My, . .., M,,))) =

\/ Ir € N, Ny : fevent(e(My, ..., M,,))Qr
(F,No,Z,V)ES
formula(F bg,v,clAcz 1 A ¢2) = formula(F ):)g,v,cl ¢1) A formula(F bg,v,cz ¢2)
formula(F g ¢1) if Flog " ¢
formula(F =LV Ve ¢ v = o 0
( ‘:>9 (bl ¢2) fOrmula(‘F I:>g,V7C2 ¢2) otherwise

The formula formula(F 'E)g,v,c ¢) generalizes 0¢ to the case of injective events.
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Lemma 40 {{F ;" Coy =>Vie T - (/\fA —formula(F 5" ¢ )) where =V and T”
are the types of these variables.

Proof By induction on ¢. This result is similar to Lemma The case of injective events is
new. The case of disjunction differs, but is straightforward by induction hypothesis. O

The next lemma shows that, for events e in the considered correspondence, two distinct
executions of event e have distinct pairs (program point, replication indices). When the term M
contains no array accesses, we define (M) by o, M || o(M).

Lemma 41 Assume that the event e is used in the correspondence . Let Qg be a process that
satisfies Property[3 Let C be an evaluation context acceptable for Qo with public variables V
that does not contain events used by ¢ and A be an attacker in BB. If nitConfig(C[Qo], A) 2,

Pm—1

I, L BLS4.0,00 T, uév, pulr) = (1,) : elar,.. an), 1uE0(r) = (@) : elds....
al,), and 7 # 7/, then (1,a) # (i, @).

Proof Let us fix the event symbol e. We define the multisets Fvents(a, M), Events(a, P), and
Events(a, Q) by

Events(a,"i) =0

Events(a,"x[M, ..., M,]) = H—J Events(a, M;)
je{1,....m}

Events(a,” f(My, ..., My)) = L—Ij Events(a, M;)
jE{l,.A.,’I’TL}

i) £ T; N) = Events(a, N)

Events(a,

Events(a@,"let z[i] : T = M in N) = Events(a, M) & Events(@, N)
@,
(a,

Events(a,"if M then N else N') = Events(Zi M) & max(Events(a, N), Events(a, N"))

m ~

Mind[unique?) (@ ) i;[i] = i; < suchthat defined(M;) A M; then N;) else N') =
=

FEvents

& =

+ L—Ij Events((a,@),M)Umax(maXEvents( ,N;), Events(a,N"))

Sra<m !
Events(a,"event ¢/ (My, ..., M,,); M) = L—ij Events(a, M;) & Events(a, M) if ¢’ # e
je{1,....,m}
FEvents(a, event e(My, ..., My,); M) ={(u,a)} & L—Ij Events(a, M;) W Events(a, M)
je{l,...m}
Events(a,"event_abort ') = () if ¢’ # e

Events(a,"event_abort e) = {(u,a)}

FEvents

Q| Qg)) = Events(a, Q1) W Events(a, Q2)
Fforeach i < n do Q) = U FEvents((a,a), Q)

a€ll,n]
Events(a,"newOracle O; Q) = Events(a, Q)
Events(a,"O[i](z[i] : T) :== P) = Events(a, P)

(a,
(@
Events(a,"0) =
(a,
Events(a,
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Events(a,"return (N); Q) = Events(a, N) W Events(a, Q)

(
Events(a, " x[i] Er, P) = FEvents(a, P)
(
(

Events(a,"let z[i] : T = M in P) = Events(a, M) & Events(a, P)
Events(a,*let m[z~] : T =0O[My,..., M, 7u1[ ) < mq,.. .,?um[z~'] < N ](Mg41) in Py else Pp) =
k+1
L—ﬂ Events(a, M;) & max(Events(a, Py ), Events(a, Py))
i=1
Events(a,"if M then P else P') = Events( M) W max(Events(a, P), Events(a, P"))
Buents(a,"find[unique?] (], a;[i] = i; < m; suchthat defined(M;) A M; then P;) else P) =
tl-J L—ﬂ Events((a,a;), M}) Umax(max FEvents(a, P;), Events(a, P))
j=la;<m; =
Events(a,"event ' (Mo, ..., My,); P) = H—J Events(a, M;) & Events(a, P) if ' # ¢
je{1,....m}
Events(a,"event e(My, ..., Mp,); P) = {(g,a)} W H—J Events(a, M;) W Events(a, P)
je{1,....m}

Events(a,"event_abort ') = if ¢’ # ¢
(1,

a)}

Events(a,"event_abort e) =
Events(a,"yield) = ()

(get and insert are omitted because they do not occur in the game by Propertyand as mentioned
in the beginning of Section |3 get and insert in the adversary context can be encoded using find.)
We define the multisets

Events(u&v) = {(p,a) | (u,a) s e(...) € uév}
Events(E, o, M, T, n&v) = Events(Im(c), M) W Events(uév)

Events(Q,Or) = L—lj Buents(Im(c”), Q')
(07,Q")EQ

Events(E, St, Q, Or, T, uév) = L—lj Events(Im(c), P) W
(o,P)eSt

L—H Events(Im(c’), Q") & Events(uév)
(07,QNeQ

The latter multiset contains all pairs (i, @) (program point, value of replication indices) for events
e(...) that may be executed in a trace that contains the configuration F,St, Q, Or, T, uév.

The multiset Events(og, C[Qo]) contains no duplicates. Indeed, we show by induction on M
that Events(a, M) is included in the multiset {(u,a’)} where u is a program point inside M and
a is a prefix of @’, and similarly for P and Q. That allows to show that all multiset unions in the
computation of Fvents are disjoint unions, since all recursive calls in the computation of Events
are either with disjoint processes or terms, or with different extensions of a.

Moreover, by induction on the derivations, if E, o, M, T, ulv 5, E',o’', M, T", n&0’, then
Events(E,o, M, T,u&v) 2 Events(E', o', M', T, u&v'); if Q,Or ~ Q' ,Or', then Events(Q,
Or) D Events(Q',Or'); and if Conf £, Conf’, then Events(Conf) D Events(Conf’).

Therefore, the multiset Events({(co, C[Qo])}, (fo(C[Qo]), D)) contains no duplicates, and nei-
ther do the multisets Events(reduce({ (oo, C[Qo])}, (fo(C[Qo]),D))), Events(initConfig(C[Qo],.A)),
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and Events(Conf), where Conf = E,St, Q, Or, T, u€v is the final configuration of the considered
trace. Hence, Fvents(uév) contains no duplicates, which implies the desired result. a

Lemma 42 Let ¢ = [VZ : T; Y= Ty T’; @] be a correspondence that does not use non-unique
events, with = Fy A ... A Fy,, T = var(¢), and § = var(¢) \ var(y)). Let Qo be a process that
satisfies Properties[3 and [} Suppose that, in Qo, the arguments of the events that occur in
are always simple terms.

Let S = {(p1,¢1,- - fim, ¢m) | VJ < m, iy executes Iy and c; is a case for F,, .. }. Let C be
an evaluation context acceptable for Qo with public variables V' that does not contain events used
by ¢ and A be an attacker in BB. Let Tr be a full trace of C[Qo] for A that does not execute any
non-unique event of Qo. If Tr = —p, then for any family of substitutions 0 equal to the identity
on T, for any pseudo-formula C, Tr - —{[prove¥(C, 0, S)]}.

Proof By contraposition, we suppose that, Tr + {prove?(C,6,S)[}, so for every u; that
executes Fi, ..., for every u,, that executes F,,, for every ci, ..., ¢, Tr F {prove?(C, 0, u1,c1,
ooy s Cm) ]t and Tr + {+ CJ}, and we show that Tr F .

Let u&v be the sequence of events in the last configuration of Tr.

We use the notations of Definition[T2] We construct the functions fi,. .., fi as follows. Let p
be a mapping of 71, ..., 7,, to elements of N and of Z to elements of T'. Suppose that Tr, p 7.
Then, for all j < m, Tr,p - F]. By Lemma there exists a program point p; (in Qo) that
executes I; and a case c; such that, for any ¢; renaming of I,,; to fresh replication indices,
there exists a mapping o; with domain 6;1,; such that pu&v(p(7;)) = (1, 05(0j1pp,)) : ... and
Tr,ojUp = 0;FF; u;.c;- Let p1r = 01U - -Uop,Up. We have Tr, p1 = 01FFy g e, U U0 F i, e

Let F(C,0,p1,¢15- s> Cm) = O1Fp prser U UO0nFE, e U {-formula(prove?(C, 6,
[15C1s - s fhams ¢m))}. By Lemma {lprove?(C, 0, p1,¢1, -, thm, Cm)]} = Yeljﬂﬂ e VO,
Vi e T,-ANF(C,0,p1,¢1,. . ftm:Cm). So Tr=Y611,,,...,V0,1,, Y2 € T,~\NF(C,0,u,ci,

<o Hm, Cm)'

Then Tr,py B = AF(C,0,p11,¢1,--- fhm,Cm), so Tr,py b formula(prove?(C, 6, uy,c1,. ..,
tmsCm)), that is, Tr,p; b formula(F bg,v,c ¢), with F = 1 Fp prer U UOnFE, i cms
T ={jw (uj,0;1,,) | F; is an injective event}, V = var(611,,) U --- Uvar(0p,1,, ) U{Z}, and
0= 6(:“‘17017' . .,,LLm,Cm)-

Consider an injective event in ¢, associated to function f;.

e If that injective event corresponds to

\/ Ir € N, Ny : fQevent(e(My, ..., M,,))Qr
(F,No,Z,V)eS

in formula(F ':)gy,c ¢), we have

Tr,py - \/ Ir € N, Ny : fevent(e(My, ..., M,,))Qr
(F,No,Z,V)ES

since formula(F bg,v,c @) is a conjunction. So Tr,pi[r — a] b Ny : fevent(e(Mq,...,
M,,))@r for some a € N and some Ny such that (F, No,Z,V) € S. We define f;(p(11), ...,
p(Tm), p(T)) = a, so that Tr,py b Ny : fevent(e(My, ..., My,))Qfi(T1, ..., Tim, T).

Moreover, if j € I, then Fj} is an injective event, F; = inj-event(e;(M;j1,..., M;m)).
Moreover, Tr,p = 47, so Tr,p = F], so Tr,p I event(e;(M;1,..., M;,))Qr;. Since
/J,S’U(p(T])) = (ppj7aj(9jluj) P = (Mj?pl(ejluj)) ... and I(]) = (Mjaejlll«j)a we have

T?”, P1 - I(]) : event(ej(Mj,l, ey Mj,m))@Tj~
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e If that injective event is in a removed disjunct in formula(F I@g’v’c @), then we define

fl(p(Tl)ﬂ o aP(Tm),p(f)) =1.

Then we have Tr, p1 - 0¢", so Tr,p1 35 € T', ¢7. N

Hence, applying this construction for all p, we obtain Tr F V7y,..., 7, € NNVZ € T, (¢ =
FeT, @7). It remains to show Inj(I, f;) for each l € {1,...,k}.

Suppose fi(a1,...,am,a) = fi(al,...,al,,,a')# L. Let p={m — a1,...,Tm = am, 2 — a}.
Let S be the leaf of C corresponding to the event associated to f;. By the construction above,
we have 0, (F, Nog,Z,V) € S, and an extension p; of p such that

Tr,p1 b No : Bevent(e(My, ..., Mpy))Qf (11, .., Tm, Z) (24)
Tr,py B F (25)
for j € I, Tr,p1 = Z(j) : event(e;(Mjq,. .., M;))Qr; (26)
Let p) ={m —d},...,7Tm — al,,T— a’}. In the same way, we have 6, (F',NLZ'V) e S,

and an extension p] of p’ such that
Tr,py & N§ < 0'event(e(M, ..., Mp)Qf (11, .., Tim, T)
Tr,ph = F
for j €I, Tr,py FT'(5) : event(e;(Mj1, ..., M;,,))Qr; .

Let 6” be a renaming of the domain of p} to fresh variables. We have

Tr, 10" 1 = 0" Nj - 0”0 event(e(My, ..., My))Qfi(T1,. .., T, T) (27)
Tr,p 0"+ 6" F (28)
for j € I, Tr,pi0" - 0"event(e;(Z'(§), M1, ..., M;jn))Qr; . (29)

Therefore, by and ,
Tr,p1 U p)0" 1 0Ny : event(e(My, ..., My))Qfi(ay,. .., am,d)
Tr,py U ph0" '+ 0" N} - 0”0 event(e(M, . .., My,))Qf(d,, ... d.,  a).

Since fi(a1,...,am,a) = fi(ay,...,a.,, c;’), the events are the same, so

Tr,p1 U pi0" ' = Ny = 0" N} (30)
We also have by and ,

Tr,pr Upt0" = FUe'F' . (31)
Since Tr = {[F- C]}, we have

Tr,pr Uph 0" = | NFANO'F A \  ZG)#0"T() | ANy =06"N;
j€Dom(Z)

So using and , we conclude that
Tr,p1 U 0"+ \TG) = 0"T ()
JeI
since Dom(Z) = I. Let uév be the sequence of events at the end of Tr. For j € I, let b; =

p(Z()) =i (T'()). By and (29)), we have pév(a;) = b; : €;(...) and pév(ay) =bj:ei(...).
By Lemma we have a; = a}. That proves Inj(/, f;), and concludes the proof that Tr t ¢. 0
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Proof of Proposition Let C be an evaluation context acceptable for )y with public
variables V' that does not contain events used by ¢ and A be an attacker in BS5. We have

AdVQo (“47 07 2 Dfalse) = [C[Qo} I AN ﬁNonUniqueQO]
< Pr *‘[C[Qo] : ={[prove?(C, 6, S)}}] by Lemma
< Pri[C[Qo] = —{lprove? (C, 0, S)}}] by Lemma I
<p(4,0C)
So Boundg, (V; ¢, Draise, D). O

Example 7 Let us prove that the example GG satisfies @ We prove the correspondence (VZ :
Ti¢ = 35 : T';¢) = (Va : pkey,y : host, z : nonce; inj-event(eg(z,y, z)) = inj-event(e4(x,y, 2))).
The program point pup executes F = event(eg(z,y,2)) and F = 0'Fp,, 2 ' F,{i5/ig} U
{zpralip] = 2, B =y, N[ip] = 2} with 6" = {is /ip}.

As in the proof of F |, event(ea(z,y,2)) in Example@ we show ]:bg(ZBC) event(e4(z,
y,2)) where T = {1 — (up,i’3)} encodes the program points and replication indices of the
events of ¢, V = {i’z,z,y,z} contains the replication indices of F and the variables of v,
C =8 ={(F, (na,ulis]),Z,V)}. (C = S because the formula 9 is reduced to a single event;
M} = (pa,uli’z]) contains the program point and replication indices of the event e4 contained
in F: (pa,uli]) : event(ea(pka, zpulip]], xn(ulik]]) € F.)

In order to prove injectivity, it remains to show that - C. Let 6" = {i5 /i, ”/x vy,
2" /z}. We need to show that F U 60" F U {(up,i5) # (uB, %), (pa,ulip]) = (na,uli’}])} yields
a contradiction, that is, if the pairs (program point, replication indices) of the event ep in ¢ are
distinet ((pp,i%) # (uB,i5)), then the pairs (program point, replication indices) of the event
ea in ¢ are also distinct ((ua,uli’s]) # (pa, u[is])).

F contains N[i%z] = zn[ulis]], so 8”F contains N[i}] = xn([u[t/]]. These two equalities
combined with u[iz] = u[i}] imply that N[i] = zn[u[is]] = zn[u[is]] = N[I5]. Since N
is defined by random choices of the large type nonce, N[i%z] = NJ[i’;] implies iz = i} up to

probability n?/2|nonce|, by eliminating collisions. This equality contradicts (up,i%) # (up,i%),
so we obtain the desired injectivity. Therefore, the game G satisfies @ with any public variables
V up to probability n?/2|nonce|.

5 Game Transformations

5.1 Syntactic Game Transformations
5.1.1 auto_SArename

The transformation auto_SArename renames all variables defined in conditions of find, so that
they have distinct names. This transformation is a particular case of SArename (Section |5.1.7))
that is particularly simple because these variables do not have array accesses by Invariant

Lemma 43 The transformation auto_SArename requires and preserves Properties[1],[3, and[3
It preserves Property@. If transformation auto_SArename transforms G into G', then D, Dsny :

G, D, EvUsed Y G', D, EvUsed and G' satisfies Property|2|
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5.1.2 expand_tables [33]

The transformation expand_tables transforms insert and get into find, since the other trans-
formations do not support tables. It proceeds by storing the inserted list elements in fresh
array variables, and looking up in these arrays instead of performing get. More precisely, when
insert Tbl(Mj, ..., My); P is under the replications foreach i; < nj do ...foreach i; < n; do , it
is transformed into

let yl[il,...,il] =M in ...let yk[il,...,il] =M in P
where y1, ...,y are fresh array variables, and we add (y1,...,yx; i1 < n1,...,45 < ny) inaset S,

to remember them. The construct get[unique?] Tbl(xy : Ty, ...,z : Ty) suchthat M in P else P’
is then transformed into

uy =1} <ny,...,u =1 < ng suchthat
find[unique?] &P defined(y1 [i'], . . ., yr[i']) A M{u [, - . . yld] 2}
(Wit <1 ooyt <) €S then let 1 = y1[u] in ... let x = yi[u] in P

else P’

where [unique?] is either [unique,] or empty and has the same value at both occurrences, @ stands
for ui,...,w;, and ¢’ stands for ¢,,...,4]. This construct looks in all arrays used for translating

insertion in table Tbl, for indices i’ such that 41 [i'], ..., yx[i'] are defined, that is, an element has
been inserted at indices i/, and M{y1[i']/21, ..., yrli']/xi} is true, that is, that element satisfies
M. When it finds such an element, it stores it in x4, ...y, and runs P. (When it finds several
elements, one of them is chosen randomly with uniform probability when [unique?] is empty
and the non-unique event e is raised when [unique?] is [unique,].) When it finds no element, it
executes P’. These transformations are described for processes, but similar transformations are
performed for insert and get terms.

After this transformation, expand_tables calls auto_SArename to guarantee Property [4

Lemma 44 The transformation expand_tables requires and preserves Properties[1] and [3 It
preserves Property @ If transformation expand_tables transforms G into G', then D, Dsyy : G,
D, EvUsed Lp G', D, EvUsed, where p is €5ng times the mazimal number of executions of get in

G that is not obviously unique (that is, such that the insert in that table may be executed several
times), and G’ satisfies Properties @ and .

5.1.3 expand

The transformation expand transforms terms ﬁ, let, if, find, event, and event_abort into pro-
cesses, so that Property [5|is guaranteed. It simplifies the generated game on the fly, using many
of the rules of simplify (Section 7 to avoid generating branches that can actually not be
executed.

After this transformation, expand calls auto_SArename to guarantee Property [4

Lemma 45 The transformation expand requires and preserves Properties[1, [4 [3 and [{ If

transformation expand transforms G into G’, then D, Dsyy : G, D, EvUsed Lp G',D, EvUsed,
where p is an upper bound of the probability that the simplification steps modify the execution,
and G’ satisfies Property @

Inria



Crypto Verif: a Computationally-Sound Security Protocol Verifier 137

5.1.4 prove_unique

The transformation prove_unique tries to prove that each find[unique,] really has a unique
possibility at runtime (up to a small probability), so that event e is executed with at most that
probability. More precisely, find[unique] are already proved; find[unique,] for which no query
event(e) = false is active are also considered as already proved (they will be proved elsewhere;
with the notations of Definition |6} e does not occur in Dy V D, so e occurs in NonUniqueg, p, v p)s
and they are replaced with find[unique]. That corresponds to renaming event e to a special non-
unique event that is always in NonUniquey, p,\ p- It remains to prove find[unique,] for which a
query event(e) = false is active.

Suppose that Py = find[unique,] (], ;1] = i; < mj suchthat defined(M;y, . .. , Mji,) N M;
then P;) else P is such a find[unique,]. (The same transformation is performed for find[unique,]
terms.) CryptoVerif proves uniqueness by proving

e that we obtain a contradiction if the condition of a certain branch holds for two different val-
ues of the indices 4j, that is, for all j € {1,...,m}, Fp, U {defined(M;1),...,defined(Mj,),
M;, defined(6M}1), . . ., defined (60}, ), O, 7:; =+ 92?} yields a contradiction, where the sub-
stitution # maps 2; to fresh replication indices;

¢ and that we obtain a contradiction if the conditions of two different branches hold simulta-
neously, that is, for all j, j* € {1,...,m} with j < j, Fp,U{defined(M}), ..., defined(Mj;,),
M;, defined(0M;1), ..., defined(0M;, , ), 0Mj} yields a contradiction, where the substitu-
tion 6 maps ;]V/ to fresh replication indices. (The substitution 6 is useful in case the same
replication indices are used in both branches j and j'.)

When uniqueness is proved, find[unique,] is replaced with find[unique]. A subsequent call to
success (Section [4) will remove the query event(e) = false when event e no longer occurs in the
game.

Lemma 46 The transformation prove_unique requires and preserves Properties[1], [2 [3, and[}
It preserves Property @ If transformation prove_unique transforms G into G', then D, Dsy :

G, D, EvUsed l>p G', D, EvUsed, where p is an upper bound on the probability that a find[unique,]
proved in the transformation actually executes event e.

5.1.5 remove_assign [26]

The transformation remove_assign applied to an assignment let x[i1,...,4] : T = M in P
replaces x with its value M. (The same transformation is performed for assignment terms.)
Precisely, the transformation is performed only when z does not occur in M (non-cyclic assign-
ment) and M contains only variables, function applications, and tests (otherwise, copying the
definition of x may break the invariant that each variable is assigned at most once). When x
has several distinct definitions, we simply replace x[i1,... 4] with M in P. (For accesses to z
guarded by find, we do not know which definition of z is actually used.) When z has a sin-
gle definition or several identical definitions, we replace everywhere in the game xz[Mq, ..., M)]
with M{M/i1,...,M;/i;}. We additionally update the defined conditions of find to preserve
Invariant [2f and to make sure that, if a condition of find guarantees that x[Mj, ..., M;] is defined
in the initial game, then so does the corresponding condition of find in the transformed game.
(Essentially, when y[M{, ..., M]] occurs in M, the transformation typically creates new occur-
rences of y[M{',..., M]/] for some M{',..., M/, so the condition that y[M{, ..., M]/] is defined
must sometimes be explicitly added to conditions of find in order to preserve Invariant ) More-
over, we replace as often as possible defined conditions z[My, ..., M;] with defined conditions
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y[My, ..., M;] where y is defined at the same time as . When x € V, its definition is kept
unchanged. Otherwise, when x is not referred to at all after the transformation, we remove the
definition of . When z is referred to only at the root of defined tests, we replace its definition
with a constant. (The definition point of x is important, but not its value.)

This removal of assignments is applied to all variables whose value is not used (those are
used only at the root of defined conditions, or not at all). Depending on the argument of the
transformation, it is also applied to other assignments:

e findcond: all assignments in conditions of find;

e useless: assignments that store a variable or a replication index, when the setting ex-
pandAssignXY is true; otherwise, no other assignment;

e binder z; ...z,: the assignments to variables x1, ..., x,.

After this transformation, remove_assign calls auto_SArename to guarantee Property [4]
With the arguments findcond and useless, this is repeated as many times as specified by
the setting maxIterRemoveUselessAssign. Repetition stops if a fixpoint is reached.

Lemma 47 The transformation remove_assign requires and preserves Properties[1},[3,[3 and[]}
It preserves Property[3. If transformation remove_assign transforms G into G, then D, Dsny :

G, D, EvUsed Lo G',D, EvUsed.

Example 8 In the game G of Section the transformation remove_assign binder sk
substitutes skgen(rk4) for sks in the whole process and removes the assignment let sky =
skgen(rk4). After this substitution, sign(concat(pka,xp,zn), ska,r) becomes sign(concat(pka,
xp,xN),skgen(rks),r) thus exhibiting a term required to apply the security assumption on
signatures in the cryptographic transformation of Section [5.2

5.1.6 use_variable

The transformation use_variable z; ...x,, tries to use variables z1, ..., x, instead of recom-
puting their value. More precisely, at each program point that corresponds to a simple term M
and where z;[M] is guaranteed to be defined (because z; is defined above that program point or
directly or indirectly because of defined conditions above that program point), if all definitions
of x; that can be executed before reaching that program point are let x; [z~] = M in, then we test
whether M is equal to MO{M /i} modulo the built-in equations, and if yes, we replace M with
Zj [M]

The defined conditions of find above the modified program points are updated to make sure
that Invariant [2|is preserved. This is needed in particular to make sure that x;[M] syntactically
occurs in the defined conditions when it is used.

Lemma 48 The transformation use_variable requires and preserves Properties|[1, [3 [3, and [}
It preserves Property @ If transformation use_variable transforms G into G', then D, Dsny : G,

D, EvUsed X»O G', D, EvUsed.

The transformation use_variable is a convenient way to perform common subexpression
elimination, possibly by first inserting the definition of the desired variable(s) by insert (Sec-
tion [5.1.13)). This transformation could also be done by several applications of replace (Sec-
tion [5.1.14)). However, use_variable is easier to use when it performs the desired replacement.
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For performance reasons, the equality tests performed by use_variable are considerably less
powerful than those performed by replace, so if use_variable does not replace a term with
x;[M] at some occurrence, it is worth trying replace.

5.1.7 SArename [26]

The transformation SArename z (single assignment rename) aims at renaming x so that distinct
definitions of = have different names; this is useful for distinguishing cases depending on which
definition of x has set x[i]. This transformation can be applied only when x ¢ V. When « has
m > 1 definitions, we rename each definition of = to a different variable x4, ..., x,,. Terms x[z~]
under a definition of xjm are then replaced with x][z~] Each branch of find FB = ﬂm =7 <
n suchthat defined(M{, ..., M],) A M then ... where z[Mj, ..., M] is a subterm of some M, for
k <l is replaced with m branches FB{x;[M,...,M;|/x[M,..., M} for 1 < j <m.

Moreover, the implementation takes into account that some variables cannot be simultane-
ously defined, to reduce the number of branches of find to generate.

After this transformation, SArename calls auto_SArename to guarantee Property [

As a particular case, SArename random performs the following transformation: when y
is defined by y & T and has m > 1 definitions and all variable accesses to y are of the form
yli1, ..., 4] under a definition of y[i1,..., 4], where i1,...,4; are the current replication indices
at this definition of y (that is, y has no array access using find), it renames y to y1, ..., Y, with

a different name for each definition of y by y Er.

Lemma 49 The transformation SArename requires and preserves Properties[1}, [3,[3, and[]} It
preserves Property @ If transformation SArename transforms G into G, then D,Dsny : G, D,

EvUsed Lp G', D, FvUsed, where p is €ng times the mazimal number of executions of a modified
find that is not proved unique.

Example 9 Consider the following process

Start() :=ka bl Ty kp & T return 0; (@K | @s)
Qr = foreach i < n do O[i|(h: Tp, k : Tg) :=
if h = A thenlet k' : Ty, = k4 in return () else
if h = B then let k" : T}, = kp in return () else
let k' : Ty = k in return ()
Qs = foreach i’ < n' do O'['|(W : T},) :=
find u = i” < n suchthat defined(h[i"], k'[i"”]) A h' = h[i"] then P (K'[u]) else P»
The process Qi stores in (h, k') a table of pairs (host name, key): the key for A is k4, for B,
kp, and for any other h, the adversary can choose the key k. The process Qs queries this table
of keys to find the key k'[u] of host b/, then executes Py (k'[u]). If b’ is not found, it executes Ps.
By the transformation SArename k', we can perform a case analysis, to distinguish the
cases in which ¥’ = k4, k' = kp, or k' = k, by renaming the three definitions of &’ to k{, k%, and
k% respectively. After transformation, we obtain the following processes:
Q' = foreach i <n do O[i|(h : Ty, k : T}) :=
if h = A then let k7 : T, = k4 in return () else
if h = B then let kj : Ty = kp in return () else
let k5 : Ty, = k in return ()
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Q's = foreach i’ < n' do O'[i'|(h : T},) :=
find u = ¢ < n suchthat defined(h[i"], k]

@ u = i"” < n suchthat defined(h[i"'], k5

& u = i"” < n suchthat defined(h[i"], k4

[i"1) AR = h[i"] then Py (K} [u])
[i"]) A B' = h[i"] then Py (k)[u])
[i""]) A h' = h[i"] then Py(k}[u]) else Py

The find in ()g, which looks for elements in array k', is transformed in @’ into a find with three

branches, one for each new name of k' (k, k%, and k% respectively). After the simplification

(Section [5.1.21)), Qs becomes:

Q% = foreach i’ <n’ do O'[¢'|(R : T},) :=
find u = i’/ < n suchthat defined(h[i"]
@ u =" < n suchthat defined(h[:"]
@ u = 7" < n suchthat defined(h[i"],

[i/,]) N h/ = A then Pl(kA
[i//]) A h/ = B then Pl(kB
[i"]) AW = h[i"] then Py(k[u]) else P,

1

< —

7
)

k1
ks
¥,
since, when k£ [u] is defined, k{[u] = k4 and h[u] = A, and similarly for k}[u] and kj[u].

5.1.8 move [26]

The transformation move moves random choices and assignments downwards in the code as much
as possible. A random choice m[;] ETor assignment let x[¢] : T = M cannot be moved under a
replication, or under a parallel composition when both sides use z, or a let let y[;] :T'=Min...
or a return return (M) when x occurs in M, or a find (or if) when the conditions use z. It can be

moved under the other constructs, duplicating it if necessary, when we move it under a find (or

if) that uses z in several branches. Note that when the random choice z[i] ETor assignment
let JJ[ZN] : T = M cannot be moved under a parallel composition, or a replication, it must be
written above the return that is located above the considered parallel composition or replication,
so that the syntax of processes is not violated. When there are array accesses to =, the random
choice x[z~] ETor assignment let x[z~] : T = M can be moved only inside the same oracle body,
without moving it under a return or under a find that makes an array access to z.

The conditions above are necessary for the soundness of the move. Furthermore, the move is

considered beneficial when it satisfies the following conditions:

e for random choices, when the random choice can be moved under a find (or if). When
this transformation duplicates a m[ﬂ Er by moving it under a find that uses z in several
branches, a subsequent SArename(x) enables us to distinguish several cases depending in

which branch z is created, which is useful in some proofs.

e for assignments, when there are no array accesses to x, the assignment to x can be moved
under a find (or if), and z is used in a single branch of that find (or if). In this case, the
assignment can be performed only in the branch that uses x, so it will be computed in
fewer cases thanks to the move.

The performed moves are determined by the argument of the transformation:
e all: moves all random choices and assignments, provided the move is beneficial.

e noarrayref: moves all random choices and assignments that do not have array references,
provided the move is beneficial.

¢ random: moves all random choices, provided the move is beneficial.
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e random_noarrayref: moves all random choices that do not have array references, pro-
vided the move is beneficial.

e assign: moves all assignments, provided the move is beneficial.
e binder z; ...z,: move the variables z1, ..., z, (even when the move is not beneficial).

In all cases, only random choices and assignments at the process level (not inside terms) are
moved.

Lemma 50 The transformation move requires and preserves Properties [1, [3 [3, and [} It
preserves Property @ If transformation move transforms G into G', then D,Dsyny : G, D,

BuUsed Y50 G, D, EvUsed.

5.1.9 move array [27]

The transformation move array X delays the generation of a random value X until the point
at which it is first used (lazy sampling). This transformation is implemented as a particular case
of a cryptographic transformation by the following equivalence:

foreach i < n do X & T,
(foreach iX < nX do OX() := return(X) |
foreach ieq < neg do Oeq(X': T) := return(X’' = X))
R 40eq/|T| [Manuall
foreach i < n do
(foreach iX < nX do OX() :=
find[unique] 7 < nX suchthat defined(Y'[j])

then return(Y'[j]) else Y &1, return(Y’) |
foreach ieq < neq do Oeq(X’': T) :=

find[unique] 7 < nX suchthat defined(Y'[4])
then return(X’ = Y[j]) else return(false))

where T is the type of X. Two oracles are defined, OX and Oeq. In the left-hand side, OX
returns the random X itself. In the right-hand side, OX uses a lookup to test if the random
value was already generated; if yes, it returns the previously generated random value Y[j]; if no,
it generates a fresh random value Y. Transforming the left-hand side into the right-hand side
therefore moves the generation of the random number X to the first call to OX, that is, the first
usage of X. The oracle Oeq provides an optimized treatment of equality tests X’ = X: when
the random value X was not already generated, we return false instead of generating a fresh X,
so we exclude the case that X’ is equal to a fresh X. This case has probability 1/|T| for each
call to Oeq, so the probability of distinguishing the two games is #0eq/|T|. (Notice that there
never exist several choices of j that satisfy the conditions of the finds in the right-hand side of
this equivalence, so these finds can be marked [unique] without modifying their behavior.)
Extension: A generalization of Oeq with other collisions is now supported by Crypto Verif.

5.1.10 move up

The transformation move up z; ... z, to g moves the random number generations or assign-
ments of 1, ..., x, upwards in the syntax tree, to the program point u. This program point
must be inside an oracle body.
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The program point p is an integer, which can be determined using the command show_game
occ: this command displays the current game with the corresponding label {u} at each program
point. The command show_game occ also allows one to inspect the game, for instance to
know the names of fresh variables created by CryptoVerif during previous transformations. Pro-
gram points and variable names may depend on the version of CryptoVerif. Since CryptoVerif
version 2.01, program points can also be designated by expressions like before regexp, which
designates the program point at the beginning of the line that matches the regular expression
regexp; after regexp, which designates the program point just after the line that matches regexp;
before_nth n regexp, which designates the program point at the beginning of the n-th line that
matches the regular expression regexp; after_nth n regerp, which designates the program point
at the beginning of the first line that has an occurrence number after the n-th line that matches
the regular expression regexp; at n’ regexp, which designates the program point at the n’-th oc-
currence number that occurs inside the string that matches the regular expression regexp in the
displayed game; at_nth n n’ regezp, which designates the program point at the n’-th occurrence
number that occurs inside the string corresponding to the n-th match of the regular expression
regexp in the displayed game. This way of designating program points is more stable across
versions of CryptoVerif.

After the game transformation, a variable x is defined at program point u, and all other
variables xj are defined by let x; = x in. The variable x is a variable x}, itself when x; has no
array accesses and the current replication indices at the definition of zj are the same as at pu.
Otherwise, the variable x is a fresh variable.

All variables z1, ..., x, must have the same type. They must not be defined syntactically
above the program point . The definitions of the variables x1, ..., x, must be in distinct
branches of if, find, let, so that they cannot be simultaneously defined. Either all variables
z1, ..., Tp must be defined by random number generations or all of them must be defined by
assignments.

o If x4, ..., x, are defined by random number generations, this transformation performs
eager sampling of x;. The random number generation of z1, ...z, must be executed at
most once for each execution of program point u. This is proved by combining that the
definitions of the variables x1, ..., x, are in distinct branches of if, find, let with the fact
that each of these definitions (at ;) is executed at most once for each value of the current
replication indices at u. To show the latter fact, we notice that, since p; is syntactically
under p, the current replication indices at i are a prefix of the replication indices at ;. If
the replication indices at u; are the same as at i, then the fact is proved. Otherwise, the
replication indices at p; are zgj while the replication indices at p are 4 and we show that
Fu; UFy, {Z; Ji;} U (i 75?;} yields a contradiction, where Z; are fresh replication indices.

e Ifzq, ..., x, are defined by assignments of terms M, then all M; must consist of variables,
function applications, and tests; there must be one M; defined at program point 1, using all
defined variables collected in F,, (let M, be that M;, which will be used as the definition
of z: let x = M;, in); and all terms M; must be equal: for all j # jo, M; = M,, knowing
the facts F),; that hold at the program point p; of M;.

The defined conditions of find above p are updated to syntactically guarantee the definition

of Mj,, as required by Invariant

Lemma 51 The transformation move up requires and preserves Properties[1], [3 [3 and[] It

preserves Property E If transformation move up transforms G into G', then D, Dsyy : G, D,
FEvUsed Lp G', D, EvUsed, where p is an upper bound of the probability of collisions eliminated
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in the proof that each i is executed at most once for each execution of p or that for all j # jo,
M; = Mj,.

5.1.11 move_if fun

The transformation move_if fun moves the predefined function if_fun or transforms it into a
term if ... then ... else... It supports the following variants:

e move_if_fun loc; ... loc,, where each loc; is either a program point or a function symbol.
When loc; is a program point, it moves occurrences of if fun from inside the term at
that program point to the root of that term. (The program point p is designated as
explained in Section ) When loc; is a function symbol, it moves occurrences of
if_fun from under that function symbol to just above it. The move corresponds to rewriting
Clif fun(M;, My, M3)] into if_fun(M;, C[My], C[Ms]), where C'is a term context built from
the following grammar:

C .= simple term context
[] hole
x[My, ..., Mp_1,C, My11,..., Mpy] variable
f(My, ..., Mp—1,C, My4q,...,Mp,) function application

and the root of C' corresponds to a loc;. (It is at program point loc; when loc; is a program
point; its root symbol is loc; when loc; is a function symbol.) These moves are possible
only when C' is a simple term context, since otherwise they might lead to defining several
times the same variable or repeating events since the context C' is duplicated in the second
and third arguments of if_fun and if _fun evaluates all its arguments. For simplicity, we
allow them only when C[if _fun(M;y, Ms, M3)] is a simple term.

e move_if fun level n, where n is a positive integer, moves occurrences of if_fun n func-
tion symbols up in the syntax tree (provided those if_fun occur under at least n function
symbols). As above, these moves are allowed only when they occur inside a simple term.

¢ move_if fun to_term ... p, transforms terms if_fun(Mi, Ma, Ms) that occur at pro-
gram points p1, ..., Up into terms if M; then Ms else M3. When no program point is
given, it performs that transformation everywhere in the game.

When M, and M3 have a visible effect, that is, they define some variable with array
accesses (including by their usage in various kinds of secrecy queries) or they execute
events, the transformation above would not be correct, because if fun(M;, My, M3) eval-
uates both My and Mz while if M; then My else M3 evaluates either My or Ms. In this
case, we transform if_fun(M;, Ma, M3) into let zcond = M in let athen = My in let zelse =
M3 in if zcond then xthen else zelse to make sure that M7, My, and M3 are always evaluated,
and in that order.

When autoExpand = true (the default), a call to expand is automatically performed
after move_if_fun, which transforms the termslet ...=... in ... andif ... then... else
. into processes.

Lemma 52 The transformation move_if_fun requires and preserves Properties[1],[3, [3, and [}

The variants move_if_fun loc; ... loc,, and move_if_fun level n preserve Property[5 If trans-
formation move_if_fun transforms G into G', then D,Dsny : G, D, EvUsed LA G', D, EvUsed.
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5.1.12 insert_event [27]

The transformation insert_event e p inserts event_abort e at program point u. (The program
point g is designated as explained in Section )

The transformation insert_event e p also adds to query event(e) = false in order to bound
the probability of event e.

Lemma 53 The transformation insert_event requires and preserves Properties[1], [4 [3, and[4]
It preserves Property[5if the event is inserted at the process level. If transformation insert_event

e p transforms G into G', then D, Dsyy : G, D, EvUsed Lo G',D Ve, EvUsed U {e}.

5.1.13 insert [27]

The transformation insert p ins adds instruction ins at the program point pu. The program
point p is designated as explained in Section [5.1.10}] The instruction ins can for instance be a
test, in which case all branches of the test will be copies of the code that follows program point
i (so that the semantics of the game is unchanged). It can also be an assignment or a random
generation of a fresh variable or an event_abort instruction. In all cases, CryptoVerif checks that
this instruction preserves the semantics of the game except when we execute an inserted Shoup
event, and rejects it with an error message if it does not.

After this transformation, insert calls auto_SArename to guarantee Property [

When the user inserts event_abort e, the transformation insert adds a query event(e) = false
in order to bound the probability of event e.

When the user inserts a find[unique,] (the user actually types find[unique] but CryptoVerif
automatically generates a fresh event e and inserts find[unique,] instead, since uniqueness is not
proved yet), the transformation insert adds a query event(e) = false and calls prove_unique
(Section in order to try proving uniqueness.

Lemma 54 The transformation insert requires and preserves Properties[1], [3, [3 [ and[3 If
transformation insert transforms G into G', then D,Dsyy : G, D, EvUsed Lp G'DVeV
<V em, BvUsed U {e1,...,en} where e, ..., e, are the events in the inserted instruction
(event_abort e;, find[uniqueej]) and the probability p comes from prove_unique.

5.1.14 replace

The transformation replace p M replaces the term My at program point p with the term M.
(Mp and M must be simple. The program point u is designated as explained in Section )
Before performing the replacement, it checks that M is equal to My at that program point (up
to a small probability): first, it collects all facts F,, that hold at program point y; second, it tests
equality between My and M using F,, and built-in equations (it uses equalities inferred from F),
to replace variables with their values, trying to make the terms equal); third, it simplifies My and
M using user-defined rewrite rules of Section and tests equality between the results using F,,
and built-in equations; fourth, it rewrites My and M at most maxReplaceDepth times using
equalities inferred from F,, and user-defined rewrite rules of Section until it finds a common
term modulo the built-in equations. The transformation is performed as soon as the equality
between My and M is proved.

The defined conditions of find above the program point p are updated to make sure that
Invariant [2|is preserved. This is needed in particular when M makes array accesses that My does
not make.
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Lemma 55 The transformation replace requires and preserves Properties[1], [3, [3, and[{ It
preserves Property @ If transformation replace u M transforms G into G, then D,Dsny : G,

D, EvUsed Lp G', D, FvUsed, where p is an upper bound of the probability that M is different
from My at p.

The variant assume replace p M performs the same replacement, without checking the
equality between My and M. This transformation is obviously not sound, but can be used to
experiment with modifications in the games. As soon as this transformation is used, CryptoVerif
does not claim that any property is proved.

5.1.15 merge_branches [27]
The transformation merge_branches performs the following transformations:

1. If some then branches of a find[unique] execute the same code as the else branch (up to
renaming of variables defined in these branches and that do not have array accesses, and
up to equality of terms proved using facts F,, that hold at the program point p of the
considered find[unique]), the index variables bound in these then branches have no array
accesses, and the conditions of these then branches do not contain event_abort nor unproved
find[unique,], then we remove these then branches.

Indeed, these then branches have the same effect as the else branch. The hypotheses are
needed for the following reasons:

e The renamed variables must not have array accesses because renaming variables that
have array accesses requires transforming these array accesses. The transformation
merge_arrays presented in Section [5.1.16] can rename variables with array accesses.

e The index variables bound in the removed branches must not have array accesses,
because removing the definitions of these variables would modify the behavior of the
array accesses.

e The conditions must not contain event_abort nor unproved find[unique,], because if
they do, the find may abort while code after transformation would not abort.

2. If all branches of if, let with pattern matching, or find execute the same code (up to
renaming of variables defined in these branches and that do not have array accesses, and
up to equality of terms proved using facts JF, that hold at the program point p of the
considered if, let, or find), and in case of find, it is not marked [unique_], the index variables
bound in the then branches have no array accesses, and the conditions of the then branches
do not contain event_abort nor unproved find[unique,], then we replace that if or find with
its else branch.

In this transformation, we ignore the array accesses that occur in the conditions of the find
under consideration, since these conditions will disappear after the transformation.

Furthermore, merge_branches applies these transformations globally to all finds of the game
for which the simplification is possible. As a consequence, one can ignore array accesses to all
variables in conditions of find that will be removed, so more transformations are enabled.

Lemma 56 The transformation merge_branches requires and preserves Properties[1} [2 [3, [4
and[3. If transformation merge_branches transforms G into G', then D, Dsny : G, D, EvUsed

Lp G', D, EvUsed, where p is an upper bound on the probability that equalities between terms of
merged branches do not hold.
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5.1.16 merge_arrays [27]

The transformation merge_arrays i1 ... Tin, ..., Tm1 ... Tmn merges the variables x;1, ...,
Zjn into a single variable x;; for each j < m. Each variable z;; must have a single definition.
For each j < n, the variables z;1,...,x;, must have the same type and indices of the same
type. They must not be defined for the same value of their indices (that is, ;; and x5 must
be defined in different branches of if or find when k # k’). The arrays x;1,..., 2z , are merged
into a single array x;; for each j < m. The transformation proceeds as follows:

o If, for each k < n, z1) is defined above xj;, for all 1 < j < m, we introduce a fresh variable
by, defined by by < mark just after the definition of z1;. We call by a branch variable; it
is used to detect that x;; has been defined: xjk[M | is defined before the transformation if
and only if 2, [M] and b,[M] are defined after the transformation, and z;,[M] after the

transformation is equal to x;;[M] before the transformation.

e For each find that requires that some variables x;;, are defined, we leave the branches that
do not require the definition of x; unchanged and we try to transform the other branches

FB; = (i = 1; < 7y suchthat defined(M;) A M; then P;) as follows.

1. We require that, for each [, there exists a distinct k& such that the defined condition
of FBy refers to x;; for some j but not to z;, for any other k’. (Otherwise, the
transformation fails.) We denote by I(k) the value of [ that corresponds to k.

2. We choose a “target” branch FBr = (i = i < 71 suchthat defined(M) A M then P):
if the defined condition of some branch FB, refers to x;; for some j, we choose that
branch FB;. Otherwise, we choose any branch FB; and rename its variables x;; to
xj1. We require that the references x; [M] to the variables ;1 in the defined condition
of the target branch all have the same indices M. If the transformation succeeds, we

will replace all branches F'B; with the target branch.

3. The branch FBr after transformation is equivalent to branches @) _, FBr{z;i/xj1,
j=1,...,m} before transformation. We show that these branches are equivalent to
the branches FB;.

For each k < n,

— if (k) exists, then we show that FBr{z;;/xj1,j = 1,...,m} is equivalent to
FByy. Let I = I(k). We first rename the variables @; of F'B; to the variables @ of
the target branch. For simplicity, we still denote by FB; = (1, = 1; < 7i; suchthat
defined(M;) A M, then P;) the obtained branch. Then we show that, if the variables
of M, are defined, then the variables of M{xjk/le,j =1,...,m} are defined, and
conversely; M; = M{x;i/xj1,j =1,...,m} (knowing the equalities that hold at
that program point), and P, and P{x;x/x1,7 = 1,...,m} execute the same code
up to renaming of variables defined in P, or P{z,;/x;1,j = 1,...,m} and that do
not have array accesses, and up to equality of terms proved using facts F,, that
hold at the program point p of the considered find.

— if I(k) does not exist, then we show that FBr{z,/z1,j =1,...,m} can in fact
not be executed, because its condition cannot hold: the variables of M {xj/z)1,
j = 1,...,m} cannot be simultaneously defined or M{x;i/z;1,5 = 1,...,m}
cannot hold.

If the transformation above fails and we have introduced branch variables, we replace each
condition defined(z,;[M]) with defined(z ;1 [M], bp[M]).
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If the transformation above fails and we have not introduced branch variables, the whole
merge_arrays transformation fails.

e The definition of 2y, is renamed to x;; and each reference to ;5[ M] is renamed to x;1[M].

Lemma 57 The transformation merge_arrays requires and preserves Properties [1, [ [3, [
and [3 If transformation merge_arrays transforms G into G', then D,Dsny : G, D, EvUsed

X»p G', D, EvUsed, where p is an upper bound on the probability that required equalities do not
hold.

5.1.17 guess i

When guessRemoveUnique = true and some (one-session) secrecy queries are present, the
transformation guess i first transforms the game G into Gry, by replacing all proved find[unique]
with find. Lemma shows the soundness of this preliminary transformation. It may be ad-
vantageous for (one-session) secrecy proofs because the removed find[unique] do not need to be
proved, while the remaining ones must be reproved after the transformation, as we show below.

Lemma 58 Let Gry be the game obtained from G by replacing all proved find[unique] with find.
Let sp be a security property (sp is 1-ses.secr.(x), Secrecy(x), bit secr.(z), or a correspondence ¢,
which does not use S, S, nor non-unique events). Let D be a disjunction of Shoup events and a
subset of non-unique events e; corresponding to unproved find[unique, ] in G (D does not contain
S nor S). If Boundgyy (V, sp, D, p), then Boundg(V, sp, D, p).

Proof Let C’ be an evaluation context acceptable for Cy,[G] with public variables V' \ Vi,
that does not contain events used by sp or D nor non-unique events in G and 4 be an attacker
in BB. Let C = C'[Csp[]]. The context C’ is also acceptable for Cy,[Gru] with public variables
V' \ Vyp, and a fortiori does not contain non-unique events in Gry. Since Boundg,, (V, sp, D, p),
we have Advg,, (A, C,sp, D) < p(A,C).

First case: sp is a correspondence ¢. We have

Adve (A, C, sp, D) = Pri[C[G] : (—p V D) A —NonUniques p]
< Pr[C[Gru] : (¢ V D) A —NonUniqueg, . p] = Advgy, (A, C, sp, D)
because traces of G that satisfy (- V D) A =NonUniques , correspond to similar traces of Gry
that satisfy (= V D) A=NonUniqueg,  p. Only traces that satisfy e for some proved find[unique,]

in G' are mapped to different traces in Gry. These traces satisfy NonUniqueg, p.
Second case: sp is 1-ses.secr.(x), Secrecy(z), or bit secr.(z). We have

PrA[C[G] : SV D] < Pri[C[Gru] : SV D]

since the traces of C[G] that execute an event in SV D correspond to similar traces of C[Gru]
that also execute an event in SV D (SV D does not contain any proved non-unique event of G),
and

Pr*[C[Gru] : S V NonUnique,,, p] < Pr*[C[G] : SV NonUniqueg ]

since the traces of C[GRry] that execute S or an event in NonUniqueg,, ;. p correspond to either to
similar traces of C[G] that execute the same event or to traces that execute a proved non-unique
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event in C[G], so an event in NonUniqueg . Therefore,

Adva(A, C, sp, D) = PrA[C[G] : SV D] — PrA[C[G] : SV NonUnique p]
< PrA[C[Gru] : SV D] — Pr[C[Grul : SV NonUniqueg, ., pl
< Advggy (A, C, sp, D).

In both cases, we obtain Advg (A, C, sp, D) < p(A, C) and Boundg(V, sp, D, p). O

Next, the main guessing transformation is performed. The transformation guess i consists
in guessing the tested session of a principal in a protocol, which is a step frequently done in
cryptographic proofs. In CryptoVerif, we consider a game G and define a transformed game G’
by guessing a replication index i: we replace foreach ¢ < n do @ with foreach 7 < n do ' where @’
is obtained from Q by replacing the processes P under the first inputs with if ¢ = 4;¢gteq then P’
else P and iiesteq 1S @ constant. The constant iiesteq 1S the index of the tested session. We
distinguish the process executed in the tested session, P’, on which we are going to prove security
properties, from the process P” for other sessions which are executed, but for which we do not
prove security properties. (In case diff_constants = true, the constant itesteq must not be
considered different from other constants of the same type.) The process P’ is obtained from P
by

¢ duplicating all events: event e(]T/[/) is replaced with event e(M); event e’(M) and similarly
event_abort e is replaced with event ¢;event_abort ¢’. We require that in the game G, the
same event e cannot occur both under the modified replication foreach i < n do @ and
elsewhere in the game. (Otherwise, queries that use e are left unchanged.)

e duplicating definitions of every variable x used in queries for secrecy and one-session secrecy:
let ' = x in is added after each definition of z. We require that in the game G, the same
variable = used in queries for secrecy or one-session secrecy cannot be defined both under
the modified replication foreach i < n do @ and elsewhere in the game. (Otherwise, the
considered query is left unchanged.)

The process P” is obtained from P by duplicating definitions of every variable z used in queries
for secrecy (not one-session secrecy): let " = x in is added after each definition of x.

We replace variables x in secrecy and one-session secrecy queries with their duplicated version
z'. For secrecy queries, the duplicated version z” is added to public variables. In both cases, we
prove (one-session) secrecy for the variable 2’ defined in the tested session. In case of one-session
secrecy, that is enough: it shows that ' is indistinguishable from a random value, and that proves
one-session secrecy of x for all sessions by symmetry. However, for secrecy, we additionally want
to show that the values of x in the various sessions are independent of each other; this is achieved
by considering the value of x in sessions other than the tested session (that is, z”’) as public: if
z' is indistinguishable from random even when z’ is public, then 2z’ is independent of z”.

In non-injective correspondence queries, we replace one non-injective event e before the arrow
= with its duplicated version e¢’. Hence, we prove the query for the tested session, which uses
event e’. The proof is valid for all sessions by symmetry.

The probability of attack must basically be multiplied by n for all modified queries. The
proof depends on the considered query and is detailed below.

For queries that are left unchanged, i.e. secrecy and one-session secrecy queries for variables
not defined under the modified replication, non-injective correspondence queries with no event
before the arrow = under the modified replication (the previous queries prove properties about
other roles than the one for which we guess the tested session), bit secrecy queries (because
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the secret is defined under no replication, so it is not under the guessed replication), as well as
injective correspondence queries (see details below), the probability is unchanged. It is clear that
these queries are not affected by the transformation.

After this transformation, guess calls auto_SArename to guarantee Property

Lemma 59 The transformation guess i requires and preserves Properties[1, [3, [3, and[{ It
preserves Property 5

Suppose the game G is transformed into G' by the transformation guess i, where i is a
replication index bounded by n. Below, we consider only the modified queries.

Let ¢ and ¢’ be respectively the semantics of a non-injective correspondence and its trans-
formed correspondence. If Boundg:(V,¢', Diase, ») and p is independent of the value of iyested,
then Boundg(V, ¢, Diajse, np).

If G satisfies the one-session secrecy of ' with public variables V. (z, 2’2" ¢ V) up to
probability p and p is independent of the value of itested, then G satisfies the one-session secrecy
of x with public variables V up to probability np.

If G' satisfies the secrecy of ' with public variables VU {x"} (x,2',2" ¢ V) up to probability
p and p satisfies Property [0 then G satisfies the secrecy of x with public variables V up to
probability n X p (neglecting a small additional runtime of the context).

If Boundg (V U {z'}, 1-ses.secr.(z’), NonUnique, p) and p satisfies Property@ then we have
Boundg(V U {x}, 1-ses.secr.(z), Dtalse, NP).

If Boundg (VU {z’, 2"}, Secrecy(a’), NonUniques,, p) and p satisfies Property@ then we have
Boundg(V U {x}, Secrecy(x), Dralse, np) (neglecting a small additional runtime of the context).

Property [f] guarantees that p is independent of the value of itegted, as well as other independence
conditions needed for secrecy and for the properties on Bound because we modify the context in
the proof. Since the third argument of Bound is always Dy.jse in the conclusion of Lemma we
cannot use the optimization of considering the disjunction of several properties simultaneously,
as outlined in Section we must consider each property and event separately. Indeed, if
we applied guessing to several properties at once, we might need to guess the tested session for
each property, which would introduce several factors n. Since the third argument of Bound is
NonUnique in the hypothesis of Lemma [59| for (one-session) secrecy properties, uniqueness of
find[unique,_] must be reproved in game G’ after the guess transformation (that is, the probability
that these find[unique,] have several successful choices must be bounded again in G').

Proof

Non-injective correspondences We suppose that the events under the transformed replica-
tion contain as argument the replication index ¢ of that replication. (CryptoVerif implicitly adds
the current program point and replication indices to each event, and uses fresh distinct variables
for the added replication indices in the queries. That does not change the meaning of the query.)

Let Vi : [1,n],% : T;event(e(M)) At = 35 : T';¢ be the initial query and Vig : [1,n], 7 :
T: event(e/(M)) At = Jjj : T’; ¢ be the transformed query, where {ig, Z} = var(event(e/(M)) A1),
y = var(¢) \ var(event(e’(M)) A1), and ig be the variable for the index of the transformed
replication in M.

Let C' be an evaluation context acceptable for G with public variables V' that does not contain
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events used by ¢ and A be an attacker in BS.

Advg (A, C, ¢, Diase) = Pri[C[G] - = A =NonUnique]

_ppA |ClG): (Big € [1,n),FT €T, event(e(M))
A ATy e T ¢) A =NonUniqueg

= iPrA

C[G] : (Big € [1,n],3F € T, ig = ival A event(e(M))
ANy A—Tg € T, ) A =NonUnique

=1
_ Z PrA : (Fip € [1, 7/1] 3% € T, event(e' (M)) for fpuped = dual
= /\ w AN—=Jy €T, ) A =NonUniques,

Z Adver (.A, C, Qola Dfalse) for iested = Zval

Gval=1

Since Boundg: (V, ¢', Dtaise, D), we have Adve (A, C, @', Diaise) < p(A, C) and the probability p is
independent of the value of itested, S0 we obtain Advg (A, C, ¢, Diaise) < n X p(A, C). Therefore
Boundg (V; ¢, Daise; np)-

One-session secrecy Let C' be an evaluation context acceptable for Cy_ges secr. () [G] With public

variables V that does not contain S nor S and A be an attacker in BB. Suppose that the modified
replication corresponds to the j-th index of variable . We have

Advgses.secr.(:ﬁ) (Aa C) - A[C[Cl ses.secr. () [GH : S] - PrA [C[Cl—ses.secr.(z) [G]] : S]

_ Z PI‘ C11 ses.secr.(x) [GH :S /\711,]‘ = U}
PI‘ C(l—ses.secr.(z) [G]] tSA uj = U]

for itested = v

i Cl ses.secr. (z’ )[ s /\7Uj =]
=1 C’1sessecr( )[ /H:S/\U’jzv]

because in G' with itested = v, T'[U1,. .., Um| = x[u1,. .., Up] when u; = v, 50 Ci_ges.secr.(2)[G]
behaves like C_ges secr.(27)[G'] (the events added in G” are not used).

Moreover, PrA[C[Cl_ses_secr_(x/)[G’H : SA(u; not definedVu; # v)] = PrA[C[Cl_Ses_seC,_(x/)[G']] :
SA (u; not defined Vu; # v)] when itested = v. Indeed, when u; is not defined or u; # v = itested,
the query on Og either is not executed or always yields, independently of the value of b. Hence,
changing the value of b just swaps the events S and S. So

pr [CClsessecr.(z)[G']] : S A (u; not defined V u; # v) A b = true] =
PrA[C[Clses secr. (21 [G']] : S A (uj not defined V u; # v) A b = false]

pr [C[Chosessecr.z)[G']] + S A (u; not defined V u; # v) A b= true] =
PrA[C[Clses secr. (21 [G']] + S A (u; not defined V u; # v) A b = false].

We obtain the announced result by swapping the two sides of the second equality and adding
the first equality to it. (The variable b is always defined when S or S is executed.)
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Therefore,

Adv éses secr- () ~A C Z Pl" Cl—ses.secr.(ac’)[G/H : S] - PrA[C[Cl—ses.secr.(aﬁ’)[G/H : g]

v=1
for dtested = v

- Z Advgfes-secr.(z’)(A’ C) for itested = ¥

v=1

Since G’ satisfies the one-session secrecy of z’ with public variables V' up to probability p, we
have Advgfes'secr'(z )(A, C) < p(A, C) and the probability p is independent of the value of étested,

so we obtain Advgses'secr‘($)(¢4, C) < n x p(A,C). Therefore, G satisfies the one-session secrecy
of = with public variables V' up to probability np.

Secrecy Let C be an evaluation context acceptable for Csecrecy(z)[G] With public variables V'
that does not contain S nor S and A be an attacker in BB. Suppose that the modified replication
corresponds to the j-th index of variable x. We have

Adv Secrecy(a: ( ,C)

_ 1 ( [O[G ‘ QSecrecy(w } § | ] + PI‘ [ [G | QSecrecy(m ] :§ | b= false])
2 [C[G ‘ QSecrecy(l)} S | ] - [ [G | QSecrecy(z ] :S | b= false]
Let
QSecrecy(x),real = OsO() return (),

(foreach iy < ngs do Oslis](ur : [1,n1], .oy tm : [1,00]) ==
if defined(z[uy,...,un]) then
return (zfuy, ..., um])
| OL(b : bool) := if b’ then event_abort S else event_abort S)

QSecrecy(m),random = OSO() return ()7
(foreach is < ng do Oslig](ur : [L,n1], . U : [1,n0]) =
if defined(z[uy,...,un]) then
find u), = i, < n suchthat defined(yli%], ui[i%], ..., um[iL]) A

urlil] = ur Ao A uplil] = U,
then return (y[u’])
else y & T return (y)
| OS' (b : bool) := if b then event_abort S else event_abort S)
Then
ecrecy(x 1 [ [G|QS ]S]+P [ [G‘QS ]g]
Advs y(z) .A, o)== ( ecrecy(z),real] + 2. ecrecy(z),random
¢ ( ) 2 [ [G | QSecrecy (z) l] : S] —Pr [ [G ‘ QSecrecy(z) random] : S}
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Let

Qsecrecy(a),0 = Os0() := return ();
(foreach is < ng do Oglis](uy : [1,n1], .oyt : [1,10m]) =
if defined(z[uq,...,un,]) then
if u; <o then return (zfui,...,uy)) else
find ul, = i’ < g suchthat deflned( [iL), urlil], - - um[il]) A
w i) = ur A A ug[il] = um,

then return (y[u’])
else y & T;return (y)
| OL(b : bool) := if b’ then event_abort S else event_abort S)

The process QSecrecy(x),O behaves like QSecrecy(w),random and QSecrecy(x),n behaves like QSecrecy(x),real
(n; = n). Therefore,

A
Ad Secrecy(z .A C) = 1 ( (PI‘ [C[G | QSecrecy(w),n] §] [C[G | QSecrecy(w),O] S]))
Ye ( ) - (PrA[ [G | QSecrecy(x) n] : ] [C[G | QSecrecy(x),O] : S])

_ 1 ( Z: 1( [ [G | QSecrecy ] } A[ [G | QSecrecy(z),v—l] S]))
- Z: 1( [ [G | QSecrecy ] } A[ [G | QSecrecy(z),v—l] : S])

2
We define a context C), that returns a random value for u; > v, the real value of « obtained
from the public variable 2 in G’ for u; < v, and calls Qsecrecy(a'),real OF @secrecy(a’),random 0T
U = 0.

S
:S

C! = newOracle O1; ([] | foreach is < ns do Oglis|(uy : [1,n1], .oyt ¢ [1,1]) =
if u; = v then (let z: T = Og[is](u1, ..., up) in return (2)) else
if defined(z” [u1,...,um]) then
if uj <o then return (z"[uq, ..., uy]) else

find ul, = i’, < n, suchthat defined(y[i’], u1[i%], ..., um[iL]) A

S
wrih) = ur Ao A ug[ih] = u,

then return (y[ul])

S

else y & T:return (y))

where the processes Qsecrecy(a),real A Qsecrecy(z/),random Use oracle Og; instead of Os. When
u; = v, the query on Oslis] is forwarded to Qsecrecy(a’),real (T€SP. @secrecy(a),random) ON oOracle
Og1[is]). The values of x for sessions other than v are collected in ” by G’; these are the values
returned by the query on Oglis] when u; < v. Finally, when u; > v, the query on Oslis] is
answered with a random value y.

Then
PI'A[C[G | QSecrecy(z),v] : S] = PrA[C[C’/U [G/ ‘ QSecrecy(m’),real]] : S]a
PI“A[C[G | QSecrecy(m),v] :7] = PI‘A[C[C; [G/ ‘ QSecrecy(w’),realH :7]3
PI‘A[C[G | QSecrecy(z),v—l] : S} = PI‘A[C[C; [GI | QSecrecy(m/),randomH : S]v and
PI“A[C[G | QSecrecy(w),vfl] :7} = PI““A[C[O;) [G/ | QSecrecy(m’),randomH :§]7
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for itested = V-
Then

Advgecrecy(x) (.A C)
_ i 1 O[C,/, [G/ | QSecrecy(z'),real]] : §

} - PrA [C[qu; [G/ ‘ QSecrecy(z’),random” : S]
[ 1/; [G/ | QSecrecy(z'),realH :

} + PrA [C[CT/} [G/ ‘ QSecrecy(w’)Jandom” : §]

for Ttested = U

_ ZAd Secrecy(f A C[ ]) for Itested = U

by the link between the advantage for secrecy and Qsecrecy(a'),real; @Secrecy(a),random Shown above.
Since G’ satisfies the secrecy of 2’ with public variables V' U {z"} up to probability p and C[C}]
is an evaluation context acceptable for G’ | Qsecrecy(zr) With public variables V' U {2"} that does

not contain S nor S, we have AdvsecreCY(m (A, CC)) < p(A,C[CL]). Moreover, by Property @
the probability p(A, C[C!]) is 1ndependent of itestea = v (because the type of itested is bounded)
and depends only on the runtime of C', the number of calls C' makes to the various oracles (which
determine replication bounds), and the length of bitstrings, so we have p(A, C[Cl]) = p(A,C)
(the runtime of C! can be neglected). Hence, we obtain Advsecrecyw (A,C) < n x p(AC).
Therefore, G satisfies the secrecy of  with public variables V' up to probability n x p.

One-session secrecy, secrecy, and bit secrecy In this lemma, bit secrecy queries do not
occur. However, we reuse this proof in Lemmas and where bit secrecy queries occur, so
we also handle them here. Let sp be 1-ses.secr.(z), Secrecy(x), or bit secr.(x), and sp’ be the
same property with 2’ instead of z. Let V/ = V when sp is 1-ses.secr.(x) or bit secr.(x), and
V' =V U {z"} when sp is Secrecy(z). Since Boundg: (V' U {z'}, sp’, NonUniques/, p), then by
Lemma Property [I} G’ satisfies sp’ with public variables V' up to probability p’ such that
P (A, C) = p(A, C[Cspr]). So by the previous result for (one-session or bit) secrecy, G satisfies
sp with public variables V' up to probability np’. Let C' be an evaluation context acceptable for
Csp[G] with public variables V that does not contain S nor S and A be an attacker in BB. Hence

Adve (A, C[Csy[]], Sp7Dfalse)
= Pr[C[C,,[G]] : S] — PrA[C[C4,[G]] : S V NonUnique]
< Pri[C[Cy[G]] : S] = Pr[C[Cy[G] : S]
=Advg (A, C) <nxp (A C) =nxp(A ClCsyl[]])

Indeed, replacing Cy, with Cs, in the argument of p does not change its result, by Property @
Therefore, we have Boundg (V U {z}, sp, Dtase, np). O

In the guess transformation, we cannot modify injective correspondence queries, because two
executions of some injective event e with different indices ¢ could be mapped to the same events
in the conclusion of the query. In general, it even does not work for non-injective events inside
injective queries. As a counter-example, consider the query: Vi : [1,n],x : T';event(eq (i, x)) A
inj-event(ez(x)) = inj-event(es()) with events e (i1, 1), e1(iz, x2), ea(z1), e2(x2) and e each
executed once. This query is false: we have two executions of es (with matching executions of
e1) for a single execution of e3. That contradicts injectivity. However, it is true if we restrict
ourselves to one value of ¢ (the index of the tested session), because we consider e (i1, 1), ea(z1)
and e3 for i = i1 and e (ia, z2), e2(x2) and e3 for ¢ = i. Requiring the same value of z in e; and
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eo restricts the events e; that we consider when we guess the session for e;. Therefore, proving
the query for the tested session does not allow us to prove it in the initial game.

Hence, for injective correspondence queries Vz : T4 = Jy : T T'; ; ¢, we proceed as follows: we
define a non-injective query noninj(vz : T;¢ = Jy : T'; ; @) simply obtained by replacing injective
events with non-injective events, and we try to prove that noninj (Vz : T;¢ = Jy : T'; ¢) implies
Vz : Ti;¢ = Jy : T';¢ in the current game. This proof is a modified version of the proof of
injective queries (Section : we define the pseudo-formula C(1, ¢) by

Cly, M) =1
C(1), event(e(M))) = L
C (v, inj-event(e(M)) = S such that assuming ¢ = Fy A -+ A Fy,
for every 1 that executes Fy, ..., for every u,, that executes F,,, letting
F = elfFl,pl u---u om]:Fm,uma
T ={jwr> (uj,0;1,,) | Fj is an injective event },
V =var(61l,,)U---Uvar(0,1,,)J{z, 1},
where for j < m, 6; is a renaming of I,,; to fresh replication indices,
we have (F,(M),Z,V) € S.
C(wv d)l A ¢2) = C(¢» ¢1) A C(¢» ¢2)
C(’(/)7 (bl 4 ¢2) = C(,(/)a ¢1) vV C(,L/)a ¢2)

Given a pseudo-formula C, we define - C as in Section [4.2.4

Proposition 4 Let VT : f'w = Jy : Tv’;gb be a correspondence, with T = var(v) and § =
var(¢) \ var(y). Let ¢ = vz : Tip = 3y : T @] be the semantics the correspondence VT :
Tip=35: T ¢ (Deﬁmtzonl) and ¢n; = [noninj(vz : Ty = 3y : T; @)] be the semantics of
the correspondence noninj(Vz : T = Jy : T’, @). Let Qo be a process that satisfies Properties@
and[f Suppose that, in Qo, the arguments of the events that occur in ¢ are always simple terms.

Assume that = C(¢, @) and for all A € BB and all evaluation contexts C' acceptable for Qo,
P/rA[C;[QO] =< ={F C(¥, )] < p(A,C). If Boundg, (V, ¢ni, Diatses p'), then Boundg, (V, @, Diase,
D +Dp).

Proposition 4| proves injectivity much like in Section but using the arguments M of the
events in ¢ instead of the program points and replication indices at their execution (which we do
not have since in Qg we are not able to prove that these events have been executed; otherwise
we would simply prove the correspondence in Qg). Intuitively, - C(1, ¢) shows that, if we have
different executions of injective events in 1, that is, executions of such events with different pairs
(program point, replication indices), then the arguments M of each injective event in ¢ must be
different, which implies different executions of this event.

Proof Let C be an evaluation context acceptable for )y with public variables V' that does
not contain events used by ¢ and A be an attacker in BB. Let C = C(v, ¢). Consider a trace
Tr of C[Qo] for A such that Tr t @, Tr F {[F CJ}, Tr does not execute a non-unique event of
Qo, and the last configuration of Tr cannot be reduced. Let pufv be the sequence of events in
the last configuration of Tr. Since u&v = pp;,

pE FVT, . T ENVEET, (" = Fj e T, ¢)

with the notations of Definition By defining functions f; € N™ x [[T — NU {1} that map
Ti, .-+, Tm, T to the execution steps of injective events in the proof of ¢, and to L when the
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event is not used in the proof of ¢, we have
pev b 3fr, . e N X [[T > NU{L}Vn, ..., eNVEET,(v" = Fj €T, ¢7) (32)

It remains to show Inj(I, f) for all f € {f1,..., fx}.

Let f € {f1,...,fr} and event(e(M))Qf(ri,...,Tm, %) be the event labeled with f in ¢7.
Suppose that f(r{,...,7,,,a") = f(r',...,7;,a") # L and there exists j € I such that 7/ # 77,

r'm? » mo

and let us prove a contradiction.

Since f(ry,...,7; T a’) 7& 1, event( (M))Qf(r],...,7.,d) is used in the proof of ( ., S0
letting py = {m1 — 74,..., T — 7}, T — @'}, p1,u€v = Y7 and there exists an extension py of
p1 to ¥ such that pf, pév l— qu and p}, u€v + event(e(M))Qf (11, ... T, T).

Since p1, uv 7, for all events Fy, = event(eg(Mg))@Tg in 7, Tr,p1 b Fp and pév(r)) =
(...) : ee(aen) for @gy such that pl,J\Z | dg1. By Lemma there exists a program point
pe that executes Fy (in (o) and a case ¢g1 such that, for any 6,1 renaming of I, , to fresh
replication indices, there exists a mapping oy with domain 611, , such that u&v(pi(me)) =
(u(e 170; 1011y, )):... and Tr 1001 UpL b 001 Fpy ey cen- S0 péu(rg) = (e, 00001y, ,)) :
€e\Qp1

Let S be the label of C at the occurrence corresponding to f, and inj—event(e(M)) be the
injective event at that occurrence in ¢. Let F1 = (U, 001FFy pup1,con Lt = 1€ (pe,1,0011,, ) |
Fy is an injective event} and V) = var(0y,11,, ) U---Uvar(fm11,,, ) U{Z,y}. By construction
of C, we have (Fy, (M ) 71, V1) €S.

Sowe have Tr,J, 001Up1 = Uy 00,1 FFp g0 - Letting o1 = U, 00,1, we have Tr,01Up) = Fu;
for £ such that Fy is an injective event, p&v(r)) = 01Z1(£) : e¢(...); Vi = Dom(o1)U{Z, y}. Since
phs pév = event(e(M))Qf (14, ...,Tm, Z), we have pf, M |} a1 and pév(f(r],...,7,,a)) =(...):
e(ay) for some aj.

Since f(T1 .7 @") # L, we have similarly (Fy, (M), T, V) € S, pl, and o5 such that

yimo

Tr, o9 U ph b Fa; for £ such that Fy is an injective event, pév(7, )) = o9Zy(f) s ep(...); Vo =
Dom(o2) U {Z, y}; pQ,M Jay and p&o(f(ry,...,70,a")=(...):e(a

Let 6" be a renaming of variables in Va. Then Tr, 020”1 U ph0" =1 I 0" Fy; for £ such that
Fy is an injective event, u&v (7)) = 020" 710" Iy (€) : ey(. .. ); ph0" =1 0" M |} Gy and pEv(f(7],. ..,
T),a")) = (...): e(as) for some as.

Then Tr,o1 U201 U pj Upho" 1 = FL U6 Fs.

There exists j € I such that 7} # 7/, so 0171(j) # 020" '0"T5(j) (distinct events have
distinct pairs (program point, replication 1ndices) by Lemma, so there exists j € Dom(Z;) =1
such that Tr, o1 Ua90” 71 U py U ph8” =1 = T1(5) # 0" T (j).

Since f(ri,...,mn,a") = f(ri,..., 7, @"), p&o(f(7,..., 7, @) = p&o(f(r],.... 7, a")),
S0 a1 = ag, so Tryop Uoa0"~ LU pj U pht—t I M = 0" M.

So Tr,o1 U 029”_1 @] p/l U p/29//_1 FFR U FU {ijDom(Il) Il(]> % el/Ig(j), M = 9”M}.

Since the trace satisfies {[- CJ}, this is a contradiction. Therefore, we conclude that the
considered trace satisfies . Hence, every full trace of C[Qo] that satisfies ¢y;, {[- CJ}, and does
not execute a non-unique event of Qq also satisfies . Therefore, every full trace of C[Qg] that
satisfies —p satisfies ~(¢ni A {[= C[} A =NonUniqueg, ), so every full trace of C[Qo] that satisfies
—¢ A =NonUnique, satisfies ~(¢n; A {[= C} A =NonUnique ) A =NonUniquey, = (—¢ni V —~{[F
Cl}) A =NonUniqueg = (=¢ni A =NonUniqueg, ) V (={[ C]} A =NonUniqueg, p, ), so it satisfies

1) for some as.
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(=¢ni A =NonUniqueg, ) V ={[- C]}. So

Advg, (A, C, ¢, Diase) = PrA[C[Qo] : = A =NonUnique, |
< PriC[Qo] : (i A —=NonUniqueg, ) V ~{[~ C]}]
< Pri[C[Qo] : ~{ CI}] + Pr*[C[Qo] : —pui A —NonUniqueg, )]
< PrA[C[Qo] : ~{[- CI}] + Advg, (A, C, @ni, Drase)
< Pri[C[Qo] : ~{[F C}] + p(A,C)  since Boundg, (V, uis Dtatse; P)
<p'(A0).
Therefore Boundg, (V, ¢, Diaige, ). O

If the proof that noninj(Va : T,w = Jy : /1\:’; ¢) implies VZ : f,w = Jy : /7\:’; ¢ works, we just
have to prove noninj(Vz : f;w = Jy: 317; ¢) and we can apply the guess transformation for
non-injective correspondences. Otherwise, we simply leave the query Vz : T s = Jy o Tv’;gb
unchanged.

A transformation guess i && above, similar to guess i, can be used to guess the whole
sequence i of replication indices above and including the modified replication, by testing the
equality i = itesteq instead of 7 = itegted-

5.1.18 guess z[cy,...,Cn)

Like the transformation guess i, when guessRemoveUnique = true and some (one-session
or bit) secrecy queries are present, the transformation guess z[cy,...,¢py] first transforms the
game G into Gry, by replacing all proved find[unique] with find. Lemma shows the soundness
of this preliminary transformation.

Next, the transformation guess z|cy, ..., ¢y] transforms a game G into a game G’ by guess-
ing the value of a variable z[cy,...,c¢y]: it replaces the processes P under the definition of
zler, ..., Cp) with

if Z[c1,...,Cm] = Vtested then P else event_abort bad_guess

and Utested 1S @ constant, which is the guessed value of x[cy,...,cn]. (At each definition of x,
CryptoVerif must be able to determine whether it is a definition of z[cy,...,¢n] or not. The
variable x must not be defined inside a term. In case diff_constants = true, the constant
Utested MUst not be considered different from other constants of the same type.)

In case there is a (one-session or bit) secrecy query, it uses instead

let guess_z_defined = true in if x[cy, ..., Cm] = Vtested then P else event_abort bad_guess

where guess_x_defined is a fresh variable, and we add guess_z_defined to the public variables of
(one-session or bit) secrecy queries. That gives the adversary knowledge of whether the guessed
variable is defined or not. This is useful because the adversary may need to swap its answer
differently depending on whether the guessed variable is defined or not, so that the cases in
which this variable is not defined always increase the probability of breaking (one-session or bit)
secrecy.

When there are only correspondence queries, we can actually execute any code when x[cy, .. .,

¢m) is different from the guessed value vgested. In particular, we can execute P with z[cy, ..., ¢p]
set t0 VUtested, Which has the effect of replacing the definition of x[cy, ..., ] With let @ = Vtested
and removing the test x[c1, ..., ¢m] = Vtested-
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To sum up, we also define a transformation guess z[cy, ..., ¢y no_test that can be applied
when there are only correspondence queries and when z[cy, . .., ¢,,] is defined only by definitions
of the form let x = M. (This is the most useful case, since the definition of z can then be
simplified.) This transformation replaces these definitions let © = M with let = Vgestea When
M is a simple term and with let ignore = M in let & = viegteq Otherwise, where ignore is a fresh
variable whose value is not used.

The transformation guess z|cy,...,¢,] no_test would not be valid in the presence of se-
crecy queries (at least not with the same probability), because before transformation the value
of z[cy,...,cm] may contain part of the secret variable and this value may leak, while after
transformation, that leaks disappears and the variable may be perfectly secret for all values
I[Ch ‘e 7Cm] = Utested -

Lemma 60 The transformations guess x[cy,...,cn] and guess xlcy,. .., cy] no_test require
and preserve Properties[1} [3, [3, and[f} They preserve Property[3.

Suppose the game G is transformed into G' by the transformation guess z[ci,...,cpm] or
guess xlcy, ..., cn)] no_test, where x is of type T and T # ().

Let ¢ be the semantics of a correspondence. Let D be a disjunction of Shoup and non-unique
events that does not contain S nor S. If Boundg: (V, p, D, p) and p is independent of the value of
Vtested, then BoundG(Va », D, |T|p)

Let sp be 1-ses.secr.(y), Secrecy(y), or bit secr.(z). Then G is transformed into G’ by the
transformation guess xcy,...,cm]. If G’ satisfies sp with public variables V U{guess_z_defined}
(y ¢ V) up to probability p and p satisfies Property [0, then G satisfies sp with pub-
lic variables V' up to probability |T| X p (neglecting a small additional runtime of the con-
text). If Bounde (V' U {guess_z_defined}, sp, NonUniqueg,,p) and p satisfies Property [6, then
Bound(V', sp, Dtaise, |T|p) (neglecting a small additional runtime of the context).

Proof

Correspondences Let C be an evaluation context acceptable for G with any public variables
that does not contain events used by ¢ or D and A be an attacker in BB.

Advg (A, C, ¢, D)
=Pr[C[G] : (- V D) A —=NonUnique p]
=Pr[C[G] : (~¢ V D) A —NonUniqueg p, A xlcy, - . ., ¢] not defined] +

Z PrA[C[G] : (¢ V D) A —NonUniqueg p A x[cy, . . ., em] = V]
veT

< Z PrA[C[G] : (~¢ V D) A —NonUniqueg p A (z[ct, ..., cm] = vV z[cr, ..., cp] not defined)]
veT

Moreover,

Pr4[C[G] : (~¢ V D) A =NonUniqueg, p] >
PrA[C[G] : (= vV D) A =NonUniqueg p A (z[c1, . - -, ¢m] = Vtested V Z[C1, - - - , €] DOt defined )]
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This property holds because G’ behaves like G when x[cy, . . ., ¢;y] is not defined or z[cy, ..., cn] =
Utested, i both transformations guess z|cy, ..., ¢;,] and guess z[cy,. .., ¢,] no_test. So
Advg(A,C,p, D Z pr : (¢ V D) A =NonUniqueg: p] for viested = v
veT
< Z Advgr (A, C, Y25 D) for Utested = U
veT

Since Boundg: (V, ¢, D, p), we have Advg (A, C, ¢, D) < p(A, C) and p is independent of the value
of Vtested, 80 we obtain Advg (A, C, ¢, D) < |T| x p(A, C). Therefore Boundg(V, , D, |T|p).

(One-session or bit) secrecy Let C be an evaluation context acceptable for Cy,[G] with
public variables V' that does not contain S nor S and A be an attacker in BB. We have

Adv (A, C)
= Pr[C[Cy[G]] : §] — Pri[C[Cy[G]] : 5]
= Pr[C[Cy,[G]] : SAzler, . . ., em] not defined] — Pri[C[Cyy[G]] : S A z[cr, . . ., em] not defined]

T
—I—ZPr Gll:SAzler,. .. em] =v] —PrA [C[Cs (Gl : S A z[cry. .. em] =]

From the adversary C, we define four adversaries C’ that call oracle O, (O? for bit secrecy)
with b” instead of b’, where b = if defined(guess_z_defined) then f1(b') else f2(b') where f1(b)
is either " or —b’, and similarly for fo, and consider the adversary C! among those four

maxX,Vtested _
that yields the maximum Advy (A,C”). Changing b’ into —b" swaps the events S and S, and
therefore swaps their probablhtles. Hence, for this adversary C’

maX,Vtested ’

Advst/ (‘A Cr/nax vtcstcd) =

| PrA[C[C,[G)] : SA [, .. ., m] = Viested] — PrA[C[Cp G : S Azt ..., em] = Viested]| +
| PrA[C[C, [G]) : S A zley, . . ., €] not defined] — Pr[C[Cy,[G]] : S A zler, . . ., €m] not defined]|

Since G’ satisfies sp with public variables V U {guess_z_defined} (y ¢ V) up to probabil-
ity p and C} is an evaluation context acceptable for Cy,[G’] with public variables

maXx,VUtested

V U {guess_z_defined} that does not contain S nor S, we have Advh (A, Clayviis) < DA,
C ). So we have

maxX,Vtested

1T 1T
Z (‘A CI/H&X vtested — Z AdV ‘A CI/H&X vtested)
Vtested =1 Vtested =1
1T
> pPr [ [C’gp [G]] : S Aﬁx[cl, ooy Cm] = Vtested) ‘
T [C[Csp [G]] : SAx[er, ...y Cm] = Vtested]
+17] x rA[C[Cs,[G]] : S A x[ct, ..., ¢m] Ot defined]
PrA[C[Csp [G]] : SAxey, ..., em] not defined]

> AdvZ (A, C)

Moreover, by Property |§|, p is independent of the value of viested (since the type T is bounded)
and p(A, C) depends only on the runtime of C, the number of calls C makes to the various oracles
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(which determine replication bounds), and the length of bitstrings, so we have p(A, Cj .y 4,00n) =
p(A, C). (The additional runtime of the context can be neglected.) So Advy (A, C) < |T|p(A,C).
Therefore, G satisfies sp with public variables V up to probability |T'| x p. The proof of the second

property for (one-session or bit) secrecy proceeds as for guess ¢ in Lemma 0

5.1.19 guess_branch

Like the transformation guess i, when guessRemoveUnique = true and some (one-session or
bit) secrecy queries are present, the transformation guess_branch p first transforms the game
G into Gru, by replacing all proved find[unique] with find. Lemma 58| shows the soundness of
this preliminary transformation.

Next, the transformation guess_branch p guesses the branch taken by a branching instruc-
tion (if, let, find) at program point p. The program point p is designated as explained in
Section The instruction at g must be executed at most once (either because it is not
under replication or because this is proved by CryptoVerif, showing that two executions with
distinct replication indices lead to a contradiction: F, UF,{i'/i}U{i’ # i} yields a contradiction,
where 7 are the current replication indices at w and i are fresh replication indices, using a mode
of the equational prover of Section that does not allow elimination of collisions, so that this
property is proved without probability loss). Suppose this instruction has k branches.

We consider a game G and define transformed games G (0 < j < k) in which branch j of
the instruction at p is kept and all other branches are replaced with event_abort bad_guess.

In case there is a (one-session or bit) secrecy query, let guess_br_defined = true in is added
before the instruction at p where guess_br_defined is a fresh variable, and we add guess_br_defined
to the public variables of (one-session or bit) secrecy queries. That gives the adversary knowledge
of whether the instruction at p is executed or not. This is useful because the adversary may need
to swap its answer differently depending on whether that instruction is executed or not, so that
the cases in which that instruction is not executed always increase the probability of breaking
(one-session or bit) secrecy.

When there are only correspondence queries, we can actually execute any code when the
taken branch is different from the guessed one. In particular, we can execute the same code as
in the tested branch, which has the effect of removing the test at p when that test is if. (The
tests find and let with pattern-matching have additional effects: guaranteeing the definition of
variables for find; defining variables for let. In general, that prevents their removal.)

To sum up, we also define a transformation guess_branch p no_test that can be applied
when there are only correspondence queries and the instruction at p is if M then P; else P.
This transformation defines two transformed games G§ (s € {0,1}) in which the instruction at
i is replaced with P; when M is a simple term and with let ignore = M in P; otherwise, where
ignore is a fresh variable whose value is not used.

The transformation guess_branch p no_test would not be valid in the presence of secrecy
queries (at least not with the same probability), because before transformation the test at p may
make the value of M leak, which can reveal for instance one bit of the secret variable, while
after transformation, that leaks disappears and the variable may be perfectly secret both when
Py and when P; are executed.

Lemma 61 The transformations guess_branch p and guess_branch u mno_test require and
preserve Properties[1], [4 [3 and[4 They preserve Property[5

Suppose the game G is transformed into games G;- (0 < j < k) by the transformation
guess_branch p or guess_branch p no_test.
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Let ¢ be the semantics of a correspondence. Let D be a disjunction of Shoup and non-
unique events that does not contain S nor S. If for all 0 < j < k, BOUndgg_ (V,@,D,p;), then

BOUndg(V; @, Da Zf;@l p])

Let sp be 1-ses.secr.(y), Secrecy(y), or bit secr.(z). Then G is transformed into G'; by the
transformation guess_branch p. If G} satisfies sp with public variables V' U {guess_br_defined}
(y ¢ V) up to probability p; for 0 < j < k and the probabilities p; satisfy Property@ then G sat-
isfies sp with public variables V' up to probability Z;:(} p; (neglecting a small additional runtime
of the context). If for all0 < j < k, Boundgg(V' U {guess_br_defined}, sp, NonUniqueG97pj) and
the probabilities p; satisfy Property @ then Boundg (V7 Sp7Dfalse7Z§;é pj) (neglecting a small
additional runtime of the context).

Proof

Correspondences Let C be an evaluation context acceptable for G with any public variables
that does not contain events used by ¢ or D and A be an attacker in BB.

Adve (A, C, @, D) = Pri[C[G] : (-~ V D) A —NonUnique p]
=Pr[C[G] : (- V D) A —NonUniqueg p, A i1 not executed] +

k—1
Z PrA[C[G] : (¢ V D) A —NonUniqueg p A branch j is taken at p]
§=0
= (¢ V D) A =NonUniqueg p A
< A . B - G,D
- Z Pri ClE] (1 not executed V branch j is taken at )
7=0
k—1
<Y PrA[C[G)) : (= vV D) A ~NonUniqueg; p] (33)
§=0
k—1
< Z AdVG; (Aa C7 ®, D)
=0 '
k—1
< pi(A,C) since BoundGQ(V,tp,D,pj)
j=0

The step is valid because G; behaves like G when g is not executed or branch j is taken
at u, in both transformations guess_branch p and guess_branch p no_test. Therefore, we
obtain Boundg(V, ¢, D, Z;:é Dj)-

(One-session or bit) secrecy Let C be an evaluation context acceptable for C,[G] with
public variables V' that does not contain S nor S and A be an attacker in BS. We have

AdvZ (A, C)
= PrACIC, (G : 8] — PrA(CIC, (G :§)
= Pr[C[C4,[G]] : S A not executed] — Pr[C[Cy,[G]] : S A 1 not executed]

k—1
+ Z PrA[C[C,,[G]] : S A branch j is taken at u] — Pr[C[C4,[G]] : S A branch j is taken at y]
=0
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From the adversary C, we define four adversaries C’ that call oracle O (O for bit secrecy) with
b"” instead of ', where b” = if defined(guess_br_defined) then f1(b') else fo(b') where fi(b') is

either & or =¥, and similarly for f5, and consider the adversary Cllnax7j among those four that

yields the maximum Advy, (A4, C’). Changing b’ into =" swaps the events S and S, and therefore

swaps their probabilities. Hence, for this adversary C’I’naXJ7

Advg)’ (A7 Crlnax,j)
= | Pr[C[C4p[G]] : S A branch j is taken at u] — Pr[C[C,,[G]] : S A branch j is taken at ]|
+ | PrA[C[C,[G]] : S A p not executed] — PrA[C[C,, [G]] : S A p not executed]|

So
k—1
Z Advg)’ (Av I/nax,j)
=0 ’
S ki:l Pr[C[C,,[G]] : S A branch j is taken at 1]
Tzl - PrA[C[C,,[G]] : S A branch j is taken at ]
k—1
+ Z | PrA[C[C,[G]] : S A i not executed] — Pr[C[C., [G]] : S A i not executed]|
3=0

> Adv? (A, C)

Since G satisfies sp with public variables V' U{guess_br_defined} up to probability p; and C,,. ;
is an evaluation context acceptable for Cs,[G] with public variables VU {guess_br_defined} that
does not contain S nor S, we have Advgy, (A, Ch.. ;) < pj(A, Clhay ;). Moreover, by Property

p;(C') depends only on the runtime of C', the number of calls C' makes to the various oracles (which
determine replication bounds), and the length of bitstrings, so we have p,;(C} .. ;) = p;(C). (The

max,j

additional runtime of the context can be neglected.) So Adv (A, C) < Z;:Ol p;(C). Therefore,
G satisfies sp with public variables V" up to probability E?_l p;. The proof of the second property

for (one-session or bit) secrecy proceeds as for guess i in Lemma O

5.1.20 global dep_anal [26]

Extension: A few minor extensions have been implemented with respect to the following de-
scription.

The global dependency analysis global _dep_anal x tries to find a set of variables S such that
only variables in .S depend on z. In particular, when the global dependency analysis succeeds,
the control flow and the view of the adversary do not depend on x, except in cases of negligible
probability.

Let x be a variable defined only by random choices x & T where T is a large type. Let Sqet
be a set of variables defined only by assignments. Let Sqcp be a set of variables containing x.
(Intuitively, Sqcp will be a superset of variables that depend on z.)

We say that a function f: T — T” is uniform when each element of 7" has at most |T'|/|T”|
antecedents by f. In particular, this is true in the following two cases:

e f is such that f(z) is uniformly distributed in 7" if z is uniformly distributed in 7'
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e fis the restriction to the image of f’ of an inverse of f/, where f’ is a poly-injective function.
(We consider that f(z) is undefined when z is not in the image of f’. Here, in contrast to
the rest of the paper, we allow f : T — T” to be defined only on a subset of T.) Precisely,
when zj, € Syt is defined by a pattern-matching let f/(z1,...,2,) = M in P else P, we
have zj, = '3 " (M), but furthermore when z;, is defined we know that the value of M is
in the image of f’, so we have xy = f(M) where f = f’;llim fr-

We say that M characterizes a part of x with Sger,Saep When for all My obtained from
M by substituting variables of Sger with their definition (when there is a dependency cycle
among variables of Sge, we do not substitute a variable inside its definition), aMy = My implies
il (@) M) = fi(... fu(x[M])) for some uniform functions fi, ..., fx and for some M
and M’ , where « is a renaming of variables of Sqep to fresh variables, x[]\f/f ] is a subterm of M,
(az)[M'] is a subterm of oMy, the variables in Sdep do not occur in M or M', T is the type of
the result of f; (or of z when k = 0), and T is a large type. In that case, the value of M uniquely
determines the value of fi(... fx(z[M])).

We use a simple rewriting prover to determine that. We consider the set of terms M, =
{aMy = My}, and we rewrite elements of My using the first kind of user-defined rewrite rules
mentioned in Section [3.1] and the rule {M; A Mo} UM’ — {My, Mo} U M.

When M can be rewritten to a set that contains an equality of the form fi(... fr(z[M])) =
fileo fe((ex)[M'])) or fi(... fu((e@)[M'])) = fi(... fu(x[M])) for some M and M’ such that
the variables in Sqep do not occur in M or M’, we have that M characterizes a part of = with
Sdefa Sdep-

We say that M characterizes a part of ¥ when M characterizes a part of x with @, S” where
S’ is {z} union the set of all variables except those defined by random choices. (We know that
variables different from z and defined by random choices do not depend on z, so in the absence
of more precise information, we can set Sgep = S5”.)

We say that only_dep(A,z) = S when intuitively, only variables in S depend on z, and the
adversary cannot see the value of x. Formally, only_dep(A,z) = S when

e SNV =0.

e Variables of S do not occur in a term N of a return value return (N).
e Variables of S except = are defined only by assignments.
o If a variable y € S occurs in M in let z: T'= M in P, then z € S.

e Variables in S may occur in defined conditions of find but only at the root of them.

o All terms M; in processes find (@;nzl uy[i] < my suchthat defined(Mj1, ..., Mj;;) A M; then
P;) else P" are combinations by A, V, or = of terms that either do not contain variables
in S or are of the form M; = Ms or My # M, where M, characterizes a part of z with
S\{z}, S and no variable of S occurs in M, or M, characterizes a part of « with S\ {z}, S

and no variable of S occurs in M.

The last item implies that the result of tests does not depend on the values of variables in S,
except in cases of negligible probability. Indeed, the tests M; = M, with M; characterizes a
part of x with S\ {z},S and M> does not depend on variables in S are false except in cases of

negligible probability, since the value of %1 uniquely determines the value of fi(... fix(z[M]))

and M> does not depend on fi(... fr(z[M])), so the equality M; = My happens for a single
value of fi(... fr(z[M])), which yields a negligible probability because fi,..., fr are uniform, x
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is chosen with uniform probability, and the type of the result of f; is large. Similarly, the tests
My # Ms are true except in cases of negligible probability.

In checking the conditions of only_dep(A,z) = S, we do not consider the parts of the code
that are unreachable due to tests whose result is known by the conditions above.

The set S is computed by a fixpoint iteration, starting from {z} and adding variables defined
by assignments that depend on variables already in S.

If we manage to show that only_dep(A,x) = S, we transform the game as follows:

e We replace with false terms M; = M in conditions of find where M; characterizes a part
of x with S\ {z}, S and no variable of S occurs in Ma, or symmetrically.

e We replace with true terms M; # M in conditions of find where M; characterizes a part
of z with S\ {z}, S and no variable of S occurs in My, or symmetrically.

Lemma 62 The transformation global_dep_anal requires and preserves Properties[1], [3 [3 [

and @ If transformation global_dep_anal transforms G into G’, then D,Dsny : G, D, EvUsed

Lp G', D, EvUsed, where p is an upper bound on the probability that required equalities do not

hold.

5.1.21 simplify [26},27]

Extension: Some extensions have been implemented with respect to the following description.
We use the following transformations in order to simplify games. These transformations
exploit the information collected as explained in Section [3]

1. Each term M in the game is replaced with a simplified term M’ obtained by reducing
M by user-defined rewrite rules knowing Fp,, (see Sections and and the rewrite
rules obtained from Fp,, by the above equational prover where Py, is the smallest process
containing M. The replacement is performed only when at least one user-defined rewrite
rule has been used, to avoid complicating the game by substituting all variables with their
value.

2. When setting inferUnique is true, CryptoVerif tries to prove uniqueness of find[unique,_],
as in transformation prove_unique (Section .

3. If P = find[unique?) (@Tzl ujl[ﬂ = i1 < M1, Ujmg m = ijm; < Njm,; suchthat
defined(M;1, ..., Mj;,;) A M; then P;) else P', M; does not contain event_abort nor un-
proved find[unique,], ujk[ZN'] reduces into M’ by user-defined rewrite rules knowing Fp, (see
Sections and (3.4)) and the rewrite rules obtained from Fp,, and u;;, does not occur in M !
then u;y, is removed from the j-th branch of this find, i is replaced with M’ {i;p/ /ujpr, 5 <
m, k" < mj} in My, ..., Mj,, M; and P; is replaced with let ujkﬁ] :[1,nj,] = M in P;.
(Intuitively, ujk[ﬂ = M’, so the value of ujk[ﬂ can be computed by evaluating M’ instead
of performing an array lookup. We remove ujkﬁ] from the variables looked up by find and

replace u;x[i] with its value M’.)

4. Suppose that P = fmd[umque”] (@;nzl ujlm = ijl < ’/ljl,...,’u]‘mjm = ijmj < njmj
suchthat defined(Mji, ..., Mj;;) A M; then P;) else P, there exists a term M such that
defined(M) € Fp,, 2[N1,...,Nj] is a subterm of M, x # wuj;, for all k& < m;, and none
of the following conditions holds: a) P is under a definition of x in Qo; b) Qg contains
Q@1 | Q2 such that a definition of z occurs in @7 and P is under Q2 or a definition of

x occurs in Q2 and P is under Q1; ¢) Qo contains [p + 1 replications above a process @

RR n°® 9526



164

Bruno Blanchet, Charlie Jacomme

10.

11.

12.

13.

that contains a definition of « and P, where Ip is the length of the longest common prefix
between Ni,...,N; and the current replication indices at the definitions of x. Then the
j-th branch of the find is removed. (In this case, [N1,..., N;] cannot be defined at P, so
the j-th branch of the find cannot be taken.)

Suppose that P = find[unique?] (D}, ujifi] = ip < njl,...,ujmjm = ljm; < Njm,
suchthat defined(Mj1, ..., Mji;) A M; then P;) else P’, there exist terms M, M’ such that
defined(M) € Fp;, [N1,..., Ni] is a subterm of M, defined(M’) € Fp,, 2'[Ny,..., N/ ]is a
subterm of M’, N, = Ny, for all k <min(l,!'), z # @, and = and 2’ are incompatible, then
the j-th branch of the find is removed. Two variables z and z’ are said to be compatible
when either there exists Q1 | Q2 in the game such that z is defined in @ and 2’ is defined
in 2, or there is a definition of 2’ under a definition of x, or symmetrically.

If P = find[unique?] (@;7;1 ;[i] = i; < m; suchthat defined(M;y, ... , Mji;) N Mj then Pj)
else P’ and F P; yields a contradiction, then the j-th branch of the find is removed if M;
does not contain event_abort nor unproved find[unique,_], and P; is replaced with yield if M;
contains event_abort or some unproved find[unique,].

If P = find[unique?] else P’, then P is replaced with P’.

If find[unique?] (@, u;li] = i; < m; suchthat defined(M;, .. .y Mjy,) A Mj then Pj) else

P’ and Fp yields a contradiction, then P’ is replaced with yield.

If P = find[unique?] fi] = ' < 7 suchthat defined(Mj, ..., M;) A M then P, else P/,
[unique?] is not [unique,| for some non-unique event e that is not proved yet to have
negligible probability, Fps yields a contradiction, M is simple (so M never aborts), and
the variables in u are not used outside P and are not in V', then P is replaced with P;.
(When the find defines variables & used elsewhere, we cannot remove it.)

If P = find[unique?] (D, ;1) < m; suchthat defined(M;s, ... , Mji,) A M; then yield) else
yield, [unique?] is not [unique,] for some non-unique event e that is not proved yet to have
negligible probability, the terms M, do not contain event_abort nor unproved find[unique,],
and the variables in u; are not used outside P and are not in V, then P is replaced with
yield.

The defined conditions of find are updated so that Invariant [2| is satisfied. (When such a
defined condition guarantees that M is defined, defined(M) implies defined(M’), and after
simplification M’ appears in the scope of this condition, then M’ has to be added to this
condition if it is not already present.)

fpP=xd& T;P orletx:T =M in P and z is not used in the game and is not in V,
then P is replaced with P’.

If one of the then branches of a find[unique] always succeeds and the conditions of this
find[unique] do not contain event_abort nor unproved find[unique,], then we keep only that
branch.

Indeed, the other branches are never taken: the conditions of this find[unique] never abort in
traces counted in the probability, and the find itself aborts when there are several successful
choices.
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14. We reorganize a find[unique] that occurs in a then branch of a find[unique]: we transform

k
find[unique] (@ LU= i; < f; suchthat ¢; then P;) else P
=

where P;, = find[unique] (@szl FBj:) else P! into

find[unique] .

@; = 1; < f; suchthat ¢; then P;
J=lekig#ge T T ! i)

@ i’=1 @(u’—l’<n suchthat ¢’ then P’)eb(FB;/,L;)

Uj, = 14, < gy, 4 =14 <@ suchthat ¢;, A ¢ then P')

else find[unique] @, = ij, < 71, suchthat c;, then P else P

where

— either for all j < k, ¢; does not contain event_abort nor unproved find[unique,] or c;,
never aborts (this is true in particular when ¢;, does not contain event_abort nor proved or
unproved find[unique,])

— i are the current replication indices at the transformation point

— for all j', FBj = (4}, =i}, < @, suchthat ¢}, then P},), ¢, = = defined(M;/) A ..., Chr

never aborts, and Lj is the list of z[N] subterm of M; with = € @;, and N 7£ i, ordered
by increasing size

~ b(@# =4 < @' suchthat ¢/ then P’ (1) =A{# =14’ <@ suchthat ¢'{ij, /i, } then P’}

~ b(FB, z[N] =: L) =b(FB,L)U{& =7 <@/ suchthat ¢{i/z[N]} AN =i then P' | (& =
i' </ suchthat ¢’ then P') € b(FB, L)} where i = x{i, /i, }-

The function b takes into account that, before the transformation, ;i [i] is defined when
we test defined(M;/) in FBj/, while after the transformation, 1, [1] is not defined yet when
we perform this test. Furthermore the value of @;,[z] will be 7;,. Therefore, 1) when we
access z[i] in ¢} = defined (M. VI;:) A ..., we replace this access with i, where i = x{i;, /iij, };
this is done in b(FB,[]) by the substltutron {ijo /0 }; and 2) when we access z[N] in

= defined(M. i) A ... for N not syntactically equal to 7, we need to distinguish two

cases: either at runtime N = i and we replace this access with ¢ (second part of the union
in b(FB,z[N] :: L)), or at runtime N # ¢ and we continue using z[N] (first part of the
union in b(FB,z[N] :: L)). The array accesses 2[N] in L;: are ordered by increasing size
because, in case of nested array accesses, we need to handle the bigger array access first
(so it must occur last in the list), because after substitution of the smaller one with i, we
would not recognize the bigger one.

This transformation cannot be performed when the outer find is not unique because it
might change the probability of taking each branch. Moreover, we tried performing such
a transformation when the inner find is not unique (in this case, after transformation, the
outer find is not unique), but it had a negative impact in some examples. Furthermore,
in the latter case, the transformation can be performed manually by inserting the desired
outer find and simplifying the game: CryptoVerif will remove the useless branches of find.

The conditions c¢j, and ¢}, are conjunctions of defined conditions and a term. In the
current implementation, the transformation is not performed when the term in c;, is false
(the branch of find will be removed by another transformation), and the branches such that
the terms in c;», are false are first removed. Furthermore, the transformation is performed
only when one of the following conditions holds: the terms in ¢;, and all ¢}, are simple, or
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15.

the term in c;, is true and all ¢/, never abort, or the terms in ¢, are all true and c;, never
aborts. With the usual simplification of Atrue, this guarantees that the transformed game
satisfies Property [5| Moreover, this implies the abortion conditions (c;, and all c;/ never
abort).

After this transformation, we advise renaming the variables %, to distinct names, since
they now have multiple definitions.

We reorganize a find[unique] that occurs in a condition of a find: we transform

k

find[unique?] (€D

i i = i; < fi; suchthat ¢; then P;) else P

where

K’

= defined(M’) A flnd[umque](@ L . suchthat ¢, then Mj,) else false
=

for all j/ < K/, Mj’-, never aborts and either for all j < k, ¢; does not contain event_abort
nor unproved find[unique,] or for all j/ < &/, c;., never aborts, into

@i; = i; < fij suchthat ¢; then P;)

find[unique?] (@

k/
= <n , suchthat

oD, i =1jo <7 Oaj i <7
defined(M') A ¢, A M, {3, /i), } then Pj))

J=1,....ksj#do

/

else P

The indication [unique?] corresponds to either [unique] or empty. The find is marked [unique]
after transformation if the outer find was [unique] before transformation.

The variables ﬂ;, are defined inside the condition of a find so by Invariant they have no
array accesses. The transformation performed by function b above is therefore not needed
here.

The conditions c;-/ are conjunctions of defined conditions and a term. The current imple-
mentation first removes the branches such that one of the following two conditions holds:
the terms in ¢, are false or M}, is false and ¢}, never aborts. Furthermore, the transfor-
mation is performed only when for all j/, one of the following conditions holds: the term
in ¢/, and M;: are simple, or the term in ¢}, is true and M}, never aborts, or MJ, is true or
false and the term in c;-, never aborts. With the usual simplification of A true and A false,
this guarantees that the transformed game satisfies Property [6} Moreover, this implies the
abortion conditions (¢}, and M, never abort).

The simplification is iterated at most maxIterSimplif times. The iteration stops earlier in case
a fixpoint is reached.

Lemma 63 The transformation simplify requires and preserves Properties [} [3, [3 and[] It
preserves @ If transformation simplify transforms G into G', then D,Dsny : G, D, FvUsed

L)p G', D, EvUsed, where p is an upper bound on the probability that required equalities do not

hold.

Extension: When the game is not expanded, stmplify is actually a weaker simplification
transformation. We plan to improve that.
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5.1.22 all simplify

all_simplify perform several simplifications on the game, as if
e simplify,
¢ move all if autoMove = true,

e remove_assign useless if autoRemoveAssignFindCond = false,
remove_assign findcond if autoRemoveAssignFindCond = true,

SArename random if autoSARename = true,
¢ and merge_branches if autoMergeBranches = true

had been called.

5.1.23 success simplify

The transformation success simplify is a combination of success (Section and simplify
(Section , with the following addition. First, in the success step, the command success
simplify collects information that is known to be true when the adversary manages to break at
least one of the desired properties. Then, the first iteration of the simplify step removes parts
of the game that contradict this information and replaces them with event_abort adv_loses.

In more detail, success simplify collects a set £~ of (V, F) and a set of formulas £T. If
the adversary breaks a desired security property, then either there exists a set of facts F in £~
that holds or there exists a formula in £ that holds. The sets of facts £~ correspond to cases
in which the proof of the security property failed; their probability may be high. The associated
variables V are replication indices and non-process variables that occur in F. The formulas in
L7 correspond to cases in which the security property was proved (up to a certain probability);
these formulas are negations of the formulas that prove the security property in the considered
case; the probability that they hold is bounded by the equational prover of CryptoVerif. The
contents of £ does not influence the game obtained after the transformation. It is useful to
compute the probability difference coming from the transformation. The sets £~ and LT are
computed as follows:

e In case there is an indistinguishability query, or a (one-session or bit) secrecy query on

a variable x not defined only by E o by assignments of variables defined by ﬁ’ or a
correspondence query Vz : 71 = Jy : T'; ¢ with some event e in 1) such that the game
contains event e(M) and some term in M is not simple, no information is collected at all
and simplify is not performed.

e For each correspondence query event(e) = false where e is a non-unique event, for every p

that executes event(e), for every ¢, (6'1,,, 9’.7:2%“,[(6)’#’6) is added to L, for some 6’ renaming

of I,, to fresh replication indices. (Indeed, in order to break event(e) = false, event e must
. e . :

be executed, so the facts Fg oy () . at some execution of event e hold.)

e For each other correspondence query Vz : ZN“; B A ANFp = Jy: T’;(b, let ¢ = [VT :
T,FAN---ANFp=3y:T;¢] and So = {(p1,¢1,- -, fom, ¢m) | Vj < m, pj executes F; and
c;j is a case for F,, ., }; by trying to prove the correspondence, we build a subset Sy of S,
a family of substitutions 6, and a pseudo-formula C such that prove?(C,6,S1). (0 and C
are computed incrementally on the successful cases in the proof of the correspondence.)
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For all (p1,c¢1,- -, thm,cm) € So \ S1 (success fails to prove the correspondence for those
cases):

— If the query is VZ : T’ event(e(N)) = false and the process or term at 1 is event e(ﬂ);

, then (zUO'I,,, 0 F,, o, U{lastdefprogrampoint(u,6'1,, ), N = O’M}) is added to

L, where 0’ is a renaming of I,,, to fresh replication indices. (We can stop the trace

just after event e without changing the truth of the query, and that is more precise
because we can use the elsefind facts at e.)

— Otherwise, (ZUUj~, 01, ;2 05FF, u;,c;) is added to L7, where for j < m, 0; is a
renaming of I, to fresh rephcatlon mdlces (Indeed, in order to break the correspon-
dence Vz : T, F1 e ANFy = Ty T’, ¢, the events F1, ..., F},, must be executed, so
the facts Fr, ;. c; for j < m that hold when Fi, ..., F,, are executed certainly hold

when the correspondence is broken. In principle, we could add —3y : T’ ; ¢ to the facts
U;-n:l 05 FF; u;,c; added to L. However, we have no way to express universal quantifi-

cation in general in known facts, so when 7 is not empty, we could not add V : T’ Bl
but would end up adding —¢ which in fact means 3y : T'; -¢. That would remain
sound assuming the types in 7" are not empty, but would be weaker. Moreover, in
practice, we end up having to distinguish precisely the case in which 3y : T"; ¢ can
be proved from the case in which it cannot, which can typically be done by inserting
an appropriate find. We generally insert a Shoup event e in the else branch of that
find, triggered when the correspondence cannot be proved, a case for which we want
to bound the probability. After that, it remains to prove event(e) = false: we apply
success simplify to that correspondence. Adding —¢ = true would not change any-
thing for that correspondence, and we exploit that the condition of the inserted find
is false at event e, which gives us more precise information than having added —¢ for
the initial correspondence.)

Moreover, —{prove?(C,0,S;)]} is added to LT. (success proves the correspondence for the
cases in S1.)

e For each secrecy, one-session secrecy, or bit secrecy query on a variable z defined only by

E or by assignments of variables defined by <£7 let So = {u | p follows a definition of x}
and S; = {u € Sy | provel-sesser-(=) (1)},

For each p € Sy \ S1 (success fails to prove one-session secrecy for those cases), (01,,,0F,)
is added to L™, where 6 is a renaming of I,, to fresh replication indices. (Indeed, if secrecy,
one-session secrecy, or bit secrecy of z is broken, a definition of x must have been executed,
so the facts F,, at that definition hold.)

Moreover, ={[provel-ses=er() (S )} is added to L. (success proves one-session secrecy for
the cases in Sy.)

Additionally, if the considered query is a secrecy query, then for each py,pus € So, let
z1[M;] = defRand,, (z) and zp[Ms] = defRand,,(x). If z; # 2o, then the definitions
at p; and pg are proved to be independent, and nothing is added to £~ nor L. If
z1 = z9, let i be the current replication indices at the deﬁnltlon of x, let 91 and 92 be
two distinct renamings of i _to fresh replication indices, let iy = 911 and iy = 021 let
F = 01F,, UbF,, U{0 M = = 0y M>, 11 + 22} If F yields a contradiction, then the
definitions at pq and ps are proved to be independent up to a small probability, Elgl, EI,{Q, NF
is added to £1. Otherwise, (?1 U,{Q,./—") is added to £~.
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In the simplify step, the set £~ is used as follows: for each program point x not in a condition
of find, if for all (V,F) € L™, F,, UF yields a contradiction, then the code at  is replaced with
event_abort adv_loses. (The reason why V is needed in the implementation is for the optimization
of probabilities of collisions: we determine using which indices in V we get the smaller bound for
the number of collisions.)

The probability that a security property is broken before the transformation and not after is
then bounded by the probability that a modified program point p is reached and the adversary
breaks the property. If that breach corresponds to a case in £, the probability of the breach itself
is bounded by construction of £1. If that breach corresponds to a case in £, the probability of
the breach and reaching y is bounded because for all (V, F) € L™, F,, UF yields a contradiction,
which bounds the probability that the facts F, UF hold for some (V, F) € £, and F,, holds when
1 is reached while some F in £ holds when the adversary breaks the property. This is formalized
by the following lemma.

Lemma 64 The transformation success stmplify requires and preserves Properties (1} [3 [3, [
and [3.

If transformation success simplify transforms G into G', the distinguisher D is a dis-
junction of Shoup and non-unique events, the property sp and the disjuncts in D correspond
to active queries, L~ = {(V;,F;) | j € J}, the modified program points are py for k € K,
Fpod = F,. for all A € BB and all evaluation contexts C acceptable for G, PrA[C[G] <
(VjeJ,keK 31,3V, NFj A /\.7:,2“0‘1) vV (VL)) < p(A,C), and Boundg: (V, sp, D,p'), then we
have Boundg(V, sp, D,p + p').

Unfortunately, we cannot prove D, Dsny : G, D, EvUsed Lp G', D, EvUsed U {adv_loses} for
the transformation success simplify, because, in case of (one-session or bit) secrecy of a variable
x, the inequality needed for this property may not hold: we need to take into account that, when
x is not defined, traces that execute S and those that execute S compensate in the computation
of Advg (A, C, sp, D) in order to prove the soundness of this transformation. We cannot prove
this soundness independently for Pr*[C[G] : S] and for Pri[C[G] : =S].

Moreover, in the implementation, for (one-session or bit) secrecy properties, a probability
2p(A, C) is added instead of just p(A, C) as shown by the lemma above. The factor 2 is diffi-
cult to avoid because other simplifications are performed at the same time as described in the
transformation simplify (Section , and the factor 2 is needed for these transformations.

Proof
Fact 1. Let ¢ be a correspondence not of the form Vi € T event(e(N)) = false, or the
correspondence event(e) = false for some Shoup event e. Let C be any evaluation context

acceptable for G with public variables V' that does not contain events used by ¢ and A be an
attacker in BB. Let Tr be any full trace of C[G] for A that does not execute any non-unique

event of G and such that T+ - —p. Then Tr b (\/jec, ;, /\fj) v (VL.

Proofof Fact 1. By Lemma for any substitutions (1, ¢1, . . ., fhm, ¢m ) equal to the identity
on 7, for any pseudo-formula C,

Tr = —{[prove?(C, 0, Sy)]}
So

TT |_ (_‘{[provegp(c7 07 81)]}) \/ (V(NI;CI;~-~7M77L;CNL)ESO\SI _‘{[provew(c? 07 lula Cla c 7:uma Cm)]}> *
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Moreover, ={[F '@g,v,c o =3Iz € 1", A\ F where 2 =V and T" are the types of these variables,
by an easy induction on ¢, so ~{[prove?(C, 8, p1,c1, ..., tom,cm)} = 3011, ..., 301, Iz € T,

NOLFry pren U UO0nFE,, e Where, for j < m, 6; is a renaming of I, to fresh replication
indices. So

Tr E(—{prove?(C,0,81)]}) Vv
(V(ltl,c1,...,um,cm)680\51 301[#1’ T agm‘[ﬂ'm’ai S /\ glfFl,M,q U---u ammeyllm,Cm) :

The formula —{[prove?(C, 0, 51)]} is added to £ and (T UL, 0;1,.,,Uj~, 0;FF, p; c;) is added
to L7 when (p1,¢1, - -+, fhm, ¢m) € So\S1 (recall that, when e is Shoup event, e is always executed
by event_abort ¢) so Tr (\/jej HVJ,/\]-'J») v (VLT).

Fact 2. Let e be a non-unique event. Let C' be any evaluation context acceptable for G with
public variables V' that does not contain e and A be an attacker in BB. Let Tr be any full trace

of C[G] for A such that Tr F e. Then Tr (\/jEJ J;, /\fj) v (VL)

Proof of Fact 2. By Lemma there exist a program point g (in G) and a case ¢ such that,
for any 6’ renaming of I,, to fresh replication indices, there exists a mapping o with domain 6’1,
such that Tr,o + ' F° Let (W, F) = (0'1,,0'F ) be the element of £~ for u

event(e),p,c’ event(e),p,c

and ¢, in the treatment of correspondence event(e) = false. We have Tr - 3V, A F. Therefore,
Tr+=\V,e; Vi NF;-

Fact 3. Let C' be any evaluation context acceptable for G with public variables V and A be
an attacker in BB. Let Tr be any trace of C[G] for A. If Tr - = \/, ¢ I, \ Fi2°9, then there
is no configuration in 7r at a modified program point py.

Proof of Fact 3. By contraposition, if there is a configuration Conf = E,o,**M, T, uév or
Conf = E,(0,#P),Q,Or, T, uév at a modified program point uy in trace Tr, then let 6 be a
renaming of I, to fresh indices and p = {01,, — ol,, }; by Corollary Trp &= 0F,,. So
Tr,pt 0Fmd so Tr+ 31, \ Fred.

We perform the proof for each query separately.

Case 1: sp is some correspondence ¢ different from VZ € T, event(e(N)) = false (in-
cluding sp is true). Let C be any evaluation context acceptable for G with public variables
V' that does not contain events used by ¢, D, nor non-unique events of G, and A be an attacker
in BB.

Consider any full trace Tr of C[G] for A such that Tr = (=@ V D) A =NonUniqueg p. Let us
show that T - (\/jeJ ;A fj) VIV L.

Case 1.1: Tr does not execute any non-unique event of G. Then Tr + —¢ V D, where Dy is
the disjunction of Shoup events in D.

Case 1.1.1: Tr = —¢ We conclude by Fact 1.

Case 1.1.2: Tr |- e for some Shoup event e in D;. We conclude by Fact 1 for the correspon-
dence event(e) = false.

Case 1.2: Tr executes a non-unique event of G. Then Tr |- e for some non-unique event e in
G and in D. We conclude by Fact 2.
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I T8 b Vs s AFES then T b (Ve i s Vi Ny AAFE) V(Y £7).

Otherwise, by Fact 3, there is no configuration in 7r at a modified program point uy, so 1r
has a matching trace in C[G'] that also satisfies (¢ vV D) A =NonUniqueg: p.

We conclude that

Advg (A, C,p, D) < Pr[C[G] : (=p V D) A =NonUniqueg )]

<PrAC@): |\ 3w VR NAFANFE| v (\/ £+)}
jedkeK

+Pr[C[G"] : (¢ V D) A =NonUniqueg p]

<PClE 2|V 3V AT ANFE | v (V et
jeskeR
+ Pr[C[G"] : (—¢ V D) A =NonUniqueg p]
by Lemma,

< p(Av C) + Advgr (-Aa C, 2 D)
<p(A,C)+p'(AC) since Boundg/ (V, sp, D, p’)

Hence, we have Boundg(V, sp, D,p + ).

Case 2: sp is some correspondence ¢ = VZ € T,event(e(N)) = false. Let C be any
evaluation context acceptable for G with public variables V' that does not contain events used
by ¢, D, nor non-unique events of GG, and A be an attacker in B15.

Consider a full trace Tr of C[G] for A such that Tr = (¢ vV D) A =NonUniqueg . Let us

show that either some prefix of Tr satisfies (Vje.l,keK 31,3V, NFj A /\]—',g“Od) vV (VLT) or
there is a matching trace in C[G'] that satisfies (¢ vV D) A =NonUniqueg: p.
We have Tr - 37 € T, event(e(N)) V D.
Case 2.1: Tr executes a Shoup event ¢’ of D. Then Tr I ¢’ and Tr is actually a full trace that
does not execute any non-unique event of G. By Fact 1, Tr (\/jeJ v, /\Fefj F) v (VL.
Case 2.2: Tr executes a non-unique event of G. Then Tr I ¢’ for some non-unique event e’ in
G and in D. Then Tr is actually a full trace. By Fact 2, Tr - (\/jeJ v, /\Fe}‘j F) v (VLT).
In cases 2.1 and 2.2,

o If Tr b\, I, AN F°4, then Tr (\/jej,keK Al,,, 3V, ANF; A /\f,gnod) v (VL.

e Otherwise, by Fact 3, there is no configuration in 7r at a modified program point uy, so
Tr has a matching trace in C[G’] that also satisfies (= V D) A =NonUniqueg: p.

Case 2.3: Tr does not execute any non-unique event of G nor any Shoup event of D. Then
Tr+ 3z € T, event(e(N)).

Let pév be the sequence of events and E be the environment in the last configuration of
Tr. There is a mapping p of the variables T to their values such that Tr,p F e(N). As in the
proof of Lemma there exist @ and 7 € N such that p, N |} @ and p&vo(7) = (1, d) : e(a) for
some g and ag. The rule of the semantics that may have added this element to ;v is (Event]),
(EventAbort|), (CtxEvent]), (FindE) or (EventT]). (It cannot be (Find3]) nor (Get3|) because e is

not a non-unique event. It cannot be (GetE|) because G does not contain get by Property )
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e Case 2.3.1: In case (Event|), we have reductions

Conf = Ey, (09, "event e(M); P) :: St, Qo, Oro, To, p€vg
p—0>t0 p—1>t1 Eq, (o1, event e(a); P) :: St, Qo, Oro, T, uévy

2 Conf' = Ey, (01, P) = S8t, Qo, Org, Th, (u€v1, (1, Im(a)) : €(a@))

where #event e(M); P is a subprocess of C[G] up to renaming of oracles, by any number
of applications of (Ctxl) and a final application of (Event|). The terms M are simple terms

(when some term in M is not simple, no information is collected at all and simplify is not
performed), so in fact

Conf = Ey, (009, "event e(ﬂ); P) :: St, Qo, Org, To, pvo

LN Ey, (09, event e(a); P) :: St, Qo, Org, To, n€vg
% Conf' = Eq, (a9, P) == St, Qo, Oro, To, (u€vo, (11, Im(00)) : e(a))

e Case 2.3.2: In case (EventAbort]), we have a reduction
Conf =E, (007 MP) i St, Qo, OT‘O)%& /u'gUO
2y, Conf' = E, (00, abort) :: St, Qo, Oro, To, (v, (11, Im(0p)) : €)

where # P is a subprocess of C[G] up to renaming of oracles, by (EventAbort]).
e Case 2.3.3: In case (EventT]), we have reductions

Conf = Ey, 0¢,"event e(M); N, Ty, u€vg
p—0>t0 p—1>t1 Eq,01,"event e(a); N, T1, u€vq

L By, o0, N, Th, (uévr, (1, Im(o)) < e(@))

where #event e(M); N is a subterm of C[G], by any number of applications of (CtxT]) and
a final application of (EventT]). The terms M are simple terms, so in fact

Conf = Ey, 09, event e(M); N, To, u€vo
1 Ey, 0g, event e(a); N, Tg, uvg
1 -
— EOa 00, Na 767 (/,Lg’l}o, (/J/, Im(Uo)) : e(a))

By Invariant [@ 4 is not inside a condition of find or get, so by Lemma [5] Conf is not in
the derivation of an hypothesis of a rule for find or get. The only rule for processes other
than those for find or get that evaluates a non-simple term is and similarly, the only
rule for terms other than those for find or get that evaluates a term is , so we have

Ey, (00, Co[C1]. .. Cx[Fevent e(M); N]...]]), Qo, Oro, To, u€vo
i> Conf' = E07 (007 CO[CI [ . Ck?[N] ce ]])7 Q07 OTO7 7?)’ (:’-1’51}07 (/’('7 Im(Uo)) : 6(6))
for some Cy context defined in Figure k € N, and Cq, ..., C} contexts defined in
Figure [7} by k applications of (CtxT]) and one application of (Ctxl).
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e Case 2.3.4: In case (CtxEvent|), we have

Conf = Ey, 09, event_abort e, Tg, u€vg 2y, Ey, 00, event_abort (1, Im(og)) : e, To, u€vo

by (EventAbortT|) where “event_abort e is a subterm of C[G], followed by applications
(FindTE), (CtxT), (CtxEventT)), (FindE]), (Ctx), and (CtxEvent). We let Conf’ be the

last configuration of Tr.

Let 0" be a renaming of I,, to fresh replication indices. We have

prOVe‘P(C, 907/1” C) = (elfevent(e(ﬁ))7u70

{{prove? (C, 00, p, )y = V0’1, V3 € T,~ )\ 0'F,

C is a pseudo-formula with all leaves L, so {[ C]} = true.

yields a contradiction),

vent(e(N)),u,c?

If (1, ¢) € Sp \ S1, then in cases 2.3.1 and 2.3.3, (x U 01,0 F, . U {lastdefprogrampoint (11, 6'1,,),

N = §'M}) is added to £~ and in cases 2.3.2 and 2.3.4, (01,0 Fevent(e),pu,c) is added to L.

Moreover, ~{[prove?(C, 6o, S1)}} =V, c)es, 30'1u, IT € T, /\H’fevent(e(m)%c is added to L.
As in the proof of Lemma [3§) we have og = [I,, = aqg]. Let o = {#'I, — @o}. As in the proof

of Lemma we have Tr.oc U p F H'fevent(e(ﬁ))%c, since Tr does not execute any non-unique
event of G.

e In cases 2.3.1 and 2.3.3 when (y,c¢) € &1 and in cases 2.3.2 and 2.3.4, we have Tr
(Vjes Vi AF5) vV £5).

~ I Tr b Ve 3 AFE then Tr b (Ve per 3 Vi NFy A AFE) v
(VL£5).

— Otherwise, by Fact 3, there is no configuration in 7r at a modified program point g,
so Tr has a matching trace in C[G'] that also satisfies (—¢ vV D) A =NonUniqueg, .

e In cases 2.3.1 and 2.3.3 when (u,c) € Sy \ S1, let T’ be the prefix of Tr that stops at
Conf’. We have Conf =<7, Conf’, so by Corollary Tr < Conf',o = 0'F, ., that is,
T o+ 0 F, .. Wehave Ey, 0oy, M | @, so Ey, 0, o' M |l @. The environment E 7. extends
Ey, so ETT/,U,H/M Ja, so Tr',oUpk 9'M = N. Since Err<confr = Epr<cony and

O Conf’ = OConf, Tr', o &= lastdefprogrampoint (u1,6'i). Hence Tr' + Vjes Vi N Fj.

S I T b Vg A, AFPOY, then T - (\/jeMeK afpk,avj,/\fjA/\f,gnod) v
(\V L) and Tr' is a prefix of Tr.

— Otherwise, by Fact 3, there is no configuration in 7r’ at a modified program point g,
so Tr has a matching trace in C[G’] that also satisfies (—¢ vV D) A =NonUniqueg, p.
(Note that Tr may still be modified by success simplify: the matching trace in
C[G'] may execute a modified program point s after Conf’, but still the matching
trace executes e(ﬂ ), so satisfies =, and it does not execute any non-unique event of

G')
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We conclude that
Advg (A, C, ¢, D) = Pr*[C[G] : (= V D) A =NonUniqueg p]

PrACG) = |\ 3L, 3V NF A N FRe v(\/ﬁ)]

jETkER
+Pr[C[G"] : (¢ V D) A ~NonUniqueg p]
< p(A,C) + Advg (A, C,p, D)
<p(A,C)+p'(A,C) since Boundg: (V, sp, D, p’)

IA

Hence, we have Boundg(V, sp, D,p + p').

Case 3: sp is 1l-ses.secr.(z), Secrecy(z), or bit secr.(z) with C' = C’[C,[]] and z is defined
only by & or by assignments of variables defined by E. Let ¢’ be any evaluation

context acceptable for Cj,[G] with public variables V'\ Vy, that does not contain S, S, any event
in D, nor any non-unique event of GG, and A be an attacker in BB5.

Advg (A, C, sp, D)
= Pr[C[G] : SV D] — Pr[C[G] : SV NonUniqueg p]
= Pr[C[G] : §] + Pr*[C[G] : D] — Pr*[C[G] : ] — Pr*[C[G] : NonUnique; p]
since these events are mutually exclusive
= PrA[C[G] : S A —sp] + Pr2[C[G] : D]
— Pr[C[G] : S A —sp] — Pr[C[G] : NonUnique; p] by Lemma
= Pr[C[G] : (S A —sp) V D] — Pri[C[G] : S A —sp] — Pra[C[q] - NonUnique p]
We have
o Pri[C[G] : NonUniqueg: p| < Pri[C[q] : NonUniqueg p),
o PrA[C[G'] : S A —sp] < Pr[C[G] : S A —sp]

since a trace that executes a non-unique event or S in G’ cannot execute event adv_loses, so it
executed without change in G. Let us show that Pr[C[G] : (SA—sp)V D] < p(A, C)+Pri[C[¢] :
(S A =sp) vV D]. Let Tr be a full trace of C[G] for A such that Tr - (S A =sp) V D. Let us show
that Tr F (vjeJ J;, /\fj) v (VL.

Case 3.1: Tr executes a non-unique event of G. Then 7r |- e for some non-unique event e in
G and in D. We conclude by Fact 2.

Case 3.2: Tr F e for some Shoup event e in D. Then Tr does not execute any non-unique
event of G. We conclude by Fact 1 for the correspondence event(e) = false.

Case 3.3: Tr =S A —sp. Since Tr F —sp, we have Tr b ={[prove®? (Tpp(Tr))]}, so we are in
one of the following two cases:

e There exists u € Tpp(Tr) such that Tr F ={[provelsessecr(@) ()]}

— If p € 81, then Tr +\/ Lt since —{[provelsesse<-(#) (S )} is added to £+,
—If p € S\ &1, then (01,,0F,) is added to L~, where ¢ is a renaming of I, to

fresh replication indices. Moreover, we have —{noleak(z[M'],Z, F)} = 3T, A F, so
—{[provet-sessecr-(@) (1)} = 301, A\ OF, since defRand,,(z) is defined. Therefore, Tr -

Vjes Vi N Fj.
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o In case sp = Secrecy(w), there exist yu1, u2 € Tpp(7¥) such that Tr - —{[provedistinct(@) (;;,
)]} Let z[M;] = defRand,, (), 22 [My) = defRand,,, (), 7 be the current replication
indices at the definition of z, 01 and 0 be two distinct renamings of 1 to fresh replication
indices, i1 = 014, ip = 09i, and F = 01 F,, Ub:F,, U{01 M, = 03 Mo, iq + 22} Then z; = 29
and Tr F Jiy, Jis, NF.

— If F yields a contradiction, then Ji1, Jip, A F is added to L1, so Tr +\/ L.

— Otherwise, (i; Uia, F) is added to £~, so Tr - Vies Vi NFj.

I T Ve 3o AFPES then T b (Ve per Hos Vi Ny AAFD) v (V L),
Otherwise, by Fact 3, there is no configuration in 7Tr at a modified program point pg, so Tr
has a matching trace in C[G’] that also satisfies (S A —sp) V D.
Therefore, PrA[C[G] : (S A =sp) V D] < p(A, C) + PrA[C[G] : (S A =sp) V D], so
Advg (A, C,sp, D)
< p(A, C) 4+ PrA[C[G'] : (S A=sp) V D] — PrA[C[G] : S A —sp] — Pri[C[G] - NonUniqueg: p]
Moreover, by applying on G’ the same steps as on G at the beginning of this proof, we have
Advg (A, C, sp, D)
=Pr[C[G"] : (S A —sp) V D] — Pr2[C[G'] : S A —=sp] — Pr[C[G'] : NonUnique, p]

SO
Adva(A, C,sp, D) < p(A,C) + Advar (A, C, sp, D) < p(A, C) + (A, C)

since Boundg (V, sp, D, p’). Therefore, we have Boundg(V, sp, D,p + p'). ]

5.2 crypto: Applying the Security Assumptions on Primitives

Extension: This description is based on the first version of the crypto transformation. Some
extensions and improvements have been implemented since then.

5.2.1 Basic Transformation

The security of cryptographic primitives is defined using observational equivalences given as
axioms. Importantly, this formalism allows us to specify many different primitives in a generic
way. Such equivalences are then used by the prover in order to transform a game into another,
observationally equivalent game, as explained below in this section.

The primitives are specified using equivalences of the form Gy | ... | G, = G} | ... | G,
where G is defined by the following grammar, with [ > 0 and m > 1:

G:= group of oracles
foreach i < n do y; &Tl;...;yl <ET1;(G1 [ ... | Gn)
replication, random choices
Oz, : Ty, ...,z : 1)) == FP oracle
FP .= oracle body
return (M) return
x[z~] ¥id T; FP random number
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let x[z~] :T =M in FP assignment

find (@)L, u;[i] < ny suchthat defined(M;, ..., M, ) A M; then FP;) else FP
array lookup

Intuitively, O(zy : Th,...,2; : T;) := FP represents an oracle that takes as argument values
x1,...,x;of typesTh, ..., T respectively and returns a result computed by FP. The observational
equivalence Gy | ... | Gm = G} | ... | G}, expresses that the adversary has a negligible probability

of distinguishing oracles in the left-hand side from corresponding oracles in the right-hand side.
Formally, groups of oracles can be encoded as oracle definitions that take as input their arguments

and return their result, as shown in Figure [[G]]% denotes the translation of the group of oracles

G into an oracle definition. The translation of foreach ¢ < n do ¥, vid Ti;...5y & Ti;(Gy | ..
G ) defines oracle O; so that the context can trigger the generation of random numbers y1, ..., y;.
(In the left-hand side of equivalences, the result FP of oracles must simply be a return return (M)
where M is a simple term.) The observational equivalence G1 | ... | G, = G} | ... | G}, is then
an abbreviation for [G1 | ... | Gn] =[G} ] ... | GL.].

For example, the security of a MAC (Definition [2)) is represented by the equivalence L ~ R
where:

L =foreach i < n" do k & Tonk; (
foreach i <n do Oy, (x : bitstring) := return (mac(z, k))

| foreach i’ < n' do O,(m : bitstring, ma : T,,s) := return (verify(m, k, ma)))

R =foreach i <n do k Fil Trnke; (

(maceq)
foreach i < n do Oy, (x : bitstring) := return (mac’(z, k)),

| foreach i’ < n' do O,(m : bitstring, ma : Tp,s) =
find u < n suchthat defined(z[u]) A (m = z[u])

A verify’ (m, k, ma) then return (true) else return (false))

where mac’ and verify’ are function symbols with the same types as mac and verify respectively.
(We use different function symbols on the left- and right-hand sides, just to prevent a repeated
application of the transformation induced by this equivalence. Since we add these function
symbols, we also add the equation

Vk : Tk, Ym : bitstring, verify’ (m, k, mac’(m, k)) = true (mac’)

which restates for mac’ and verify’.) Intuitively, the equivalence L ~ R leaves MAC
computations unchanged (except for the use of primed function symbols in R), and allows one
to replace a MAC checking verify(m, k, ma) with a lookup in the array x of messages whose mac
has been computed with key k: if m is found in the array x and verify(m, k, ma), we return
true; otherwise, the check fails (up to negligible probability), so we return false. (If the check
succeeded with m not in the array z, the adversary would have forged a MAC.) Obviously, the
form of L requires that r is used only to compute or check MACs, for the equivalence to be
correct. Formally, the following result shows the correctness of our modeling. It is a fairly easy
consequence of Definition [2| and is proved in |26, Appendix E.3].

Proposition 5 If (mac, verify) is a UF-CMA message authentication code, mac’ = mac, and
verify’ = verify, then [L] ~ [R].
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[Gi|...|Gwn] =[G |-+ | [G]™
[foreach i < n do y; &Tl;...;ylﬁTl;(Gl | |Gm)]]%:
foreach i < n do O5(i,i)() = y1 & Tu;...s0 & Tisreturn (5 ([GHD2] |- | (G2

[O(xy : Ty, ... 2y 2 Th) := FP]]gzO[zN'](xl :Th,...,x: 1)) :=FP

where O; are pairwise distinct oracles, i = i1,...,4y, and j = jo, ..., jr-

Figure 23: Translation from groups of oracles to oracle definitions

Similarly, if (enc,dec) is an IND-CPA symmetric encryption scheme (Definition , then we
have the following equivalence:

) R )
foreach i/ < n' do k < T},;foreach i < n do

Oc(x : bitstring) :=r & T.; return (enc(x, k, ) ( )
eNCeq
~foreach i’ < n' do k & T}, foreach i < n do

Oc(x : bitstring) :=r & T, return (enc’(Z(x), k, 1))

where enc’ is a function symbol with the same type as enc, and Z : bitstring — bitstring is
the function that returns a bitstring of the same length as its argument, consisting only of
zeroes. Using equations such as Vz : T,Z(T2b(z)) = Zp, we can prove that Z(T2b(x)) does
not depend on x when z is of a fixed-length type and T2b : T — bitstring is the natural
injection. The equivalences that formalize the security assumptions on primitives are designed
and proved correct by hand from security assumptions in a more standard form, as in the MAC
example. Importantly, these manual proofs are done only once for each primitive, and the
obtained equivalence can be reused for proving many different protocols automatically.

We use such equivalences L =~ R in order to transform a process (g observationally equivalent
to C[[L]] into a process Q) observationally equivalent to C[[R]], for some evaluation context
C. In order to check that Qg ~Y C][[L]], the prover uses sufficient conditions, which essentially
guarantee that all uses of certain secret variables of Qg, in a set S, can be implemented by calling
oracles of L. Let M be a set of occurrences of terms, corresponding to uses of variables of S.
Informally, the prover shows the following properties.

e For each M € M, there exist a term Ny, which is the return value of an oracle of L, and
a substitution ops such that M = oy Nps. (Precisely, opr applies to the abbreviated form

of Njs in which we write z instead of z[i].) Intuitively, the evaluation of M in Qq will
correspond to a call to the oracle returning Nys in C[[L]].

e The variables of S do not occur in V', are bound by random choices in @y, and occur only
in terms M = oy Ny € M in @, at occurrences that are images by o, of variables bound
by random choices in L. (To be precise, the variables of S are also allowed to occur at the
root of defined conditions; in that case, their value does not matter, just the fact that they
are defined.)

e Let i and ¢ be the sequences of current replication indices at Nj; in L and at M in
Qo, respectively. The prover shows that there exists a function mapldx,, that maps the
array indices at M in @y to the array indices at Nj; in L: the evaluation of M when
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i = @ will correspond in C[[L]] to the evaluation of Ny, when 7 = mapldx,,(a). Thus,
oy and mapldx;, induce a correspondence between terms and variables of Qo and vari-
ables of L: for all M € M, for all z[i”] that occur in Ny, (oar2){a/i'} corresponds
to z["]{mapldx,,(@)/i}, that is, (oarz){@/i'} in a trace of Qo has the same value as

2[i"){mapldx,;(a)/i} in the corresponding trace of C[[L]] (i” is a prefix of 7). We detail
below conditions that this correspondence has to satisfy.

For example, consider a process Qg that contains My = enc(Mjy, xy, x,[i1]) under a replication
foreach i1 < my do and My = enc(MJ, xy, 2! [i2]) under a replication foreach iz < ng do ,
where xy, x,, 2!/ are bound by random choices. Let S = {xy,z., 2!}, M = {My, My}, and

Nuy, = Ny, = enc(x[i’, i, k[i'],r[i’,i]). The functions mapldx,, and mapldx,,, are defined by

mapldx,,, (a1) = (1,a1) for a; € [1,n4]
mapldx,,, (a2) = (1, a2 +n1) for ag € [1,ns]

Then M{{a;/i1} corresponds to z[1, a1], z to k[1], /.[a1] to r[1, a1], Mj{az/is} to x[1, as +nq],
and z/[as] to r[1,az + ny]. The functions mapldx,, and mapldx,,, are such that z][a;] and
x)'[az] never correspond to the same cell of r; indeed, z.[a1] and z!/[as] are independent random
numbers in Qy, so their images in C[[L]] must also be independent random numbers.

The above correspondence must satisfy the following soundness conditions:

e when x is an oracle argument in L, the term that corresponds to x[c;' | must have the same
type as z[a’], and when two terms correspond to the same z[a’], they must evaluate to the
same value;

e when z is bound by =z £ Tin L, the term that corresponds to a:[c?’] must evaluate to

z[a"] where z € S and z is bound by z & T in Q, and the relation that associates 2[a”]
to z[a’] is an injective function (so that independent random numbers in L correspond to
independent random numbers in Qo).

It is easy to check that, in the previous example, these conditions are satisfied.
The transformation of Qg into Qf consists in two steps. First, we replace the random choices
that define variables of S with random choices that define fresh variables corresponding to

variables bound by £ in R. The correspondence between variables of @y and variables of
C[[L]] is extended to include these fresh variables. Second, we reorganize @y so that each
evaluation of a term M € M first stores the values of the arguments z1,...,z,, of the oracle
O(zy : T, ..., %m : Ty) := Clreturn (Nps)] in fresh variables, then computes Ny and stores its
result in a fresh variable, and uses this variable instead of M; then we simply replace the com-
putation of N,; with the corresponding oracle call of R, taking into account the correspondence
of variables.

Next, we formalize this transformation. We require the following conditions for the equiva-
lences L ~ R that model cryptographic primitives:

HO. [L] and [R] satisfy Invariants and [8] The oracle names in L (resp. R) are pairwise
distinct. Furthermore, the return value of each oracle in R has the same type as the return
value of the corresponding oracle of L.

H1. In L, the oracles bodies FP are simply returns of terms M; all their array accesses use
the current replication indices. (Allowing let or find in L is difficult, because we need to
recognize the terms M in a context and in a possibly syntactically modified form.)
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H2.

H3.

H4.

H5.

H6.

H7.

L and R have the same structure: same replications, same number of oracles, same oracle
names, same number of arguments with the same types for each oracle.

The variables y; defined by & and x; defined by oracle arguments in L and R are distinct
from other variables defined in R.

Under foreach i < n do with no random choice in L, one can have only a single oracle
O(xy : Ty, ...,2; : T}) := FP. (One can transform foreach i < n do (O1(z1 : T1) := FP1 |

oo | O (@ = Thy) := FP,, | foreach iy < ny do ... | ... | foreach i, < n, do ...) into
(foreach i < n do Oy(x1 : T1) := FPy | ... | foreach i < n do O, (%, : Tyn) := FP, |
foreach iy <nj do ...|...|foreach i,  <n! , do ...)in order to eliminate situations that

do not satisfy this requirement.)

Replications in L (resp. R) must have pairwise distinct bounds n. (This strengthens the
typing: the typing then guarantees that, if several variables are accessed with the same
array indices, then these variables are defined under the same replication.)

For all random choices y & T that occur above a term M in L, y occurs in M. (This
guarantees that, in Hypothesis [H'3.1| below, zjx[M;1, ..., M;q,] is defined for all j <1 and
kE < m;. With Hypothesis [H4] this guarantees that index; is well-defined in Hypothe-

sis below.)

Finds in R are of the form

find (@], 4; <7 suchthat defined(zj1[wj1], - . ., zji, [uji;]) A Mj then FPj) else FP'
where the following conditions are satisfied:

e Foralll <k <I;, uj is the concatenation of a prefix of the current replication indices
(the same prefix for all k) and a non-empty prefix of ;.

e When 4 is non-empty, at least one u,j for 1 < k <; is the concatenation of a prefix
of the current replication indices with the whole sequence u;.

e When [; # 0, there exists k € {1,...,l;} such that for all ¥’ # k, 2z is defined
syntactically above all definitions of zj; and u;p is a prefix of 4. (This implies
that the same find cannot access variables defined in different oracles under the same
replication in R.)

e Finally, variables zj; are not defined by a find in R. (Otherwise, the transformation
would be considerably more complicated.)

Such equivalences L =~ R are used by the prover by replacing a process Qg observationally
equivalent to C[[L]] with a process Qf, observationally equivalent to C[[R]], for some evaluation
context C. We now give sufficient conditions for a process to be equivalent to C[[L]]. These
conditions essentially guarantee that all uses of certain secret variables of (g, in a set S, can be
implemented by calling oracles of L. These conditions are explained in more detail below.

We first define the function extract used in order to extract information from the left- or
right-hand sides of the equivalence.

extract(O(zy : T, ..., a1 : 1)) := FP,()) =
O(xy:Ty,...,2;:T)) :=FP
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extract(foreach i < n do y1 & Thi. iyt & Th; (Ga | ... | Gn), (s -+ 1 5k)) =
(y1 : Tu, ...,y = T1), extract(Gy, , (Jo2, - - -, Jk))
extract((G1 | ... | Gm), (Jo, .-, k) =

extract(Gjy, (j1,-- ., Jk))

We rename the variables of Qg such that variables of L and R do not occur in (Qg. Assume
that there exist a set of variables S and a set M of occurrences of terms in Qg such that:

H'1l. SNV =0.
H’2. No term in M occurs in the condition part of a find (defined(Mj, ..., M;) A M).
H’3. For each M € M, there exist a sequence BL(M) = (jo,...,7;) such that extract(L,
BL(M)) = (y11 : Tus -+ Y1imy 2 Tumg)seo oy (n 2 Tins oo Yimy 2 Timy ), O(2n Ty oo T
Tn) := return (N) and a substitution o such that M = o N (o applies to the abbreviated
form of N in which we write = instead of z[i]) and the following conditions hold:
H'3.1. For all j <1 and k < my, oy;, is a variable access zji[M;1, ..., M;q,], with zj, € S.

We define zj;, = varImL(y;x, M).

H’3.1.1. All definitions of zj; in Qo are of the form z;;][. . ] & Tjk, and for all k£ < mj, they
occur under the same replications (but they may occur under different replications
for different values of j).

H'3.1.2. When j # j' or k # K, zji # zjir.

H’3.1.3. The sequence of array indices M;i,..., Mj,, is the same for all & < my; (but
may depend on j). We denote by index;(A) a substitution that maps the cur-
rent replication indices at the definition of 2z to Mji, ..., Mj,, respectively. If
my = 0, index; (M) is not set by the previous definition, so we set index;(M) to
map the current replication indices at M to themselves. For each j < [, there
exists a substitution p; (M) such that index; (M) = index;41 (M) o p;(M) and the
image of p;(M) does not contain the current replication indices at M. We denote
by im index;(M) the sequence image by index;(M) of the sequence of current
replication indices at the definition of zjx (so, im index; (M) = (Mj1, ..., Mjq,)).
We define im p; (M) similarly.

H’3.2. For all j <m, ox; is a term of type T}.

H’3.3. All occurrences in Qg of a variable in S are either as zj; above or at the root of an

H'4.

argument of a defined test in a find process.

To make it precise which term M each element refers to, we add M as a subscript, writing
Yik, M for Yk, 2k m for 2k, Thx m for Ty, x5 ar for x;, T ar for T, Ny for N, and oy for
o. We also define nNew; ,s = m;, nNewSeq,, = [, and nlnput,, = m.

We say that two terms M, M’ € M share the first I’ sequences of random variables when
Yk, M = Yjk,m and zji ar = 2,00 for all j <1 and k < nNew; s = nNew; psr # 0. Let I/
be the greatest integer such that M and M’ share the first I’ sequences of random variables.
Then we require:

H’4.1. The sets of variables {zjxas | 7 > I’ and k < nNew; a} and {zjpa | 7 > 1 and k <

nNew; 5} must be disjoint.

H'4.2. pj(M) = p;(M') for all j <1'.

Inria



Crypto Verif: a Computationally-Sound Security Protocol Verifier 181

H'4.3. If I’ = nNewSeq,, and Ny, = Ny, then there exists My such that we have M =
(indexy (M)) My, M’ = (index; (M")) My, and My does not contain the current repli-
cation indices at M or M.

When these conditions are satisfied, there exists a context C' such that Qo ~§ C[[L]].

Terms in M must not occur in conditions of find (Hypothesis because such terms may
refer to variables defined by find, and by the transformation, these variables might be moved
outside their scope, thus violating Invariant

In Hypothesis the sequence BL(M) indicates which branch of L corresponds to the term
M

Hypothesis checks that the values received as arguments in L are of the proper type.
Hypothesis [H'3.1.1| checks that variables z; s that correspond to variables defined by EinlL

are of the proper type. The variables y;, defined by & in L are used only in terms N in L.
Correspondingly, Hypothesis checks that the corresponding variables z;; ar € S are not
used elsewhere in (g and Hypothesischecks that they cannot be used directly by the context.

In L, for distinct j, k, the variables y;; correspond to independent random numbers. Corre-
spondingly, Hypothesis requires that the variables zj; s are created by different random
choices for distinct j,k. In L, the variables y;, are accessed with the same indices for any
k (but a fixed j). Correspondingly, Hypothesis requires that the variables z; s are
accessed with the same indices im index;(M) for any k. When instances of N and N’ both
refer to y;, with the same indices, then they also refer to y;; with the same indices when
j' < j. Correspondingly, if M and M’ refer to the same z;;, by Hypothesis they also
refer to the same z;4s for j° < j. Moreover, if index;(M) and index;(M’) evaluate to the
same bitstrings, then index; (M) and index; (M’) also evaluate to the same bitstrings, since
index;s (M) = index;(M) o pj—1(M)o...0 pj (M) by Hypothesis and pp(M) = pp(M’)
for k < j by Hypothesis These conditions guarantee that we can establish a correspon-
dence from the array cells of variables of S in Qg to the array cells of variables defined by £ in
L, and that this correspondence is an injective function, as required in Section [5.2}

Finally, a term N in L is evaluated at most once for each value of the indices of y;1, ..., Yim,,
so N is computed for a single value of the arguments xi,...,x,,. Correspondingly, by Hy-
pothesis when M and M’ share the | = nNewSeq,,; sequences of random variables and
index; (M) and index;(M’) evaluate to the same bitstring, then M and M’ evaluate to the same
bitstring.

We compute the possible values of the sets S and M by fixpoint iteration. We start with
M = and S containing a single variable of @y bound by a random choice. (We try all possible
variables.) When a term M of Qy contains a variable in S, we try to find an oracle in L that
corresponds to M, and if we succeed, we add M to M, and add to S variables in M that
correspond to variables bound by random choices in L. (If we fail, the transformation is not
possible.) We continue until a fixpoint is reached, in which case all occurrences of variables of S
are in terms of M.

We now describe how we construct a process Q) such that Q) ~§ C[[R]].

1. We first move random choices in the right-hand side of the equivalence, so that they occur
above oracle definitions instead of inside oracle bodies. As explained below, this is necessary
for the correctness of the subsequent transformation of )y, when random choices appear in
the corresponding part of the left-hand side. More precisely, we transform the right-hand
side of the equivalence, R, as follows: for each ji,...,J, if extract(L, (j1,...,41)) = (y11 :
Tty s Yimg : Timg)ye o Ui Ty e Yimy 2 Timy ), O(x1 : Thy o ooy @y 2 Tiy) := return (N)
with m; # 0 and extract(R, (j1,...,51)) = (vi; : Tl’l,...,y’lm,1 : Tl’m,l),...,(yl’1 cT,

RR n°® 9526



182

Bruno Blanchet, Charlie Jacomme

yl’ml T ),0(xy : Ty, @ 2 T ::FP,foreachz&TinFP,

Im]

o we add z : T in the sequence of random variables yj, : T};, ...y}, : T}, /3
1 l

e if 2z does not occur in defined conditions of find in R, we remove z & T from P

e otherwise, we replace z - T with let 2/ : T = cst for some constant cst and add 2/ [M]
to each defined condition of R that contains z[M].

This transformation is needed, because in the right-hand side, a new random number must
be chosen exactly for each different call to the oracle O(x : Th,. .., &y : Ty) := FP. This
would not be guaranteed without that transformation, because when the left-hand side NV
is evaluated at several occurrences with the same random numbers yi1 : i1, ..., Yim, : Lim,
(my # 0), these occurrences all correspond to a single call to O(xy : Th, ..., Zm : T) =
return (IV), so a single call to O(xzy : T4, ..., %m : Tyn) := FP, but we create a copy of FP
for each occurrence. After the transformation, FP contains no choice of random numbers,
so we can evaluate it several times without changing the result. When m; = 0, evaluations
of N at several occurrences can correspond to different calls to O(x1 : T1,..., &y, : Thy) :=
return (N), so the transformation is not necessary.

Next, we create fresh variables corresponding to variables of the right-hand side of the
equivalence. For each M € M, let extract(R, BL(M)) = (yj; 5 : T1/1,M7~-~ay/1m/1,M :
T]{m M) (y;LM : TYLM’ e ’yllm;,M : T‘l/mg,M)’ O(,CCLM : Tl,Ma ey Im M - Tm’]\/[) =
FPy; with | = nNewSeq,,, m = nlnput,, and we define nNew’; ,, = m/;. We create fresh
variables 2/ oM = VarImR(y k.ar> M) for each j < nNewSeq,,, k < nNeW 1> and M E M,
such that 1f M and M’ share the first I’ sequences of random variables, then 2 M = % k M

for j <1 and k < nNew - All variables z] kv are otherwise pairwise distinct.
We also create a fresh variable varImR(z; ar, M) for each j < nInput,, and each M € M,

and a fresh variable varImR(z, M) for each variable z defined by let or & in FPy; and each
M e M.

We update the defined conditions of finds, in order to preserve Invariant 2] More pre-
cisely, if a defined condition of a find contains zj1 a[Mi, ..., My] for some M, we add
defined(zf;, 5, [Mi,..., My]) for all k" < nNew); 5, to this condition. (So that accesses to
2 ar[Mi, ..., My] created when transforming term M satisfy Invariant [2] since accesses
to 21,0 [Mi, ..., My] occur in M and satisfy Invariant [2})

We update random choices corresponding to random choices of the left-hand side of the
equivalence: we either remove them or replace them with random choices corresponding
to the right-hand side of the equivalence. More precisely, when = € S occurs at the root

of a term My, in a condition defined(M, ..., M;), we replace its definition z & T;Q with
let x : T = cst in ) for some constant cst; when it does not occur in defined tests, we remove

. . R

its definition. If ¢ = z;1 p for some M, we add zék’M ~ Tj{k}M for each k < nNew&M
R

where z < T was.

Finally, we transform the terms M € M corresponding to oracles of the left-hand side of the
equivalence into their corresponding oracle in the right-hand side. For each term M € M,

let I = nNewSeq,,. We replace M with (2}, 5, ¥id Tl/k,M; )kgnNew; MM' if nNew; ps = 0 and
nNew; 5, > 0, and with P}, otherwise, where
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- M = (Iet varImR(xk.’M, M) : Tk,M = OMTk,M in)kgnlnputMtransf% (FPM)

— ¢y is defined as follows:

do(xjmlit,. .., u]) = varlmR(z; ar, M)[iY, - .., i)
do(z[i1, ..., i1]) = varlmR(z, M)[i}, ..., i}]
b0 Wi arlin, - - -5 i5]) = varImR(yjy s, M)[im index; (M)

where i1, ...,4 are the current replication indices at the definition of x; »s in R, i, ,1'2,

are the current replication indices at M in @, and z is a variable defined by let or £
FPy,.

— A function ¢ from array accesses to array accesses is extended to terms as a substitution,
by ¢(f(M, ..., Mp)) = f(¢(Mr),...,d(Mp)).

— transf,(FP) is defined recursively as follows:
transf s (return (M')) = ¢(M’)

transfy(z & T FP') = varImR(z, M) & T transf 4 (FP')
transfy(let z: 7= M’ in FP') = let varlImR(z, M) : T = ¢(M") in transf,(FP")
(

transf find(@iﬂ . FBj;) else FP") = find(@r.n . transf,(FB;)) else transf,(FP")
= j=

and for find branches FB, transf,(FB) is defined as follows:

transf, (suchthat M’ then FP') = suchthat ¢(M’) then transf,(FP')
transfy (4 <7 suchthat defined(2x [Mja, . . ., My Ji<k<i) A M then FP') =

@D,, ., v <n' suchthat defined (' (zx[Mi, ..., Mgy )1<i<i) A
im index;, (M"){u/i'} = im index;, (M) A ¢'(M) then transf 4 (FP')

where [ # 0; j; is the length of the prefix of the current replication indices that occurs in
My, ..., My, (by Hypothesis ; M’ is the set of M’ € M such that varImR(zx, M’)

is defined for £ < I and M’ and M share the first j; sequences of random variables; i’
is the sequence of current replication indices at M'; ' is a sequence formed with a fresh
variable for each variable in #’; n/ is the sequence of bounds of replications above M'; ¢’
is an extension of ¢ with ¢'(2x[Mp1, ..., My |) = varlmR (g, M')[im index; (M'){w’/i'}] if
2k = Yjpo pp for some k', and ¢’ (25 [Mp1, ..., My ]) = varlmR (2, M')[u/] if 2, is defined
by let or by an oracle input. Optimizations for the definition of transfy(FB) are presented
in Section [5.2.2)

The two essential parts of the transformation are the last two ones, numbered [f]and [5} In step [
we add the random choices to create random variables that correspond to random variables of
R. We create the variables z;k u at the place where z;1 pr was created in the initial game (We
could have chosen z;, as for any k’.), or when there is no z;1 as, we have j = nNewSeq,, and
we create 27, just before evaluating M. In step we transform the term M itself into the
corresponding oracle process of R, FP);. The only delicate part for evaluating FP), is the case
of find: instead of looking up arrays of R, we look up the corresponding arrays of Qj, given by
the mapping ¢.

This transformation may replace a simple term M with a term that is not simple, since the
oracle bodies in R may contain random number generations, assignments and find. Therefore,
it may break Property [5| Hence, by default, CryptoVerif calls expand (Section after the
crypto transformation, in order to recover Property [5

RR n°® 9526



184 Bruno Blanchet, Charlie Jacomme

5.2.2 Optimizations for transf,(FB)

We can apply two optimizations to the definition of transf,(FB):

e When im index;, (M’) is a prefix of i, im index;, (M) {u'/i"} is a prefix of u/, so the
equality im index;, (M'){u//i'} = im index;, (M) defines the value of a prefix of u'. We
simply substitute the fixed elements of u' with their value, and remove them from the
sequence of variables to be looked up by find.

e When all variables zj are y;p a for some j, k', and M’, with maxj = jo, we use the
following definition instead:

transf,(i < 7 suchthat defined(zx[Mp1, ..., My Ji<r<i) A My then FP') =
@M%M/ u' < ' suchthat defined(¢' (z,[Mp1, . . ., My ))1<k<t) A
im (pjo_1(M')o...0pj (M"){u'/i'} =im index;, (M) A ¢/(M,) then transfy (FP')

where j; is the length of the prefix of the current replication indices that occurs in
My, ..., My, (by Hypothesis ; M’ is the set of M’ € M such that varlmR(zy, M’)
is defined for £ < I and M’ and M share the j; first sequences of random variables; i’
is the sequence of current replication indices at the definition of z; ; a/; u' is a sequence
formed with a fresh variable for each variable in i/; n’ is the sequence of bounds of replica-
tions above the definition of zj a5 ¢’ is an extension of ¢ with ¢’ (zx[Mg1, .. . ,Mkl;]) =
varlmR (2, M")[im (pj,—1(M') o ... 0 p;(M"){u/ /¥'}] if 2 = ¥}y, pr-

The composition pj,—1(M’) o... 0 p;(M’) computes the indices of z};, 5, for any k" from
the indices of 2} ;. 5 for any k.

When several terms M’ € M share the first jo sequences of random variables, they generate
the same ¢’, so only one find branch needs to be added for all of them, which can reduce
considerably the number of find branches to add.

An optimization similar to the first one above also applies to this case, when im (p;,—1(M")o
...0p; (M")) is a prefix of ¢'.

5.2.3 Guiding the Application of Equivalences

We introduce a small extension to the equivalences Gy | ... | Gy, = G} | ... | G}, described in
Section These equivalences become Gy mode; | ... | Gy, modey,, =~ G} | ... | G),, where
mode; is either empty or [all]. The mode [all] is an indication for the prover, to guide the
application of the equivalence without changing its semantics. When mode; = [all], M must

contain all occurrences in the initial game @ of the root function symbols of terms M inside G;.

When mode; is empty, at least one variable defined by & in G; must correspond to a variable
in S.
The following hypotheses guarantee the good usage of modes:

HS8. At most one mode; can be empty. (Otherwise, when several sets of random variables can be
chosen for each G, there are many possible combinations for applying the transformation.)

H9. If G, is of the form foreach i < n do O(zy : Th,...,x; : T}) := FP without any random
choice, then mode; = [all]. (A random choice is needed in the definition of empty mode.)

Inria



Crypto Verif: a Computationally-Sound Security Protocol Verifier 185

An equivalence can be declared [manual]. In this case, this equivalence is not applied by the
automatic proof strategy. It can be used only by manual proof indications. This is useful, for
instance, if applying the equivalence would yield an infinite loop.

Each oracle in the left-hand side can also be labeled with an integer [n], which represents
a priority: CryptoVerif preferably uses oracles labeled with a lower integer. (The absence of
label corresponds to the label [0].) Each oracle in the left-hand side can finally be labeled with
[useful_change]. This indication is also used for the proof strategy: if at least one [useful_change]
indication is present, CryptoVerif applies the transformation defined by the equivalence only
when at least one [useful_change] oracle is called in the game.

5.2.4 Relaxing Hypothesis [H6|

Hypothesis requires that for all random choices y & T that occur above a term N in the left-
hand side of an equivalence, y occurs in N. We can relax this hypothesis, by allowing that some
random variables y do not occur in IV, provided that the missing variables can be determined
using Hypothesis when some term M shares some variable y in the I’-th sequence of
random variables with some other term M’, we know that it must also share with M’ all random
variables in sequences above and including the I’-th sequence; so, knowing the random variables
associated to M’, we can determine some of those associated to M. The transformation simply
fails when the algorithm described above cannot fully determine the random variables associated
to some term M.

With this extension, we additionally need to make sure that, when an expression of the
right-hand side uses a variable y defined by a random choice, this variable will be defined in the
transformed game before the expression is evaluated. To do that, we establish a correspondence
between the random choices before the transformation and the random choices after, such that,
as far as possible, if a variable is used in a transformed expression, the corresponding variable
before transformation is also used in the initial expression. For variables that appear in a
transformed expression but are not used in the initial expression, we check when performing the
game transformation that they will correctly be defined. If they are not correctly defined, the
transformation fails.

5.2.5 Relaxing Hypothesis

Hypothesis requires that no term N transformed by the equivalence occurs in the condition
part of a find (defined(My, ..., M;) A M). We can relax this hypothesis by allowing N to occur
in M (but not in the defined test), provided

e the variables @ bound by this find do not occur in the following terms in the transformed
expression of N:

— N’ in processes of the form let z : T'= N in .. ;

— Nj;, and Nj in processes of the form find (D], ujili] < nj1,.. . wjm,[i] < njm,
suchthat defined(Njy, ..., Nj, ) A Nj then ...) else ...

(If the variables u bound by find occurred in such terms, the transformation would move
them outside the scope of their definition.)

e if N depends on the variables u bound by this find, then the corresponding left-hand side
of the equivalence N’ is under a replication foreach 7 < n do with no random choice in L.

(Otherwise, L contains y; & Ty:...iy & Tii (oo | O(zy : T, ... ap : 1)) == return (N') |
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...) and L allows a single evaluation of N’ for each execution of the random choices y; £

Ti;...5y ¥id T;, while the term N is evaluated several times, once for each value of u, so
the transformation is impossible. In other words, the variables u must be considered as
replication indices in this transformation.)

5.2.6 Soundness and Example

The following proposition shows the soundness of the transformation.

Proposition 6 Let Qg be a process that satisfies Invariants @ and @ and Qf the process
obtained from Qo by the above transformation. Then Qf, satisfies Invariants @ and@ and, if

L] = [R] for all polynomials maxlen,(c;, ... ;) and n where n is any replication bound of L or
M\=J05--5J1
R, then Qo ~" QJ.

Example 10 In order to treat Example|l] the prover is given as input the indication that T;,,
Tk, and T, are fixed-length types; the type declarations for the functions mac, mac’ : bitstring x
Tk — Toms, verify, verify’ : bitstring x Ty X Tins — bool, enc,enc’ : bitstring x Ty, x T}, — T, dec :
T, x Ty, — bitstring |, k2b : T}, — bitstring, i1 : bitstring — bitstring | , Z : bitstring — bitstring,

and the constant Zj, : bitstring; the equations (mad)), (mac’), (end), and Vz : Ty, Z(k2b(z)) = Zj
(which expresses that all keys have the same length); the indication that k2b and i, are poly-

injective (which generates the equations (k2b)) and similar equations for i, ); equivalences L ~ R

for MAC and encryption (encey)); and the process Qo of Example

The process Qo of Example [I] can be transformed using the security of the MAC. Let S =
{Zmr}, M1 = mac(zp[i], tmr), M2 = verify(a],[i'], Tmk, Tmali']), and M = {M;, M>}. We have
Ny, = mac(z[i”, 1], k[i"]), Ny, = verify(ml[i”, '], k[i"”], ma[i”,i']), mapldx, (a1) = (1,a1), and
mapldx,, (a2) = (1,a2), so &,,[a1] corresponds to x[1,a1], Zmk to k[1], z7,[az] to m[1,as], and
Tmalaz] to mall, as).

After transformation, we get the following process Qf:

Ql = Start() = wx & Ti; 2mp & T return ()3 (Q'y | Q')
Q'y = foreach i < n do O4li)() == 2}, & T2, & T
let @, : bitstring = enc(k2b(z},), Tk, zy) in
return (2, mac’ (T, Tmi))
Q'y = foreach i’ < n do Og[i'|(z),, Tma) :=
find u < n suchthat defined(z,,[u]) A 2}, = @ [u] A verify' (2], mk, Tma) then

(

if true then let i (k2b(z})) = dec(z),, zx) in return ()

if false then let i, (k2b(x})) = dec(x/,, xx) in return ()

)

The initial definition of x,,, is removed and replaced with a new definition, which we still call
Zmr. The term mac(zy,, Tmi) is replaced with mac’' (2, €mi). The term verify (), ik, Tma)
becomes find u < n suchthat defined(z,,[u]) A 2/, = . [u] A verify' (2], ik, Tma) then true else
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false, which yields Q’; after the call to expand, which transforms the find term into a process.
The process looks up the message «/, in the array xm, which contains the messages whose MAC
has been computed with key x,,. If the MAC of x) . has never been computed, the check always
fails (it returns false) by the definition of security of the MAC. Otherwise, it returns true when

verify' (20, Tmk, Tma)-
After applying simplify, @, is unchanged and Q' becomes

Q% = foreach i’ < n do Op[i'|(z),, Tma) =
find u < n suchthat defined(z,, [u], 2}, [u]) A 2}, = T [u] A verify’ (2, ik, Tma) then

let 2}, : Ty, = . [u] in return ()

First, the tests if true then ... and if false then ... are simplified. The term dec(a!,,x) is
simplified knowing =/, = z,,[u] by the find condition, xm[u] = enc(k2b(z}[u]), i, zr[u ]) by the
assignment that defines z,,,, and dec(enc(m, k,r), k) =i, (m) by - So we have dec( LX) =

i, (k2b(z}[u])). By injectivity of i, and k2b, the a551gnment to x}, sunply becomes x}, = z}.[u],
using the equations Vz : bitstring,i;*(iL (z)) = = and Vz : Ty, k2b™ ' (k2b(z)) =

Then we apply the security of encryption: enc(k2b(z},), zx, z,) becomes enc’(Z(k2b(x§€)), Tks
x,). After simplify, it becomes enc’(Zy, zk, x,), using Va : Ty, Z(k2b(z)) = Zj (which expresses
that all keys have the same length).

So we obtain the following game:

= Start() := xy, E Ty gy & Ty return 0:(Q4 | Q%)

= foreach i < n do 04li]() =z}, ETya, £ 1
let x,, : bitstring = enc’ (Zy, Tk, x,) in

return (2., mac’(Tm, Tmi))

where Q5 remains as above.

6 Proof Strategy

Extension: This description is based on the initial proof strategy. Additional advice has been
added since then.

Up to now, we have described the available game transformations. Next, we explain how we
organize these transformations in order to prove protocols.

At the beginning of the proof and after each successful cryptographic transformation (that
is, a transformation of Section , the prover executes simplify and tests whether the desired
security properties are proved, as described in Section[d If so, it stops.

In order to perform the cryptographic transformations and the other syntactic transforma-
tions, our proof strategy relies of the idea of advice. Precisely, the prover tries to execute each
available cryptographic transformation in turn. When such a cryptographic transformation fails,
it returns some syntactic transformations that could make the desired transformation work.
(These are the advised transformations.) Then the prover tries to perform these syntactic trans-
formations. If they fail, they may also suggest other advised transformations, which are then
executed. When the syntactic transformations finally succeed, we retry the desired cryptographic
transformation, which may succeed or fail, perhaps with new advised transformations, and so
on.

The prover determines the advised transformations as follows:
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e Assume that we try to execute a cryptographic transformation, and need to recognize a
certain term M of L, but we find in Qg only part of M, the other parts being variable ac-
cesses z|. . .| while we expect function applications. In this case, we advise remove_assign
binder z. For example, if Q( contains sign(M’, 2 s, x,.) and we look for sign(z,,, skgen(z,),
x,), we advise remove_assign binder z;. (The transformation of Example [8|is advised
for this reason.)

e When we try to execute remove_assign binder z, x has several definitions, and there are
accesses to variable x guarded by find in @y, we advise SArename z.

e When we check whether z is secret or one-session secret, we have an assignment let x[i] : 7'

= y[M] in P, and there is at least one assignment defining y, we advise remove_assign
binder y.

When we check whether z is secret or one-session secret, we have an assignment let z[i] : T

= y[M] in P, y is defined by random choices, y has several definitions, and some variable
accesses to y are not of the form let y'[¢’] : T = y[M’] in P’, we advise SArename y.

7 Conclusion

The tool CryptoVerif produces proofs by sequences of games like those manually written by
cryptographers. It generates the games, using an automatic proof strategy or guidance from the
user, who specifies the transformations to perform. It supports a wide variety of cryptographic
primitives specified by indistinguishability axioms. Many of these primitives are included in a
library so that the user does not have to redefine them. It can prove secrecy, correspondence,
and indistinguishability properties. It has been applied to substantial case studies, including
Signal [52], TLS 1.3 23], and WireGuard [58].

CryptoVerif still has limitations. In particular, the size of games tends to grow too fast, which
limits its ability to deal with large examples, especially because some game transformations
require the game to be expanded first by the expand transformation, which duplicates the code
from each test until the end of protocol. Planed improvements include allowing more game
transformations to work without previous application of expand; allowing internal oracle calls
in games, in order to share code between different parts of the game; using composition results in
order to make proofs more modular. Moreover, some game transformations could be generalized.
For instance, the transformation merge_branches merges branches of a test when they execute
the same code; the detection that several branches execute equivalent code could be made more
flexible, by allowing reorderings of instructions for instance. Crypto Verif only considers blackbox
adversaries: it does not support proofs that manipulate the code of the adversary, such as the
forking lemma [65].
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